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Definition
Automated Driving

Advanced Driving Assistance Systems

Autonomous Public Transport

Advanced Return To Home

Autonomous Vehicles

Behavioral intention

Beyond Visual Line of Sight

Cooperative, Connected and Automated Mobility

Cooperative Intelligent Transport Systems
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Driver Machine Interface

external Human Machine Interface

European Statement of Principles

Global Positioning System

Highly Automated Vehicle

Hazardous Locations Notification

In-vehicle signage

Light Detection and Ranging
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Mobility as a Service
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Perceived Ease of Use

Perceived Safety

Perceived usefulness

Prove Vehicle Data Service
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Return To Home

Society of Automotive Engineers

SHAPE Automation Trust Index

Satellite Based Augmentation Systems

Social Influence
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Vehicle to Vehicle

Vehicle to everything
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Executive Summary

This deliverable presents the outcomes of WP7 “Ethical, security and legal issues”, aiming at investigating
these issues through literature reviews, experts’ surveys, and panel discussions, throughout the project
lifetime.

More precisely, studies were conducted on:

e Ethical, sociocultural and gender issues related to the adoption of AVs. More specifically, gender
needs, ethical dilemmas of AV in case of critical situations, use of personal data and data privacy
& management were of interest.

e Safety and security issues, including cyber-security and transport crime. Safety part was focusing
on the topic of AV accidents and accident risk factors. Furthermore, expected safety benefits and
challenges were discussed, together with the estimates of time horizons of AV adoption for
different penetration levels.

e Legal and liability issues are also strongly correlated with the future of AV adoption, whether they
relate to the Vienna Convention reference to a vehicle’s driver or to issue of drone operations
Beyond Visual Line of Sight. As the AVs readiness score also varies from geographical region to
another, legal and societal readiness issues are reviewed in the present document.

The methodologies of literature reviews, surveys and panel discussions used in the present deliverable
are presented in chapter 2, while their results are presented in chapters 3, 4 and 5.

Regarding gender, socio-cultural and ethical issues, key findings (based on the literature review, online
survey and panel discussions) can be summarized as follows:

e Transportis an area influenced by a set of gender inequalities, such as gaps in access to transport
infrastructure and services, segregation within the transport labor market, weak representation
of women in the decision-making process in the transport sector or gender-based violence in
transport.

e Men are more likely than women to respond positively to the proposed use of autonomous cars,
most women reporting that they probably do not want to use driverless vehicles, even reporting
that they would feel uncomfortable to share the road with driverless passenger vehicles.

e Women have greater doubts about the safety of autonomous vehicles, saying that they have
doubts about the effect of autonomous vehicles wide spreading on the number of injured and
killed people.

e Women and girls having to face endemic levels of harassment in public transport in their everyday
trips they therefore have to modify their travel patterns to avoid danger meaning that men and
women have different mobility realities.

e Women have poorer and more complex mobility than men, most of them having to plan trip
chaining.

e AVs’ design should consider travel time and trip-chaining by including features to save time to the
destination, facilitate trip-chaining, and offer driving options that could improve travel time, but
also show that they are safe, as women are more reluctant to use AVs.

e The gender dimension should be integrated in all phases of the policy cycle. It is therefore
recommended that information is gathered on the situation of women and men in a particular
area, with appropriate analysis of budgets from a gender perspective.

e In economic terms, it is expected that Cooperative, Connected and Automated Mobility provides
profitable opportunities for sectors like automotive, electronics and software,
telecommunication, data services, digital media and freight transport whereas sectors like
insurance and maintenance and repair are identified as businesses that might suffer important
decreases in revenues in the future
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e At a societal level, a Cooperative, Connected and Automated Mobility could bring important
productivity gains (reduced cost of travel time, new users groups, new mobility models...).

e Some important concerns exist, such as users’ acceptance, ethics, social inclusion, or impact on
labor market.

e Data protection is a key issue as AVs generate lots of data that must be treated, stored, protected.
All data treatment should be GDPR-friendly in European countries.

e Moral dilemmas mainly concern road AVs facing situations where the vehicle has to “choose” a
behavior that could lead to a critical situation, whatever will be decided by the AV.

e Inamore general view, the ethical implications of introducing AVs will not only be inherent to the
technology itself, but mainly will depend on social choices and decisions of law and policy makers.

e If AVs should become the main vehicles on roads, different rules for different countries will need
to apply, considering moral and ethical complexities in design engineering.

Regarding safety and security issues, the most appealing findings (based on the literature reviews of 40
most recent scientific articles, online surveys of 60 experts and 2 panel discussions) are:

e Many believe that AVs have the capability to mitigate human errors and thus reduce the accident
numbers by ca 90 %. However, any deployment of AVs into regular traffic can also introduce new
risks into the transport system. Therefore, the accident reduction by AVs (especially during a
transition period) might not be as high as expected by many people.

e The largest publicly available source of accident data is available from California Department of
Motor Vehicles (DMV). Many researchers have been harvesting this database and publishing the
studies on AV accidents. The transferability of these studies into European context might be
limited.

e The still relatively small number of km driven by AV in regular traffic limits the determination of
AV safety performance. Using the accident data, it is currently not feasible to compare the safety
performance of AVs with conventional cars. A meaningful comparison would require a naturalistic
approach.

e AVs are mostly tested in specific traffic environments/infrastructure. Therefore, the findings of
accident analyses are not fully transferable to the whole infrastructure network and to various
environmental conditions.

e In the majority of so far recorded accidents involving an AV, the AV was SAE level 2 vehicle and
often was driven manually in the moment of accident. Therefore, the validity of the findings for
more advanced AVs is questionable. Regarding fatal accidents, there have been only several
confirmed cases worldwide so far.

e Rapid pace of technological development of AVs (i.e. sensors, software, detection) means that
the results of recent studies might already be outdated.

e As AVs are mostly deployed in developed countries, the results of current studies might be
relevant only for those countries.

e So far, there has been only a few studies from regular traffic, such as naturalistic or observational
studies. Many studies rely on simulations, which have significant limitations (such as limited
possibilities to include effects of severe weather conditions and infrastructure characteristics).

e Very limited number of studies on most advanced AVs (SAE level 4 and 5).

e lack of research on VRU (cyclists and pedestrians) in urban areas.

e A potential behavioral adaptation of other road users to AVs needs to be studied

e As an alternative to accidents, applying surrogate safety measures might present a suitable
approach to explore safety of AVs under current conditions.

e Safety experts are rather skeptical regarding the expected time horizon for wider implementation
of SAE level 4 vehicles into regular traffic.

e Several respondents of the survey mentioned the challenges linked to the interaction between
Avs and other users, particularly within the transition period of large-scale AV deployment and
vulnerable users.
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e Safety indicators can be both linked to specific technological vehicle requirements (e.g., reaction
speed, Al alarming system and other technical standards) while a stepwise evaluation of Avs
safety can also be considered, to support public acceptance and the safe deployment of AV.

e A wide range of conditions may impact the adoption of Avs at the national level, ranging from
costs, demand, and trust to cellular network connection availability, to legal, policy and
responsibility aspects, making it central to provide technical guidance, legal clarifications and
enable dialogue between stakeholders.

e To ensure the prevention of cybersecurity attacks and threats, two levels of preventions can be
identified: on the strategic level (e.g., vehicle design) as well as at the tactic level (e.g., monitoring
of vehicle and operating procedures).

e Standardisation and harmonization regarding data collection and access, security channels and
communication between infrastructure and vehicles is seen as crucial for large-scale safe AV
deployment.

The legal and regulatory conditions across European countries which affects the affects the adoption of
AVs were explored. This was done through a literature review of more than 100 sources to focus on legal
and public acceptance issues on Unmanned Aerial Systems and the general legal concerns on the usage
of UASs, the current regulations among EU countries analysed for more than 20 countries (Belgium,
France, Poland, Sweden, UK, etc.). Legal and public acceptance issues on Unmanned vessels were also
analysed, looking at current regulations among EU Member States of Italy, Greece, Portugal, Spain,
France, Germany, Poland, Belgium, and Finland. Legal and acceptance issues of autonomous for road
vehicles were also analysed, taking the case of Slovenia. Attention was paid to the road traffic rules,
insurance of AVs, police and traffic information Centre, and speed limit for autonomous vehicles proposed
by the lawmakers.

e Regarding questions on the perceived maturity of regulation, experts reported on the existence
of regulation in their home country. For instance, one expert stated that draft regulation would
be available, whereas another expert opined that the AV area is only slightly regulated in his or
her country.

e Experts’ attention was also drawn to what they believe are the first main legal issues. While some
experts pointed to the issue of responsibility in general, others were more specifically referring
to (i) civil liability for accidents; (ii) liability for defects in AVs; (iii) and criminal liability for
accidents. Fourthly, the one solution to the issue was thought to be the definition of the
responsibility of all parties

e  While some experts do not see any special legal barriers or opportunities, others mentioned that
the advantage of AVs could be their size facilitating pilot projects. Other experts criticised the use
of existing legal frameworks that seem to concern autonomous vehicles over which human can
take control at any time.

e The definition of the responsibility of all involved parties (such as vehicle users) was considered
one of the main challenges related to introduction or adoption of AV, as well as a principal
challenge on the question whether or not legal provisions regarding the AVs should be unified.

e The question was raised concerning data protection as a key issue for the deployment of Avs.
Responsibilities for storage, use, transmission of data must be legally defined and liability in case
of data protection breach must be clear for Avs users/owners.

e For Unmanned vessels, the considerable challenges with respect to the international regulatory
framework and related insurance aspects are related to crew definition, ship registration, labour
market, operation in foreign jurisdictions, ship seaworthiness, security and data protection.
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1. Introduction

1.1.

Purpose of the document

This Deliverable is the final outcome of WP7. T@I led the WP7 till March 2021, since 11th March 2021,
HUMANIST overtook the leadership. WP7 consisted of three activities (thematic areas):

A7.1: Ethical, sociocultural and gender issues (led by HUMANIST)

A7.2: Safety, Transport crime and cyber security (led by T@l and IRU)

A7.3: Correlation of state legal framework and readiness score to user acceptance (led by STELLAR)

General objective of WP7 was to gain in-depth insight into the three thematic areas, by combining three
methods of data collection — literature reviews, survey of experts and panel discussions.

The detailed objectives for each thematic area and the methods used to achieve them are summarized in

Table 1.

Such knowledge is crucial to ensure the development and deployment of safe technology.

Thematic
area

Ethical,

sociocultur
al & gender
issues
(A7.1)

Cybersecuri
ty and
transport
crime
(A7.2)

Legal
framework
(A7.3)

October 2022

Table 1: Objectives of the WP7 thematic areas

Literature reviews

Identify ethical dilemmas of

AVs in case of critical
situations and  human
reactions to these

dilemmas
Identify needs for
privacy & management
Identify interrelations
between automation &
gender issues

data

Survey of experts

Based on literature reviews,

gain more in-depth advice
from experts in the field,
both from academia &
industry.

Identify the studies on AV
accidents

Identifying the factors,
whose presence increases
the probability of accidents
Provide summary of fatal
AV accidents

Identify research gaps and
limitations

Capturing data handling
and security issues, with a
focus on accidents involving
AVs, and analyses security
as an important factor of
user acceptance

To get direct insights from
experts in the field

Identify legal issues related
to AVs adoption

To get direct insights from
experts in the field

Panel discussion

Gain more in-depth insight
on topics that emerged from
the literature reviews and
surveys.
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1.2. Intended audience

The deliverable is public and therefore the intended audience is all those interested in knowing the impact
of the autonomous vehicle from the point of view of user awareness and acceptance for autonomous
vehicles.

2. Methodologies

In order to fulfil the objectives of WP7 (as described above in the introduction), we combined the
following three methods: literature reviews, surveys of experts and panel discussions. These methods
were conducted within each WP7 activity (7.1, 7.2 and 7.3) in order to cover the following thematic areas
(i.e., topics):

e ethics, sociocultural & gender,
e safety, transport crime & cybersecurity
o legal

The detailed methodologies for literature reviews, surveys and panel discussions are described below in
Chapters 2.1, 2.2. and 2.3.

2.1. Literature reviews

As the topic of autonomous vehicles is rapidly evolving, it is important to have an overview of the latest
publications in the field. Therefore, during the WP7 we conducted two rounds of literature reviews — the
first one was conducted in 2020 (aiming at the literature published after 2015), while the second round,
conducted in early 2022, considered the literature published in 2021 and early 2022.

The literature reviews consisted of two steps — 1) Search for relevant references and 2) Analysis and
organization of results.

2.1.1. Search for references

In both rounds, it was aimed at selecting 10 references for each studied topic, based on their relevance
(i.e., their importance, actuality and quality). Regarding the type of the publications, it was considered
both scientific and grey literature, such as scientific reviewed papers, policy documents, strategic
implementation documents, reports, project deliverables etc. However, for each topic, specific types of
publications were preferred. For example, for safety, we primarily focused on scientific papers, while for
legal topic legal documents were more relevant.

As a starting point for the reference search, online databases were used such as Scopus, Science Direct,
Google Scholar, Web of science, TRID, TRIMIS, CORDIS etc., using the combinations of relevant keywords
for each topic. For example on safety, following keywords (applying the Boolean operators “and”/“or”
were used: safety, accident, crash, collision, risk, autonomous, self-driving, automated, vehicles, buses,
shuttles. Furthermore, for sociocultural & gender issues, following keywords (also applying the Boolean
operators “and”/”or”) were used: gender and automation, human-machine interaction, sociocultural
issues & automation, ethics and automation, users’ preferences, data protection, GDPR, automated
driving

The searching strategy was not similar for each thematic area. For transport crime and cyber security, in
round#l, no systematic search of relevant references was conducted. Instead, references on
cybersecurity and transport crime topics that were identified within Horizon 2020 project LEVITATE
(https://levitate-project.eu/) were used. For sociocultural and gender issues, in round #1, relevant
publications through key-words and in Horizon 2020 projects Diamond (https://diamond-project.eu/) &
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Suaave (https://www.suaave.eu/) were identified. In the following round, most recent publications were
identified in order to update the already done analysis.

Identified references were divided in the following categories, based on their relevance to the objective
of the work package:

e Irrelevant

e Uncertain
Somewhat relevant
Relevant

e Very Relevant

The relevance was estimated based on the title and/or abstract. From the above categories, the last three
(somewhat relevant, relevant, very relevant) were considered in the literature review, while the
remaining documents could be available to project partners if necessary.

For thematic area safety, in addition to the literature review, data on AV fatal accidents that were publicly
available were also collected and summarized. Furthermore, a descriptive analyses of the most recent
(1/2021-6/2022) AV accidents recorded into the database of the Department of Motor Vehicles in
California was conducted, as the largest publicly available source of accident data is in California. This
analysis has been published as a case report in an interdisciplinary journal Traffic Safety Journal in
September 2022 (DOI: https://doi.org/10.55329/xydm4000).

2.1.2. Organization of results

The findings and results of the selected publications were condensed into 1-page summaries for each
publication, also including the bibliographical information on the title, issue date, authors, publisher,
language, type of publication, DOI). These 1-page synopsis are provided in the Appendix 1, while the
overall summary of key findings for each topic is provided in chapters 3.1, 3.2, 3.3, 3.4.

2.2. Surveys of experts

The original intention was to conduct the interviews by phone, however we rather decided to organize
the interviews as a short and simple online survey. Such an approach presents a convenient and effective
way for collecting and analyzing responses. It also enables them to address respondents more easily.

T@I suggested a general interview guide to be circulated among WP7 activity leaders for them to
supplement and specify items appropriate for the thematic areas relevant to their activity. Each
activity/task leader identified and selected relevant experts within their thematic area, disseminated the
survey and analyzed responses.

Two rounds of surveys were conducted for every thematic area. The first round was carried out during
November 2020 — January 2021, while the second round in the first half of 2022. We aimed at getting
around 10 respondents in each round for every topic, ideally covering various countries and continents.

For ethics, sociocultural & gender thematic areas, a single questionnaire was developed for the two
rounds. While the first round aimed at addressing researchers and scientists, the second round was aiming
at addressing professionals working mainly in data protection.

For the topics of safety, transport crime & cyber security, three separate questionnaires (see 2.2.2) were
developed in the round #1 (one for safety, second for cybersecurity and third for transport crime), while
in the round #2, transport crime and cyber security were merged into one questionnaire. The first round
aimed at addressing the researchers and scientists, while the second round addressed the professionals
working in the field of AV. Therefore, the questions were different for each round, as the targeted
respondents had various backgrounds.
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For legal issues thematic area one questionnaire was developed aiming at obtaining insights from selected
experts in the field.

2.2.1.

For every thematic area, the identification of the potential respondents was done by the researchers
involved in the relevant WP activity, and by a further snow-ball method (by asking the selected experts
themselves to suggest others). Furthermore, the references identified in the literature review were
utilized and a few authors were contacted as well.

Identification of potential respondents

For ethics, sociocultural & gender thematic area, potential respondents were identified by HUMANIST
(see 4.1) through its network of members and contacted individually by mail in November 2020. During
December 2020 and January 2021, we sent a reminder to those who did not respond and contacted
additional experts. The survey links were active for approx. three months, till January 2021. In the second
round, the potential respondents were identified out of the HUMANIST network but with its support.
Experts were contacted individually by email in January 2022 and reminders were sent at the end of
February 2022.

For the topics of safety, security & cybercrime, in the first round, we contacted the potential respondents
(Identified by T@I) individually (See 4.1) via email in November 2020. During December 2020 and January
2021, we sent a reminder to those who did not respond and contacted several additional experts. The
survey links were active for approx. three months, till January 2021. In the second round, the potential
respondents were identified and contacted by IRU (see 4.1).

2.2.2.

To prepare and carry out the online survey we used the program QuenchTec which is found to be a simple
and powerful tool for collecting data from questionnaires. To cover the WP7 thematic areas, separate
guestionnaires were developed. The questionnaires had a similar structure, consisting of three main parts:
Introduction, Main body, and Closing part.

Questionnaire’s design

The introductory part was similar for all questionnaires, consisting of information about the D2F project
and the purpose of the survey, asking for consent with the processing of respondents input and for their
background information. In addition to that, the safety questionnaire specified the definition of safety
relevant for A 7.2.

The main body of questionnaires consisted of several questions with an open-response possibility and
differed for each thematic area (see Table 2,

Table 3 & Table 4).
Table 2: Main part of ethics, sociocultural & gender survey - Rounds #1 & #2
Topic ‘ Ethics Sociocultural Gender
Challenges What do you see as the main challenges related to the introduction or adoption of AVs?
Potentials What do you see as the main benefits related to AVs?
Contextual Are there particular contextual conditions in your country that will affect the adoption of
AVs?
Issues In your opinion, what | Inyouropinion, what would | How would HMI
would be ethical issues | be sociocultural issues | strategies/training
linked to the adoption of | linked to the adoption of | schemes/career opportunities
automated vehicles? automated vehicles? take gender particularities into
consideration in the frame of AV
adoption?
Solutions Which solutions could be | Which solutions could be
adopted to manage these | adopted to manage these
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ethical issues? ‘ socio-cultural issues?
Transparenc | Which actions/policies should be adopted to ensure a
y fair/safe/transparent management of data collected by
AVs?

Table 3: Main part of the safety survey - Rounds #1 & #2
Topic Round #1 Round #2

Testing AV Have you been involved in testing automated
driving?

What was the level of automation in the test?
And what were the main findings regarding

safety?
Potentials What do you see as the main | What do you see as the main safety benefits
safety benefits related to AVs? related to AVs of SAE level 4 and higher?
Challenges What do you see as the main | What do you see as the main safety challenges

safety challenges related to the | related to the introduction and adoption of AVs
introduction and adoption of AVs? | of SAE level 4 and higher?

Proxy indicators What safety indicators do you consider as most appropriate for evaluating safety of
AVs?
Impact What broader impact(s) deriving from
automation do you notice at the present and/or
foresee in the future on road safety?

Training How and when do you think training will need to
be adapted to take into consideration AVs of SAE
level 4 and higher? For professional drivers? And
for regular drivers? For crews at the customer
loading and unloading points?

Infrastructure How should the infrastructure and logistics
practices be adapted to AVs of SAE level 4 and
higher?

Safety regulations Are you aware of any safety regulation in place
for driving AVs in your country?

Contextual Are there particular contextual conditions in your country that will affect the adoption

of AVs?

Table 4: Main part of the transport crime and cyber security survey - Rounds #1 & #2

Round #1Transport crime Round #2
Transport crime Cybersecurity Transport crime &
Cybersecurity
Challenge | What do you see as the main challenges related to the | What do you see as the main
s introduction and adoption of AVs? challenges related to the

introduction or adoption of
AVs of SAE level 4 and

higher?
Contextua | Are there particular contextual conditions in your country that
I will affect the adoption of AVs?
Potentials | What do you see as the main benefits related to AVs?
Vehicle How can vehicle developers | Do you think it is possible for
attacks help prevent transport crime? | vehicle developers to prevent
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Round #1Transport crime Round #2

damage from cyber-attacks?
By high-capacity attackers

By low-capacity attacker
Incentives | How can we increase | Do you think vehicle
incentives for vehicle | developers have incentives to
developers to invest the |invest the amount of
amount of resources needed | resources needed to prevent
to prevent damage from | damage from cyber-attack?
transport crime? By high-capacity attackers

By low-capacity attacker
How can we increase
incentives for vehicle
developers to invest the
amount of resources needed
to prevent damage from
cyber-attacks?

Data How does your company
work with data, including
data collected during the
vehicle operation?

How do you perceive access
to data for AVs of SAE level 4
and higher?

What do you see as the main
benefits and challenges in
accessing this data, and in
collecting and processing it?
What impacts deriving from
this data do you notice or
expect on the industry?
Cyber Cyber-attackers can exploit
attacks various cyber vulnerabilities
of AVs of SAE level 4 and
higher. What do you see as
the main privacy and
cybersecurity  vulnerability
of AVs for each level of
automation?

Risk How can vehicle and
reduction software
manufacturers/end

users/policy-makers reduce
cyber risks and increase
privacy for AVs of SAE level 4
and higher

Initiatives Could you point us to any
relevant initiatives, working
groups, data and
information, as well as
studies on data handling and

October 2022 16
-]




DRIVE2

THE FUTURE

e
——

D7.1: Ethical, sociocultural, gender, safety, and legal issues

Round #1Transport crime Round #2

cybersecurity issues related
to the introduction of
various levels of automated
vehicles?

Table 5: Main part legal issues survey

Topic Question
Maturity of regulation Is their existing Avs regulation in your country?
How mature is this regulation?
Main legal issues What are the main legal issues to be addressed?
Liability How to manage with liability questions and risks?
Barriers Do you see any legal barriers to Avs adoption?
What are the main legal challenges to be addressed?

The last question (on time horizon of AVs implementation) was similar for all thematic areas and had pre-
coded answers. In the round #1 we asked about AVs in general, while in round #2 in we specifically asked
about automated vehicles of SAE level 4 and higher (see Table 6)

Table 6: Last question about time horizon

‘ Question about time horizon of AVs implementation

Round #1 | What are your thoughts about the time-horizon for Europe from today's pilots to broader
adoption towards AV mainstreaming?

Round #2 | What are your expectations with regards to the timeline for the introduction of vehicles of SAE
level 4 and higher (for different levels of market penetration)?

never before 2030 2030-2040 2040-2050 after 2050 don't know
1 2 3 4 5 6
:e1h?c:}§ fol ;g:e o o O © © ©
:Igjo % of vehicle o o) o e) @) @]
ggi{) % of vehicle o o) o e) @) @]
;ese? % of vehicle o 0O 0 e) @) @]

The complete questionnaires are enclosed in the Appendix 2.

2.2.3. Methodology of analysis

For the questions with open responses, we identified the key words and headings. We grouped and
categorized the responses by those keywords/headings (these are in bold in the text). Furthermore, we
present several direct quotes from the various open responses in the results (these are in “cursive” in the
text). To summarize the answers to the question with pre-coded answers and to the background
guestions, we applied basic descriptive statistics.

For a better understanding of the present document, the results are presented separately for each
thematic area, for both rounds together.
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2.3. Panel discussions

There were two panel discussions organized within WP7. First one (12/03/2021) had a fully online format
using Zoom, mainly because of COVID pandemic restrictions. Second one was organized as a hybrid event
in Roma, Italia, jointly with the project plenary meeting on 16/06/2022.

2.3.1. Experts’ selection

For each topic, experts were selected by topic moderators (T@I, HUMANIST, STELAR), for their knowledge
in their respective topics. HUMANIST supported the selection of topics, as its network allows easy access
to well-known experts. Members of the D2F Advisory Board were also asked to be part of the panels in
order to share their views. Experts were not only selected in Europe, but also in the US and Australia in
order to open the discussions more largely.

The following experts participated in panel discussions:

Table 7: Experts for panel discussions

Name Affiliation ‘ Country ‘ Short CV

Ebru Dogan FR Ebru Dogan (female) is a senior researcher at

%9 VEDECOM Institute. She leads the research team on

Ethical issues raised by automated mobility at
VEDECOM. Previously, she established and led the

SUBEUE research team on Human factors of automated
driving at VEDECOM (2014-2018). She completed

e her PhD on Traffic and Transport Psychology in
EORE S T H > University of Groningen, Netherlands. Her research
@ EC( ) interests include driver behaviour and road safety

DU VEHICULE DECARBONE ET and behavioural, social, and ethical issues raised by

COMMUNICANT ET DE SA MOBILITE

emerging automated vehicle and mobility
technologies. She participated in eight European
Projects (FP7 and H2020) and is the coordinator of
the AVEthics project (Young researcher grant, ANR).
She authored more than 20 papers, of which 13 as
first author, in peer-reviewed journals and

conferences.
Rune Elvik NO Rune Elvik was educated as a political scientist at
m the University of Oslo. | worked as a road safety
t @ -] researcher at the Institute of Transport Economics
from 1980 to 2020, when | retired. I still work part-

time for the institute. | served (together with Karl
Kim) as editor-in-chief of Accident Analysis and
Prevention from 2005 to 2013. | have published
about 150 papers in scientific journals.

Niels NO Economist, PH. D from University of Copenhagen.
Kristensen m 25 years of work experience in the cross field of
t O -] transport economics and policy and environmental

impacts, with special focus on CO2-emissions. In
recent years he has worked on foresight analysis of
the societal impacts of foreseen technological
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Name Affiliation ‘ Country ‘ Short CV

innovations and the implications for today’s
transport policy and strategic planning. Among
other things this includes having been chairman of
an expert advisory group for the Danish Minister of
Transport (report in 2018) and member of a similar
expert commission for the Norwegian Government
(reportin 2019).

Jo-Ann UK Dr Jo-Ann Pattinson is a solicitor and legal research
Pattinson PASCAL fellow at the Institute for Transport Studies,

University of Leeds, specialising in the legal issues
relating to automated vehicles.

UNIVERSITY OF LEEDS

Annie Pauzié )‘.’( Université FR PhD university of science, Toulouse, France, 33

~" Gustave Eiffel years in the area of Design, Safety and Evaluation of
Information and Communication Technology in
Transport, with a recent focus on autonomous
vehicle, several European projects, last one is
ADAS&ME and national project, last one is
AutoConduct on autonomous vehicle level 3 and 4.

David Rios A SP David Rios is a member of the ICMAT and the
THUST@NDMY Spanish Royal Academy of Sciences. He was

R formerly a Full Professor of the Statistics and

MAT aiimﬁlﬁ Operations Research Department at the Rey Juan

Carlos University, and a lecturer and researcher at
the Universities of Manchester, Leeds, Purdue,
Duke, Paris Dauphine and the Universidad
Politécnica de Madrid, as well as the International
Institute for Applied Systems Analysis in Vienna, the
Istituto di Matematica Applicata e Tecnologie in
Milan and the Statistical and Applied Mathematical
Sciences Institute (Durham, NC).

Erich Stadler AT Erich Stadler studied law in Vienna and the
Netherlands in the late 1990ies and some years of
professional orientation, embarked the large field
of public transport in 2006 and have abided by it.

He is member of the legal department of WIENER
LINIEN (WL), Vienna‘s public transport operator. He
was entrusted of studying the legal respects and the
legal monitoring and review of a project testing two
autonomous microbuses in the periphery of the
city, serving as feeder to the next metro station for

the local population

E

Judith @ MONASH University | au Professor Emerita at Monash University Accident
Charlton B Research Centre in Melbourne
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Name Affiliation ‘ Country ‘ Short CV
Zachary VIRGINIATECH us Dr. Zac Doerzaph is the executive director of the
Doerzaph vz; TRANSPORTATION Virginia Tech Transportation Institute (VTTI), a

global leader in transportation research, and also
serves as the president the university-affiliated
research center. He focuses on creating a future of
ubiquitous, safe, and effective mobility by
overseeing innovative and impactful research
today.

Doerzaph also serves as a faculty member within
the Department of Biomedical Engineering and
Mechanics at Virginia Tech

Siegfried Stohr Degree of psychology in 1975- and 5-years career in
primary school as a psychologist.

1977 lItalian champion F. Italia, 1978 Italian
champion F.3. Formula one driver in 1981 with
Arrows.

Since 1982 director of safety driving school

GuidarePilotare with BMW lItaly and DAF.

Gina Baas us Gina Baas is an associate director at the Center for
Transportation Studies (CTS) at the University of
Minnesota. In this position, she provides overall
leadership for the Center in the areas of
engagement and education. Ms. Baas also serves as
the program director for the MnCAV Ecosystem,
the University’s umbrella program for connected
and automated vehicle research, engagement, and
workforce development. As a member of the CTS
Leadership Team, she helps guide all aspects of the
Center’s operations.

UNIVERSITY
OF MINNESOTA

Norbert
Biedrzycki

PL Head of Services CEE at Microsoft. Leads Microsoft
services in 36 countries which include business and
technology consulting, in particular in areas such as
big data and Al, business applications,
cybersecurity, premium and cloud services.

Simon Jurkovic AM zs SL Head of HR, general and legal affairs

Michele S, IT Professor of Computer Science & of Computer
Ferrazzano * Forensics
’,!.’/ k\_?
UNIVERSITA DEGLI STUDI DI
MODENA E REGGIO EMILIA
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2.3.2. Organization of panel discussions

Panel discussions were organized jointly with project workshops & plenaries, in order to facilitate the
coming of experts and audience. For each panel discussion, a time was dedicated to each topic, with
related experts in each field. Questions to experts were prepared in advance by the panel organizers,
however, open discussions from the audience were also welcome, as they allowed open discussion on
related topics that might not have been treated in the “main” questions.

The discussions were recorded, to process the discussions later in the office.

2.3.3. Main questions to the panelists

For each panel discussion preliminary questions were prepared in order to facilitate the discussion. The
guestions were defined following the preliminary results from literature reviews and were as follows:

#Panel discussion 1:

e [Safety]: What about new risks induced by AV? Can AVs understand the intentions of VRUs? (And
vice-versa)

e [Safety]: What are the gaps in the existing research on quantifying the potential impacts of AVs
on traffic safety? What the future research should focus on?

e [Safety]: What incentives exist / do not exist regarding the investments in cybersecurity? How to
increase the willingness to invest in cybersecurity?

® [Socio-cultural & ethical issues]: What can be the potential benefits of Avs at a global level when
only a portion of vehicles is autonomous?

® [Socio-cultural & ethical issues]: In your opinion, will Avs increase or reduce the total of vehicles
travel and associated external costs?

® [Socio-cultural & ethical issues]: How to deal with new jobs appearing linked to AVs adoption and

jobs that will no more be necessary? How to manage the direct impact on employees?

[Socio-cultural & ethical issues]: In which degree could the development of AVs impact those not

using these technologies? How to manage the technology gap between people and the direct

impact on every day lives?

#Panel discussion 2:

e [Safety]: Should the driving style of AVs be “perfect”, defensive, always following the rules or
some level of unpredictability should be involved in their driving (i.e., being closer to humans?)

e [Safety]: what other safety indicators than crashes do you consider as most appropriate for
evaluating safety of AVs?

e [Safety]: what are your thoughts about the time-horizon when we can expect that > 50 % of
vehicle fleets (on public roads in countries like USA or EU countries) are AVs of level 4 and more
(according to SAE ranking)?

e [Costs & Benefits]: On a Socio-economic level, what would be the costs and benefits of the
deployment and adoption of AVs? At policy level, On user’s uptake, What kind of policy effects,
more globally on society level
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e [Labor change]: How to deal with new jobs appearing linked to AVs adoption and jobs that will no
longer be necessary? How to manage the direct impact on employees?

e [Impact on people]: In which degree could the development of AVs impact those not using these
technologies? How to manage the technology gap between people and the direct impact on
everyday lives?

e [Ethics]: the main ethical conflict regarding autonomous vehicles is between the interests of the
passenger (arriving quickly, cheaply, and safely at their destination) and those of the community
(making sure roads are safe for everyone using them) — D you think ethics consideration may
impact acceptance of Avs from the public?

2.3.4. Synthesis of discussions

The synthesis of panel discussions is integrated to the present document by topic. For each topic, results
of each panel discussion are presented together (see 5).

3. Key results of literature reviews

This chapter provides synthesis of the key findings. One-page synopsis of identified literature are enclosed
in the appendix 1.

3.1. Ethical, sociocultural & gender issues

3.1.1. Sources

First author Year Type of Published in
publication
1 | Daniel J. 12015 | Preparing a nation for | Article Transportation
Fagnant autonomous vehicles: Research Part A

opportunities, barriers and
policy recommendations

2 | European 2016 | A European strategy on | Report EUR-LEX
Commission Cooperative Intelligent
Transport  Systems, a
milestone towards
cooperative, connected

and automated mobility

3 | Christoph 2016 | How and why do men and | Article Transportation
Hohenberger women differ in their Research Part A Policy
willingness to use and Practice

automated cars? The
influence of emotions
across different age groups

4 | Tom Cohen 2017 | Social and behavioural | Report UCL
questions associated with
automated vehicles.

Scoping study by UCL
Transport Institute
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5 | Marc Storing 2017 | What EU legislation says | Report FIA
about car data - Legal
Memorandum on
connected vehicles and
data
6 | Viktoras Kabir | 2018 | In-vehicle data recording, | Paper Research Gate
Veitas storage and access
management in
autonomous vehicles
7 | Peter Els 2018 | Mobility and the GDPR: An | Article automotive-ig.com
important  but  uneasy
partnership
8 | Lynn Hulse 2018 | Perceptions of autonomous | Article Safety Science
vehicles: Relationships with
road users, risk, gender and
age
9 | Amy Maxmen 2018 | Self-driving car dilemmas | Article Nature
reveal that moral choices
are not universal
10 | EU 2018 | GDPR protection rules Set of rules | gdpr.eu
11 | Edmond Awad | 2018 | The Moral Machine | Article Nature
Experiment
12 | EU High-Level | 2019 | Ethics Guidelines  for | Guidelines Europa.eu
Expert  Group trustworthy Al
on Artificial
Intelligence
13 | Marco Miiller 2019 | Data protection for | Paper DOT Magasine
connected and
autonomous vehicles
14 | European 2019 | The  future of data | Article Lexology.com
Union processing in driverless
cars: the shift from
connected to autonomous
15 [ UN 2019 | Review of gender issues in | Report UN Economic & Social
transport Council
16 | Rana Kortam 2019 | Women's travel and | Fishball ITF
participation in regional | session
transport systems
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17 | ETWF 2019 | Women transport workers | Article European Transport
discuss the impacts of Workers’ Federation
digitalisation and
automation on female
employment
18 | Darina 2019 | The role of gender and age | Article Transactions on
Havlickova in autonomous mobility: Transport Sciences
general attitude,
awareness and media
preference in the context of
Czech Republic
19 | Ignacio Lijarcio | 2019 | Perceived benefits and | Article Data in Brief
constraints in  vehicle
automation: data to assess
the relationship between
driver’s features and their
attitudes towards
autonomous vehicles
20 | European Data | 2020 | Guidelines 1/2020 on | Guidelines Europa.eu
Protection processing personal data in
Board the context of connected
vehicles and  mobility
related applications
21 | Teagan Ampe 2020 | Autonomous  Accidents: | Article Viterbi Conversations
The ethics of self-driving car in Ethics
crashes
22 | Sven Ove | 2020 | Self-driving vehicles - an | Article Philosophy &
Hansson ethical overview Technology
23 | loannis 2020 | Autonomous vehicles: data | Article CSCS'20
Krontiris protection and ethical
considerations
24 | David Bissel 2020 | Autonomous Article Current Sociology
automobilities: the social
impact of driverless
vehicles
25 | Amalia 2021 | Who is willing to share their | Article Sustainability Journal
Polydoropoulou AV? Insights about gender
differences among seven
countries
26 | Trix Mulder 2021 | Exploring data protection | Article ScienceDirect
challenges of automated
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First author Type of Published in
publication
driving
27 | Cindy Gordon 2021 | Driverless cars and Al ethics | Article Forbes
28 | Naveen Joshi 2022 | 5 Moral dilemmas that self- | Article Forbes

driving cars face today

29 | Risa Gelles- [ 2022 | US women more concerned | Study Pew Research Center
atnick than men about some Al
developments, especially
driverless cars

30 | Begofia Mateo | 2022 | Autonomous vehicles | Report Diamond Project
through gender perspective
glasses

31 | Cian McCarroll | 2022 | Social  implications  of | Article Al & Society

autonomous vehicles: a
focus on time

3.1.2. Gender issues

3.1.2.1. General considerations

Transport is an area influenced by a set of gender inequalities, which are gaps in access to transport
infrastructure and services, segregation within the transport labor market, weak representation of
women in the decision-making process in the transport sector, gender-based violence in transport, which
mostly affects women. The gender dimension of transport is a field for scientific investigation and policy
improvement. Addressing gender issues in transport will benefit not only women but all transport users,
by encouraging a user-centric approach to provide high levels of accessibility (ITF, 2018).

Itis to be noticed that the transport sector needs more women in transport-based jobs to design transport
systems that fully consider women’s needs when travelling. Further company-based measures to increase
female employment including apprenticeships, inclusive recruitment and leadership roles are needed to
ensure non-gender-biased goals are achieved. In this view, women transport workers’ concerns regarding
the future of work in transport must be taken into close consideration during discussions in trade unions,
in the workplace, at government level, and at EU level. However, even if women’s participation in the
work market increased, the transport sector remains a field where mostly men are present as drivers,
technicians or other jobs requiring physical work or heavy workload. Also, men tend to have longer work
hours, when women are in majority opting for more flexible work arrangements. Consequently, access
to men-dominated jobs remains problematic for women, even if they have access to the same vocational
training. This is currently leading to a situation where women might be trained for transport jobs, but do
not obtain the job, leading also to the deepening of the wage gap between men and women in the
transport sector. Women transport workers must gain access to more training and skills to benefit from
the new jobs being created. It will be important soon to carefully consider and address the way women
are affected by job changes in order to develop the right tools to empower women transport workers to
tackle these challenges (CIVITAS project, 2020).
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Gender remains a significant determinant of transport mode choice. Gender is a more robust determinant
of mode choice than age or income. Women prefer public transport modes, such as bus or train, over
driving a car in cities. Also, since women have more complicated travel patterns, they tend to prefer more
flexible modes, such as taxi, but at the same time, public transport modes are more appealing to them
than to men. These findings imply that flexible modes, especially emerging trends such as shared mobility
or mobility as a service, could attract more female than male users and when given better alternatives,
women may be ready to give up driving altogether (Kortam, 2019).

Another crucial point appeared in the literature review concerning violence in transport for women.
Indeed, number of studies enlightened that woman are more exposed to gender-based violence, mainly
when it comes to use public transport, and in particular to sexual harassment. This represents a constraint
for women’s mobility and their independent use of public transport. Even if some countries implemented
some measures to increase women’s security in transport, the feeling of being unsafe might contribute
to women's lower use of AVs if they have to travel with men in the same vehicle (Fiorentino, 2018).

3.1.2.2. Attitudes towards AVs

A number of studies show that women and men express different attitudes about autonomous cars (PEW
Research Centre study, 2022). In general, men are more likely than women to respond positively to the
proposed use of autonomous cars, most women report they probably do not want to use driverless
vehicles, even reporting that they would feel uncomfortable to share the road with driverless passenger
vehicles. Also, women have greater doubts about the safety of autonomous vehicles, saying that they
have doubts about the effect of autonomous vehicles wide spreading on the number of injured and killed
people.

Women are more likely than men to have doubts
about driverless cars
% of US. adults who ...

Think widespread use of driverless passenger vehicles would be a __ for society

Bad idea Good idea Not sure

U.S. adults 29

25
32

Would personally __ to ride in a driverless passenger vehicle if they
had the opportunity

NET Definitely NET
NOT want Definitely

Probably | Probably Want
U.S. adults 63 37
Men 53 s
women 72 NN kY

Would feel __ comfortable sharing the road with driverless passenger vehicles
if the use of them became widespread

Not .
NET

reme
atall Nottoo NET Somewhat Y
us.aduts [ +s N -‘ 24
N . N =
C P
Note OWr
Source: Survey of adults conducted Nov. 1- 2

PEW RESEARCH CENTER

Figure 1: Women are more likely than men to have doubts about driverless cars (source: Survey of US adults
conducted Nov. 1-7, 2021, Pew Research Centre)

These results are confirmed by another study about willingness to share AVs (Polydoropoulou, 2021)
(Hohenberger, 2016). It appears that adopting a gender-sensitive approach in the frame of AVs
development is an ongoing challenge that has been overlooked in the current academic literature and
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transport planning. Indeed, this study has reported that personal security is a significant factor for women
who often feel less comfortable travelling in the same vehicle with strangers - that may be an important
blocking factor in shared AVs use from women. Indeed, two major issues are arising when it comes to the
use of Shared AVs: (1) men are more comfortable with using new transport technologies and (2) personal
security is a key concern for women when travelling with unknown co-passengers.

Figure 2: Willingness to share, or not, an AV in different countries, according to the number of co-passengers and
their gender (source: Polydoropoulou, 2021)

More globally, women and girls have to face endemic levels of harassment in public transport in their
everyday trips. They have to modify their travel patterns to avoid danger. This means that men and
women have different mobility realities, but still very few actions are taken to improve women’s mobility.
In order to enhance the willingness of use of Shared AVs by women, recommendations would be to
develop security protocols and targeted campaigns for women. However, further research should also
examine the demand and feasibility of special services, such as female-only services, to enhance
shared/automated mobility adoption by women.

Another point to be taken into account concerning gender relation to AVs is that mostly women have
poorer and more complex mobility than men. Indeed, most of them have to plan trip chaining (Mateo,
2022). Indeed, women perform different trip chaining than men, implying planning a route with multiple
stops in order to include different responsibilities (dropping children at school while going to their
workplace, stopping at the market on the way home...), whereas mostly men only commute from Ato B
and back.

Trip chaining Simple commute

Figure 3: trip-chaining vs simple commute. Most representative patterns of mobility of women and men (source:
DIAMOND project, 2022)

Studies showed that while men’s mobility is mainly related to employment and education, women add
care mobility to their daily moves (Badstuber, 2019; Hung, 2013; Mateo, 2022).
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Obviously, this data has to be taken into account in order that women and their travel needs are correctly
integrated with the introduction of AVs, both as personal vehicles and for public transport.

3.1.2.3. Men/women technical needs

The DIAMOND! project showed that men and women might have different technical needs that should
be taken into account when developing AVs. AVs’ design should consider travel time and trip-chaining by
including features to save time to the destination, facilitate trip-chaining, and offer driving options that
could improve travel time, but also show that they are safe, as women are more reluctant to use AVs (see
part 3.1.2.2). Moreover, AVs should consider and integrate the need for different ergonomics, as men and
women have different physical and physiological characteristics, personal vehicle design should be
inclusive, child friendly (as mostly women take care of child drop off).

Travel time | Trip-Chai-
ning

Capacity to meet the
required needs

Considering travel time from
_| agender perspective implies
~~considering the different mobi-

Interaction between
passengers

Different degrees of interac-
tion between passengers, from
a more private or individual
space to a more common and

shared area. Social benefits

Driving behavior with low
ecologic impact, respectful of
other road users and contri-
buting to the improvement of
traffic flow is beneficial to the
community.

Comfort in NDRT

Specific features must bk incor-
porated to facilitate diffefent
types of tasks (e.g., adaptaths
of the illumination and auxilia
surfaces).

Confidence & disengage-
ment for NDRT

"Drivers" may disengage from
the driving tasks and feel
confident when conducting
other tasks while the AV keeps
control.

Figure 4: AVs capacity to meet the needs for men & women (source: DIAMOND project, 2022)

https://diamond-project.eu/
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sL.cl: Inclusive design | Disabi-
Accessibility g !
: &
Women ergonomics o CAVs must incorporate spe-

_ e - cific features to facilitate their
“~use by population with spadal
nesds including any type of

Women and men have diffe- 3
rent physical and physiological % ~
characteristics. CAV design
should consider and integrate
them.

Extremely flexible for a Child friendly

nomadic user The mobility of care, mainly

performed by women, implies

: the displacement with chil-
offering different support/spa- X dren. CAV cabins should be
ces/surfaces allowing different \ : child-friendly and comfortable
: - for the person caring.

Gender and intersectio-

nal variables

Should be indentified and
considered to stablish a proper
user-centered design process
and validation avoiding any
disadvantage in the identified
groups.

Figure 5: Accessibility of AVs (source: DIAMOND project, 2022)

Safe and secure Control management to generate trust

HMI should conform automatically the contro-
land supervision level according to the experien-

ce, preference task,TFUSE, context and evolve

i ///cvéf‘time according to trust improvement and
~ experience gained using the vehicle.

Ergonomics / Bio
nical safety

Safety standards and design srate trust
should be based on data-bases
that take fairness for women
into consideration as well as all
sizes and pregnancy.

CAV communication with the
“driver" must be adapted to
the user preference, profile and

CAV safety should be designed context, being able to evolve
taking different women and over time according to the
girls uses and environments increased trust in and expe-
into consideration. rience with the vehicle.

Figure 6: Safety and security of AVs (source: DIAMOND project, 2022)

3.1.2.4. Involving women in policy definition

OECD countries have made important progress in closing the gender divide in public life. However, much
still needs to be done to equally include men and women in policy making and public governance, and to
fully equip governments to effectively deliver gender fair policy outcomes. Women still lag men in access
to decision-making and leadership positions. Therefore, the following questions can be asked:

¢ How can men and women equally participate in decision making concerning AVs-related policies?

e How can governments measure the gender-differentiated impact of their policy efforts on men and
women?

The gender dimension should be integrated in all phases of the policy cycle. For this, it is recommended

that information is gathered on the situation of women and men in a particular area, with appropriate

r——
——
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analysis of budgets from a gender perspective. Gender budgeting is used to identify how budget
allocations contribute to promoting gender equality. Then in the implementation phase of a policy or
programme, ensure that all who are involved are sufficiently aware of the relevant gender objectives and

e

——

plans.

\
> Define

In this phase, it is
recommended that
information is
gathered on the
situation of women
and men in a particular
area. This means
looking for sex-
disaggregated data
and gender statistics,

Plan

In this phase, it's
appropriate to analyze
budgets from a gender

perspective. Gender
budgeting is used to
identify how budget
allocations contribute
to promoting gender
equality. Gender
budgeting brings

Act

In the implementation
phase of a policy or
program, ensure that
all who are involved
are sufficiently aware
about the relevant
gender objectives and
plans. If not, set up

briefings and capacity-

building initiatives

Check

A policy cycle or
program should be
checked both during
and at the end of its
implementation.
Monitoring the
ongoing work allows
for the follow-up of
progress and
remedying unforeseen

and checking for the
existence of studies,
programme or project
reports, and/or
evaluations from
previous periods.

difficulties. Atthe end
of a policy cycle or
programme, a gender-
sensitive evaluation
should take place
Make evaluation
publicly accessible
and strategically
disseminate its results
to promote its learning
potential,

visibility to how much
public money is spent
for women and men
respectively. Thus,
gender budgeting
ensures that public
funds are fairly
distributed between
women and men

according to staff
needs.

Figure 7: Transport policy cycle taking into account gender issues (source: European Institute for Gender
Equality)

Moreover, from the point of view of encouraging the adoption of AVs by women and increasing their
willingness to use AVs, policy makers should work on reducing negative emotions related to AVs’ use, and
in the same way, stimulate positive emotions. In this view, policy of marketing campaigns should be
tailored to successfully reduce sex differences in the intention to use automated cars. These policy
campaigns could also promote end-users’ trainings especially tailored for women, in order to enhance
self-efficacy beliefs and reduce feelings of anxiety for women (Hohengerber, 2016).

3.1.3.

The transport sector is in the process of being rapidly and fundamentally reshaped by new emerging
technologies, including autonomous driving and collective intelligent transportation systems. This
reshaping promises huge economic and social benefits yet brings equally huge challenges in terms of
secure and safe technology development and its smooth integration to society.

Sociocultural issues

In economic terms, it is expected that Cooperative, Connected and Automated Mobility provides
profitable opportunities for sectors like automotive, electronics and software, telecommunication, data
services, digital media and freight transport whereas sectors like insurance and maintenance and repair
are identified as businesses that might suffer important decreases in revenues in the future, especially as
a result of decreased accidents. The economic impacts of Cooperative, Connected and Automated
Mobility will reach other sectors like construction of roads, land development, or health, especially in the
long-term.

At a societal level, a Cooperative, Connected and Automated Mobility could bring important productivity
gains (reduced cost of travel time, new users groups, new mobility models...). Nevertheless, some
important concerns exist, such as users’ acceptance, ethics, social inclusion, or labor. In the frame of jobs,
ICT competences will be increasingly demanded in the future (manufacturing, maintenance and transport-
related jobs). The skills required for driving a vehicle will also change as automation gains full control of
the vehicle, e.g., requiring more supervision and selective skills.

However, working on the present literature review, it appeared that, as of today, very few literatures and
research are currently existing on the subject. Therefore, one recommendation would be to extend
research on sociocultural issues related to AVs.

3.1.3.1. Artificial Intelligence perception
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First, it is to be noticed that the term Al is applied to myriad technologies and applications, designed to
be used in diverse settings with widely varying consequences. While it is possible to make high-level
observations about Al generally, when it comes to applying laws and ethical principles, specificity about
technologies, applications, contexts, and consequences does matter. Al is widely used in society today
and is of significant economic and societal value. Al is not a new or futuristic concept; it is prevalent today
and something individuals interact with constantly in mobile devices, vehicles, homes, and businesses. Al
requires substantial amounts of data to perform optimally. Data is the oxygen of Al. Al requires data to
train algorithms and increase accuracy and overall functionality. Al challenges some requirements of data
protection law. Companies can and must strive to comply with data protection law as it currently exists.
Given the distinctive characteristics of Al, this will require forward-thinking practices by companies and
reasonable interpretation of existing laws by regulators if individuals are to be protected effectively and
society is to enjoy the benefits of advanced Al tools.

Al systems should empower human beings, allowing them to make informed decisions and fostering their
fundamental rights. At the same time, proper oversight mechanisms need to be ensured, which can be
achieved through human-in-the-loop, human-on-the-loop, and human-in-command approaches

Moreover, Al systems need to be resilient and secure. They need to be safe, ensuring a fallback plan in
case something goes wrong, as well as being accurate, reliable and reproducible. That is the only way to
ensure that unintentional harm can be minimized and prevented. In this frame, the data, system, and Al
business models should be transparent. Traceability mechanisms can help achieve this. Moreover, Al
systems and their decisions should be explained in a manner adapted to the stakeholder concerned.
Humans need to be aware that they are interacting with an Al system and must be informed of the
system’s capabilities and limitations.

3.1.3.2. Social impacts

The introduction of AVs will have important social consequences.

First of all, AVs will induce a change in traffic behavior. Indeed, AVs will allow people who currently cannot
travel alone to do so - for example children or impaired people. However, consideration should be
considered for the safety of children travelling alone (Hansson & al, 2021). Also parking patterns could
change as AVs self-park in less expensive areas. Vehicle sharing coils also expand, as AS can serve multiple
persons on demand. However, these changes also point towards more vehicle-miles travelled and
automobile-oriented development that can bring problems due to high automobile use such as increased
emissions, greater gasoline consumption, oil dependance and higher obesity rates (Fagnant & all, 2015).

However, AVs could also have a negative impact, as it could introduce new social division among travelers.
For example, the road management system could decide to ensure the passage of emergency vehicles
and force other vehicles to travel slowly. This should be acknowledged by the public; however, acceptance
might be decreased if road management also offers a facilitated passage for “first” or “business”
passengers (Hansson, 2021).

Unfortunately, as every society changes, the arrival of AVs might generate new forms of criminality.
Hansson & al defines them as follows:

e lllegal transportation: AVs could be used for illegal transportation tasks such as delivery of drugs,
stolen goods... Police inspection of vehicles without drivers will be less intrusive, but privacy
concerns should nevertheless be considered.

e Unauthorized access to data: hacking could be used to steal personal data from AVs. Also, as AVs
depend on sensor and software technologies, senso manipulation can be performed to make
vehicles dysfunctional and harm/kill the passengers.

o Sabotage: Software manipulation could be performed also in order to use vehicles for terrorist
attacks, such as driving at high speed into a crowd or carrying a bomb. However, AVs systems
could be designed in such a way that the system itself would be able to report a wrong use to the
manufacturer for example.
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e New forms of auto thefts: AVs will need to be protected against unauthorized access, with, for
example, face recognition or bio identification systems, allowing only identified persons to start
the system.

3.1.3.3.  Liability

AVs arrival in mobility infrastructures brings the question of who or what is responsible in case of an issue
or an accident occurring. Indeed, can a self-driving car really drive a child to school with a non-licensed
driver in the vehicle, and who is liable for damages in case an accident occurs? As in AVs, it is the
Al/algorithm that drives the vehicle, it cannot be held responsible for the vehicle’s action. So, in this case,
who will be considered responsible for accidents between the manufacturer, the software developer or
the user, even if the latter has no driving license?

This question will automatically come out when AVs will be the main vehicles on roads. Accident liability
will have to be clearly determined in order not to become a barrier in AV development. Therefore, one
important recommendation would be to clearly define liability in case of an incident, correctly striking the
balance between assigning responsibility to manufacturers and technologies without putting undue
pressure on their products (Fagnant, 2015).

3.1.3.4. Impacts on jobs

There is a debate whether AVs will affect future jobs and how. Some studies (Bissel & al 2018) show that
jobs might be created by AVs emergence but will require different skills, for example in the trucking sector.
Also the role of driver is likely to change from vehicle control to monitoring.

The SKILLFUL? project has shown that the emergence of AVs will affect and, in some cases, change the
field of professions in transport. Several staff categories related to service, such as toll office personnel,
parking personnel, etc. are expected to be strongly reduced (and maybe even vanish) in the next few
years, due to the galloping growth of contactless and automated payment of such functions. Negative
impact is also expected for the workforce in car and insurance retail and dealers’ network, with the
emergence of Do-lt-Yourself (DIY) schemes that allow customers to view and even order their car or
insurance scheme from the internet, as well as for other occupations, like the mobility planners due to Al
intrusion or low-skilled office employees due to the emerging workplace flexibility and the e-commerce
expansion. In parallel though, it is expected for new professions to arise covering the emerging needs of
the transportation sector. For example, teleworking tools’ developers are a foreseen addition to the
transportation workforce, needed in terms of workplace flexibility development, as well as vehicle
customization and adaptation developers. Finally, expected profession to alter, in order to be able to
adapt to the new circumstances and developments include transport planning managers because of the
influence of the Transport on Demand schemes and positions related to customers’ suppliers and
suppliers’ planning mainly due to retails and e-commerce development (Bekiaris & al., 2017).

3.1.4. Data protection & GDPR
3.1.4.1. GDPR general rules

In order to deal with privacy issues in a holistic way which complies with the GDPR, OEMs must address
several challenges and change their structures to accommodate privacy across the whole business:

- Become GDPR compliant

- Have an executive-level commitment to privacy

- Have a holistic approach to privacy design

- Rethink and retool legal aspects

- Keep an eye on changing privacy regulations

https://skillfulproject.eu/
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However, while data protection can be challenging in a big data context, the benefits will not be achieved
at the expense of data privacy rights; and meeting data protection requirements will benefit both
organizations and individuals.

Itis also of importance that all relevant parties involved (standardization bodies, public authorities, vehicle
and equipment manufacturers, personal transportation services and car rental providers, providers of
data driven services), declare that they will fully respect the users’ rights to the protection of their
personal data and privacy and to sufficiently take data protection into account at every stage of the
creation and development of new devices or services.

Product safety and liability aspects are relevant in the context of handling data from connected vehicles
as well since they serve the interests and integrity of customers. Despite this essential function,
fundamental data privacy principles are neither reversed nor restricted by liability obligations. Obligations
in the context of product safety and liability do not permit OEMs to permanently and comprehensively
collect and evaluate data from connected vehicles. Furthermore, product safety and liability aspects
neither exclusively entitle OEMs to process data nor do these considerations in any form prevent third
parties from accessing said data.

Data collection and protection

Based on Krontiris, 2020, data collected are of 4 types:

e Data collected and processed by the vehicle, including information and entertainment systems
built into the vehicle

e Data exchanged between the vehicle and external entities

e Data exchanged between the vehicle and personal devices connected to it

e Data broadcast to surrounding vehicles and infrastructure entities to enable C-ITS

The roles for protecting data is defined in the GDPR, and depends on circumstances and data owner, as
described in Mulder, 2021:

Processor (Article 4
para. 8 GDPR)

Controller (Article 4
para. 7 GDPR)

Recipient (Article 4
para. 9 GDPR)

Data subject (Article
4 para. 1 GDFR)

Fleet operator

Manufacturer

User

Buyer of data

Yes, if the fleet
operator processes
the data on behalf of

the controller.

Yes, if the fleet
operator determines
the purposes and
means of the
processing.

Yes, if the
manufacturer
determines the
purposes and means
of the processing.
No

No, but the buyer
can be the controller
of the newly created
data set.

Yes, if the personal
data is disclosed to
the fleet operator
and he is not the
controller nor the
Processor.

Yes, if the personal
data is disclosed to
them and they are
not the controller
nor the processor.
No

Yes, if the data is
disclosed to the
buyer.

No

Yes, the user is the
identified or
identifiable natural
person.

No

Table 8: Roles according to the GDPR, depending on different circumstances (source: Mulder, 2021)

Indeed, when processing personal data, AVs need to comply with six principles of GDPR:

e The processing must be lawful, fair and transparent

e Personal data need to be collected for a specifies, explicit and legitimate purpose

e The collected data need to be adequate, relevant and limited to what is necessary in relation to
the purpose of processing
o The data need to be accurate and kept up to date
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e The personal data cannot be kept longer than is needed for the purposes for which they are
collected
® Appropriate technical and organizational measures have to be taken to protect data.

AVs must in all ways comply with these rules, also in order to be trusted by users.

3.1.5. Ethics

Since the beginning of automation, ethical issues related to automation have been considered as a “hot
topic”. Indeed, after the occurrence of automated vehicle mortal accidents, the question was raised on
how AVs manage in the case of a moral dilemma, and how AVs users will behave in such vehicles.

3.1.5.1. Moral dilemmas

Moral dilemmas mainly concern road AVs facing situations where the vehicle has to “choose” a behavior
that could lead to a critical situation, whatever will be decided by the AV.

The main moral dilemmas of AVs could be listed as follows, according to Hansson & al, 2021 and Ampe,
2020:

e Predetermined decisions and deciders: As AVs are Al and algorithms, they are programmed to
follow a set of rules pre-programmed. However, the decision taken by the AV could not be the
best decision, given a particular situation. Therefore, in case of an accident, it is still difficult to
determine who is responsible for a potential death, and the AVs can obviously not determine by
itself which decision would be the best/worse and therefore this still represents an unsolved
ethical dilemma, even at this stage of AV development.

® Impartial decision: AV should make impartial decisions in case of accident, i.e., they must not
discriminate between humans based on age, gender, or any other parameter. They should always
make the decision that will lead to the least impact. Moreover, human lives should be given
priority over animal lives.

e Hacking dilemma: As the risk of hacking exists in AVs, therefore, there is an existing dilemma on
how to manage the AV and consequences if, for example the AV is hacked and commanded to
carry out an accident when a user is in the vehicle. In this case, a clear answer on responsibility
should be determined, but it does not exist as of today.

e Police control: As the police will most probably be able to stop an AV by taking control of it
electronically, this decision will have to be based on a balance between the interests of law
enforcement and other legitimate interests.

e Social justice: Vehicle types and models will differ in their crash avoidance systems. It will be
technically possible to allow cars with better safety features to operate in different places or at a
higher speed than other cars. Therefore, socio-economic segregation of road traffic can
potentially have negative effects on social cohesion.

In a more general view, the ethical implications of introducing AVs will not only be inherent to the
technology itself, but mainly will depend on social choices and decisions of law and policy makers.

Also as stated in introduction of this part, there is still a need for further ethical and social research in
order to better manage with the potential ethical issues raised by the introduction of AVs, including
equity, privacy, acceptability of risk, responsibility and social mechanisms for dealing with trade-offs and
value conflicts (Hansson, 2021).

3.1.5.2. Cultural differences management

In the creation and use of AVs, many parameters have to be taken into account such as surface logistics,
new regulatory and monitoring controls, Al software ethical guidelines to govern the operational risks and
decisions that a driverless car would need to navigate, if no humans were on board.
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Surveys on machine ethics (Awad, 2018) showed that moral principles guiding a driver’s decision vary
depending on its country, the answer from the driver facing an emergency will then not be the same
depending on his/her country and culture. In the Moral Machine Survey, 13 scenarios implying an
inevitable death were proposed to the respondents who were asked to choose who to spare in the
proposed situation, involving a mix of variables: young/old, poor/rich, more people/fewer people. The
answers from people in 130 countries with at least 100 respondents were analyzed and led to very
different results depending on their country and culture.

MORAL COMPASS

A survey of 2.3 million people worldwide
reveals variations in the moral principles
that guide drivers’ decisions. Respond- .
ents were presented with 13 scenarios, in «;;«‘{\
which a collision that killed some
combination of passengers and
pedestrians was unavoidable, and asked
to decide who they would spare.
Scientists used these data to group
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Figure 8: Results from Moral Machine survey (source: Moral Machine, 2018)

To summarize, if AVs should become the main vehicles on roads, different rules for different countries
will need to apply, considering moral and ethical complexities in design engineering.

3.2. Safety

The list of 20 references identified in both rounds of literature review on safety are provided in 3.2.1 while
their synopsis is in the Appendix 1.

3.2.1. Sources for thematic safety area

First Year Type of Published in
author publication
1 | Biever W.|2019 | Automated Driving System | Scientific The Journal of the
et al Collisions: Early Lessons manuscript Human Factors and

Ergonomics Society

2 | Teoh E.R.|[2017 | Rage against the machine? | Scientific Journal of Safety
& Kidd Google's self-driving  cars | manuscript | Research
D.G. versus human drivers
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First Year Type of Published in
author publication
3 | Alambeigi | 2020 | Crash Themes in Automated | Scientific XXX
H. et al Vehicles: A Topic Modeling | manuscript
Analysis of the California
Department of Motor
Vehicles Automated Vehicle
Crash Database
4 | Jenssen 2019 | Accidents with Automated | Scientific Proceedings - 26" ITS
G.D et al. Vehicles - Do self-driving cars | manuscript | World Congress
need a better sense of self?
5 | Boggs A.M. | 2020 | Exploratory analysis of | Scientific Accident Analyses and
et al. automated vehicle crashes in | manuscript | Prevention
California: A text analytics &
hierarchical Bayesian
heterogeneity-based
approach
6 | Boggs A.M. | 2020 | Exploring the who, what, | Scientific Accident Analyses and
et al. when, where, and why of | manuscript Prevention
automated vehicle
disengagements
7 | Xu Ch. Et| 2019 | Statistical analysis of the | Scientific Journal of Safety
al. patterns and characteristics of [ manuscript | Research
connected and autonomous
vehicle involved crashes
8 | Petrovi¢ D. | 2020 | Traffic Accidents with | Scientific Transportation Research
et al. Autonomous Vehicles: Type | manuscript | Procedia
of Collisions, Manoeuvres and
Errors of Conventional
Vehicles’ Drivers
9 |[YeW.etal. | 2019 | Approaching autonomous | Scientific Injury Prevention
driving with cautious | manuscript
optimism: analysis of road
traffic  injuries  involving
autonomous vehicles based
on field test data
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author publication
10 | Wang S. & | 2019 | Exploring the mechanism of | Scientific Plos One
Li Z. crashes  with  automated | manuscript
vehicles using  statistical
modelling approaches
11 | Chen H. et | 2021 | Exploring the mechanism of | Scientific Mathematical Problems
al. crashes with autonomous | manuscript | in Engineering
vehicles using  machine
learning
12 | Curto S. et [ 2021 | The effects of autonomous | Scientific AIP Conference
al. vehicles on safety manuscript | Proceedings
13 | Sandor S.| 2021 | Statistical accident analysis | Scientific Journal of
et al. supporting the control of [ manuscript | Computational Methods
autonomous vehicles in Sciences and
Engineering
14 | Pinter K. et | 2021 | Road Accident Reconstruction | Scientific Periodica Polytechnica
al. Using On-board Data, | manuscript | Transportation
especially focusing on the Engineering
applicability in case of
autonomous vehicles
15 | Sohrabi S. | 2021 | Quantifying the automated | Scientific Accident Analysis &
et al. vehicle safety performance: A | manuscript | Prevention
scoping review of the
literature, evaluation of
methods, and directions for
future research
16 | Zhao C. et | 2021 | A comparative study of state- | Scientific Accident Analysis &
al. of-the-art driving strategies | manuscript | Prevention
for autonomous vehicles
17 | Zheng L. et | 2021 | Modeling traffic conflicts for | Scientific Analytic  Methods in
al. use in road safety analysis: A [ manuscript | Accident Research
review of analytic methods
and future directions
October 2022 37



DRIVE2

THE FUTURE

e
——

D7.1: Ethical, sociocultural, gender, safety, and legal issues

First Year Type of Published in
author publication
18 | Goss Q. et | 2021 | Generation of Modular and | Technical WWW.sae.org
al. Measurable Validation | paper

Scenarios for Autonomous
Vehicles Using Accident Data

19 | Pokorny P. | 2021 | Video observation of | Scientific European Transport
et al. encounters between the | manuscript Research Review
automated shuttles and other
traffic participants along an
approach  to  right-hand
priority T-intersection

20 | Othman K. | 2021 | Public acceptance and | Scientific Al and Ethics
perception of autonomous | manuscript
vehicles: a comprehensive
review

3.2.2. AVs’accidents

In 2022, most of personal AVs on the market perform at SAE level 2 (e.g., Tesla’s Autopilot). This level
requires a human driver to monitor and judge when to take control over the vehicle. More advanced AVs
of SAE levels 3 are operating in regular traffic mostly within testing projects, while a deployment of SAE
level 4 AVs has been rare.

According to the International Organization for Road Accident Prevention, 90% of road accidents are
caused by human errors (Sandor et al, 2021). Many believe that AVs have the capability to mitigate these
human errors and thus significantly increase the level of traffic safety (e.g., Curto et al, 2021). However,
any deployment of AVs into regular traffic can also introduce new risks into the transport system (e.g.,
Pokorny et al, 2021).

AVs safety implications vary for different levels of automation and market penetration, and can be
investigated at the vehicle, transportation system and society levels (Sohrabi et al, 2021). To identify the
accident risk, characteristics of AV accidents and factors contributing to these accidents, researchers often
focus on utilizing historical accident data.

The largest publicly available source of accident data is currently available in California (US). It has been
in operation since 2014, when the California Department of Motor Vehicles (DMV) began requiring
companies wishing to test AVs on public roads to obtain permits and to report any collision that resulted
in property damage, injury, or fatality within 10 days after the event. As of January 12, 2022, the DMV has
received 380 Autonomous Vehicle Collision Reports (DMV, 2022). Furthermore, the manufactures are
required to submit annual reports to share how often their vehicles disengaged from autonomous mode
during tests (whether because of technology failure or situations requiring the test driver/operator to
take manual control of the vehicle to operate safely). These reports are also publicly available. The DMV
database has been frequently harvested by researchers to conduct exploratory data analysis to estimate
the accident rates of AVs and identify common risk factors and accident types. Examples of such studies
are Alambeigi et al. (2020), who analyzes AV crash narratives using probabilistic topic modelling, Boggs et
al. (2020) who applied text analytics and hierarchical Bayesian heterogeneity-based approach or Xu et al.
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(2019) who combined the DMV data with google satellite images and weather data to gain more
information about accident locations and conditions.

The findings of the studies using DMV database can be summarized into following points:
» Accident involving AVs mostly result in minor property damage and no injury

= Rear-end accidents are the most frequent accident type when AV is in automated mode. Most
often, AV that is stopped at an intersection is rear-ended by another vehicle. Sideswipes are the
second most frequent accident type.

= Differences in AVs driving behavior may be violating human driver expectations resulting in
conflicts that lead to collisions.

Other studies on AV-involved accidents have highlighted that the probability of an injury accident
increases in low-visibility conditions such as bad weather and intersections (Chen et al, 2021).
Furthermore, the number of severe accidents also increases with higher speed limits and poor quality or
ill-equipped infrastructure (Curto et al, 2021).

Because of the rapid development in AV technology and other factors such as increased walking and
cycling in urban areas, new patterns might emerge in AV collisions. Therefore, we have conducted our
own descriptive analyses of the most recent (1/2021-6/2022) AV accidents recorded into the DMV
database. In this study (Pokorny and Hgye, 20223), we utilized the DMV database to explore whether
recent collisions provide any evidence for changes. Our findings confirm results from earlier studies
regarding the most frequent collision types and consequences. Additionally, they show that in 2021
driving in autonomous mode was significantly related to rear-end collisions and other collisions where the
collision partner is at-fault, but not to SV collisions. A possible explanation is that AVs in autonomous
mode “behave” differently from manually driven cars, and thus are more unpredictable for other road
users. A comparison between 2021 and 2022 indicates a development in several AVs collision
characteristics. The total number of collisions per six months is about doubled, which may be attributed
to increased AV testing. However, collision rates could not be compared due to missing data on exposure
from 2022. Collisions in 2022 were more often in autonomous mode and had slightly higher property
damage rates. This may be related to the development of AV technology, allowing to drive in automated
mode more frequently. The increased share of VRUs involved in collisions requires extra attention, as AVs
are going to encounter VRUs more and more frequently. This presents a challenge for AVs, because VRUs
are often less predictable and more difficult to detect than cars.

Regarding fatal accidents, there have been only several confirmed cases so far (from 2016 to March 2022),
allincluding SAE level 2 AVs. The first fatal accident was reported in January 2016 in city of Handan (China),
where, according to webpage Jalopnik.com*, a Tesla driver died after crashing straight into the back of a

road-sweeping truck. According to Tesla, the extensive damage made it impossible to determine whether
autopilot was engaged. Following the incident, Tesla updated the system so that if a driver was ignoring
repeated warnings to resume control of the vehicle, he/she would be locked out from using autopilot
during the rest of the trip.

Six fatal accidents were recorded in the USA. Four of them were investigated by NTSB and the results of
these in-depth analyses are publicly available in the form of NTSB reports (see Table 6 for their brief
overview).

3 Descriptive analysis of reports on autonomous vehicle collisions in California: January 2021-June 2022; Traffic Safety Journal,
Vol. 2. DOI: https://doi.org/10.55329/xydm4000

4 https://jalopnik.com/two-years-on-a-father-is-still-fighting-tesla-over-aut-1823189786
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Table 9: Overview of in-depth analysis of fatal accidents from USA

Accident

HAR-19-03 - Collision Between
Vehicle Controlled by
Developmental Automated
Driving System and Pedestrian -

Tempe, Arizona (NTSB, 2020)°

Description

Modified 2017 Volvo XC90 SUV
struck an impaired female
pedestrian walking with a bike
across an avenue during the test
drive. The pedestrian died. The
car’s software detected
pedestrian more than five
seconds before the crash but did
not identify her as a pedestrian
with a bike crossing the street
away from a crosswalk

Probable cause

Failure of the vehicle operator to
monitor the driving environment

and the operation of the
automated driving system
because she was visually
distracted throughout the trip by
her personal cell phone.

Inadequate safety risk assessment
procedures by Uber are another
risk factor.

HAR-20-01 - Collision Between a
Sport Utility Vehicle Operating
with Partial Driving Automation
and a Crash Attenuator Mountain

View, California (NTSB, 2020)

Tesla Model X P100D electric-
powered SUV struck a damaged
and non-operational crash
attenuator. The crash attenuator
was positioned at the end of a
concrete median barrier. The
driver died.

Tesla Autopilot system was
steering the SUV into a highway
gore area due to system
limitations, and the driver’s lack of
response due to distraction likely
from a cell phone game
application and overreliance on
the Autopilot partial driving
automation system. Contributing
to the crash was the Tesla
vehicle’s ineffective monitoring of
driver engagement, and systemic
problems with the California
Department of Transportation’s
maintenance division in repairing
traffic safety hardware in a timely
manner.

HAR-17-XX - Tesla Model S
Collided with a Tractor Trailer in
Williston, Florida (NTSB, 2017)

2015 Tesla Model S, operated in
Autopilot mode, collided with a
tractor trailer crossing an
uncontrolled intersection on a
highway, resulting in fatal injuries
to the Tesla driver. The Tesla
driver died.

The truck driver’s failure to yield
the right of way to the car,
combined with the car driver’s
inattention due to overreliance on
vehicle automation, which
resulted in the car driver’s lack of
reaction to the presence of the
truck. Contributing to the car
driver’'s overreliance on the
vehicle automation was its
operational design, which
permitted his prolonged
disengagement from the driving
task and his use of the automation
in ways inconsistent  with
guidance and warnings from the
manufacturer.

HAB-20-01 - Collision Between Car
Operating with Partial Driving

Tesla Model 3 did not apply the
brakes or take any other evasive

The truck driver’s failure to yield
the right of way to the car,

5 National Transportation Safety Board — NTSB, Accident reports. www.ntsb.gov/investigations/
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Accident ‘ Description Probable cause

Semitrailer, Delray Beach, Florida
(NTSB, 2020)

Automation and Truck-Tractor

action to avoid the truck, which

was crossing in front of him. The
Tesla driver died.

combined with the car driver’s

inattention due to overreliance on
automation, which resulted in his

failure to react to the presence of
the truck. Contributory factor: The
operational design of Tesla’s
partial automation system
permitted disengagement by the
driver, and the company’s failure
to limit the use of the system to
the conditions for which it was
designed.

Two other US fatal accidents were identified from media. According www.laties.com®, in December 2019,
a 2016 Tesla Model S on Autopilot exited a freeway, ran through a red light and crashed into another
personal car. Both the driver and the passenger of another car were killed instantly. Nearly two years
later, prosecutors in Los Angeles County filed two counts of vehicular manslaughter against the driver of
the Tesla. Experts believe it is the first felony prosecution in the United States of a driver accused of
causing a fatality while using a partially automated driver-assist system. According www.nytimes.com’,
another fatal accident occurred in Texas in 2021, where two men were killed after a Tesla they were in
crashed on and caught fire with neither of the men behind the wheel. The vehicle, a 2019 Model S, was
going at a “high rate of speed” around a curve when it went off the road and hit a tree. One killed man
was in the front passenger seat and another in the rear seat.

Recently, there was a fatal accident reported in Europe as well. According www.reuters.com?, in August
2022, a test vehicle equipped with Level 2 driver assistance systems was involved in fatal accident on a
German highway. In this accident, an electric BMV iX, with five people on board, swerved out of its lane
at a bend in the road, triggering a series of collisions involving four vehicles.

Such a small sample of fatal accidents obviously cannot provide any statistically significant conclusions
and must be considered as a collection of individual case studies. The risk factors identified in the
accidents’ analysis relate to AV drivers, AV operational systems, behavior of other road users and to other
systematic factors.

Overview of the risk factors from fatal accidents investigated by NTSB:

= Distraction of the AV’s driver

= Overreliance of the AV’s driver on vehicle automatization

» Use of the automation by the driver in ways inconsistent with guidance and warnings from the
manufacturer.

» The AV company’s failure to limit the use of the system to the conditions for which it was designed

» Ineffective monitoring of driver engagement

» Operational design of the system, which permitted driver’s prolonged disengagement from the
driving task

*  Wrong behaviour of other involved road users (such as failure to yield the right of way)

6 https://www.latimes.com/california/story/2022-01-19/a-tesla-on-autopilot-killed-two-people-in-gardena-is-the-driver-guilty-

of-manslaughter
7 https://www.nytimes.com/2021/04/18/business/tesla-fatal-crash-texas.html

8 https://www.reuters.com/business/autos-transportation/bmw-confirms-fatal-crash-says-car-wasnt-self-driving-2022-08-16/
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»  Systemic problems of the road maintenance department

3.2.3. Challenges and needs in AVs safety evaluation
The following list contains the challenges and needs related to AVs safety evaluation.

* The still relatively small number of km driven by AV in regular traffic limits the determination of
AV safety performance. Using the accident data, it is currently not feasible to compare the safety
performance of AVs with conventional cars. A meaningful comparison would require a naturalistic
approach.

= AVs are mostly tested in specific traffic environments/infrastructure. Therefore, the findings of
accident analyses are not fully transferable to the whole infrastructure network and to various
environmental conditions.

* Inthe majority of so far recorded accidents involving an AV, the AV was SAE level 2 and often was
driven manually in the moment of accident. Therefore, the validity of the findings for more
advanced AVs is questionable.

= Rapid pace of technological development of AVs (i.e. sensors, software, detection) means that the
results of recent studies might already be outdated.

= As AVs are mostly deployed in developed countries, the results of current studies might be
relevant only for those countries.

= Sofar, there has been only a few studies from regular traffic, such as naturalistic or observational
studies. Many studies rely on simulations, which have significant limitations (such as limited
possibilities to include effects of severe weather conditions and infrastructure characteristics).

= Very limited number of studies on most advanced AVs (SAE level 4 and 5).

= Lack of research on VRU (cyclists and pedestrians) in urban areas.

* A potential behavioral adaptation of other road users to AVs needs to be studies

= As an alternative to accidents, applying surrogate safety measures might present a suitable
approach to explore safety of AVs under current.

3.3. Transport crime & Cybersecurity

The list of 20 references identified in both rounds of literature review on Transport crime & Cybersecurity
are provided in 3.3.1 while their synopsis is in the Appendix 1.

3.3.1. Sources for Transport crime and Cybersecurity

First Year Type of Published in
author publication
1 | NewtonA. | 2017 | Crime, transport and | Book The Routledge
technology Chapter handbook of
technology, crime and
justice

2 | Kathrakaza | 2020 | Cyber security and its impact | Research Advances in Transport

setal. on CAV safety: Overview, | article Policy and Planning

policy needs and challenges

3 | Wei Lee C. | 2021 | Cybersafety approach to | Research Recent Advances in
et al. cybersecurity analysis and | article Internet of Vehicles

mitigation for Mobility-as-a-
Service and Internet of
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4 | Maeng K. |[2021 [ Consumers’ attitudes toward | Research Telematics and
et al. information security threats | article Informatics
against connected and
autonomous vehicles
5 | Felson M. | 2019 | Situational Crime Prevention | Book Crime and everyday life:
et al. Chapter a brief introduction
6 | Ekblom P. | 2016 | Crime, situational prevention | Book The Routledge
and technology: the nature of | Chapter handbook of
opportunity and how it technology, crime and
evolves justice
7 |Zou B. et| 2021 | Cyber resilience of | Research Journal of
al. autonomous mobility | article Transportation Security
systems: cyber-attacks and
resilience-enhancing
strategies
8 | Parkinson | 2017 | Cyber Threats Facing | Research IEEE Transactions on
S.etal. Autonomous and Connected | article Intelligent
Vehicles: Future Challenges Transportation Systems
9 | Klaes M. et Handling Uncertainties of | Research IEEE
al. 2021 | Data-Driven Models in | article
Compliance  with  Safety
Constraints for Autonomous
Behaviour
10 | MeyerS. et Risk analysis for forecasting | Research Journal of
al. 2021 | cyberattacks against | article Transportation Security
connected and autonomous
vehicles
11 | Kim K. et | 2021 | Cybersecurity for | Research Computers & Security
al. autonomous vehicles: review | article
of attacks and defense
12 | Khalis 2022 | A conceptual system | Research Accident Analysis &
Khan, S. et dynamics mode for | article Prevention
al. cybersecurity assessment of
connected and autonomous
vehicles
13 | Vivek S. et | 2019 | Cyber-physical risks of hacked | Research Physical Review E
al. Internet-connected vehicles article
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author publication

14 [ LiY.etal. | 2018 | Influence of cyber-attacks on | Research Accident Analysis &
longitudinal safety of | article Prevention
connected and automated
vehicles
15 | Sanguino 2020 | Cybersecurity certification | Research Advances in Transport
T.etal. and auditing of automotive | article Policy and Planning
industry

16 | C. Pogue 2018 | The 2018 Black Report. | Report
Decoding the minds of

hackers
17 | Almeaibed | 2021 | Digital Twin Analysis to | Research IEEE  Communications
S.etal. Promote Safety and Security | article Standards

in Autonomous Vehicles

18 | Arafin T. et | 2021 | Attack Detection and | Research IEEE
al. Countermeasures for | paper
Autonomous Navigation

19 | Consumer | 2019 | Kill Switch. Why connected | Report Consumer Watchdog
Watchdog cars can be killing machines
and how to turn them off.

20 | Jain S. et | 2021 | Blockchain and Autonomous | Research IEEE
al. Vehicles: Recent Advances | article
and Future Directions

3.3.2. Key results for Transport crime and cybersecurity

Connected and autonomous vehicles present a particular challenge for society, because it will be possible
for remote attackers to hack into them, or for such vehicles to be used driverless to commit crimes, in
effect anonymizing the offender (Newton, 2017). Malicious software could lead to unexpected behavior
of connected and autonomous vehicles triggering collisions and causing fatalities and injuries (Kathrakazas
etal., 2020). In 2015 and 2016, researchers took control of a Jeep Cherokee including its steering, braking,
transmission, and brakes. Such cyberattacks have not yet led to accidents on the roads but there have
been numerous experiments to demonstrate the vulnerabilities of connected vehicles (Wei Lee, Madnick,
2021), and the possibility of cyber vulnerabilities can greatly impact the user acceptance of AVs.

Maeng and Cho (2021)’s research results show that consumers regard communication failure and the
unauthorized collection of personal information as dangerous information security threats, which implies
that confidentiality and availability are more essential to AV security than other factors. Moreover,
convenience of use, such as having automatic updates and a security dashboard, is also important when
purchasing an AV information security solution. The study also finds that respondents who have
experienced privacy leakage have a higher preference for protecting AVs from information security
threats than those who have not. Technological change has always influenced opportunities for crime.
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Transportation technology reduces the time and cost of travel (Newton, 2017). Both law-abiding citizens
and criminals benefit from being able to move about more easily and inexpensively (Newton, 2017).

Cyberspace transcends the usual spatial limits by widening the range of offenders and victims and by
increasing the possible convergences between them (Felson and Eckert, 2019). Cyberspace also offers
new crime forms, such as seizing control of computers to serve one’s own purposes (Felson and Eckert,
2019). Through bad design, technology can render vehicles vulnerable to offenders, while, through good
design, it can render vehicles resistant and unattractive to criminals (Ekblom, 2016). Therefore, cyber
resilience is becoming a prominent issue in transportation as an increasing number of vehicles are
connected.

A cyber-attack is “a malicious and deliberate attempt by an individual or organization to breach the
information system of another individual or organization” (Zou et al, 2021). Cyber-attackers can exploit
cyber vulnerabilities of AVs at both vehicle (interfaces, networks) and system (inadequate schemes for
data access control, lack of coordination among cyber component providers and manufacturers, lack of
focus by developers on cybersecurity by default) levels (Zou et al, 2021).

Parkinson et al. (2017) reviewed publicly accessible literature based on the cybersecurity vulnerabilities
and mitigation techniques. They showed that the majority of studies are reactive, and vulnerabilities are
often discovered by friendly adversaries (Parkinson et al., 2017).

Treating failures of such models in the same way as failures in traditional software appears insufficient,
due to the less predictable nature of AVs system failures. Although existing safety standards do not yet
sufficiently address this finding, research widely acknowledges that residual uncertainty remaining in the
outcome of AVs systems is a fact that needs to be dealt with (Klaes, et al., 2021).

Meyer et al. (2021) conducted a security risk analysis to identify possible cyberattacks against a transport
system consisting of autonomous and connected vehicles. Six scenarios were developed: joyriding,
kidnapping, domestic abuse, autopilot manipulation, a large transport accident, and paralysis of the
transport system. Their analysis shows that even if it were possible to increase the difficulty of conducting
such cyberattacks, it might be impossible to eliminate such attacks entirely. Measures that limit the
consequences will therefore be necessary. Such measures include safety measures in vehicles to protect
their occupants in traffic accidents and measures that make vehicles easier to remove in case they do not
function (Meyer et al., 2021).

Attacks on AVs can be classified into four systems: (1) Automotive Control System, (2) Autonomous Driving
System Components, (3) Vehicle-to-everything V2X communication, and (4) risk assessment and review
and/or surveys (Kim et al, 2021). Researches show that cyberattacks mostly target vehicle-to-everything
(V2X) technology related to communication rather than other elements of the vehicle (Kim et al, 2021;
Wei Lee, Madnick, 2021). These attacks have the potential to impact not only the vehicle itself but the
infrastructure around it as well.

Vivek et al. (2019) studied a scenario where a large number of Internet-connected vehicles suddenly and
simultaneously was disabled. They developed a model to assess road conditions given the density of
disabled vehicles and applied it to the street network of Manhattan (NY, USA), revealing the city's
vulnerability to this cyberattack (Vivek et al., 2019).

Li et al. (2018) investigates another type of cyberattack, denoted as slight attacks, in which the
communicated data are randomly deviated from the actual ones and deviations do not exceed the
threshold. Cybercrime could generate millions in losses to the automotive industry and a collaborative
approach may be required to overcome the investments in time, money and broader organizational
changes.

Cybersecurity should actually be considered as an investment by companies and not as an expense, taking
into account additional factors to personal security such as the damage to reputation or trust when a data
breach is suffered (Sanguino et al., 2020). Since road safety and cyber security are connected,
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policymakers and stakeholders need to take into account knowledge from both safety and cyber security
experts when developing regulations (Kathrakazas et al., 2020). Consumer Watchdog (2019) claims that
hacked vehicles have the potential to kill many people, and the automotive industry should therefore
respond with more transparency and consumer control.

Research trend in AVs security indicates that Artificial Intelligence (Al) with big data is being considered
to improve AVs cyber resilience (Kim et al, 2021; Almeaibed, 2021). Furthermore, current studies suggest
enhancing cyber resilience through developing cybersecurity algorithms and establishing legislation and
guidelines. Advances in artificial intelligence, machine learning, and robotics have profoundly impacted
the field of autonomous navigation and driving. However, sensor spoofing attacks can compromise critical
components and the control mechanisms of mobile robots. Therefore, understanding vulnerabilities in
autonomous driving and developing countermeasures remains imperative for the safety of unmanned
vehicles (Arafin, Kornegay, 2021).

Cybersecurity best practices should also be applied at vehicle level such as the creation of layers and
separation to reduce cyber component connectivity and isolate safety-critical systems from infotainment
systems connected to the Internet, kill-switches in vehicles to physically disconnects safety-critical
systems from the Internet, and the deployment of an independent procedure for data collection and
processing (Zou et al, 2021; Kim et al, 2021; Almeaibed, 2021; Consumer Watchdog, 2019).

3.4. Correlation of state legal framework and readiness score to
user acceptance

3.4.1. Sources

First Type of Published in
author publication
1 | Air 2017 | Safety Investigation Report Report https://mobilit.belgium.
Accident be/sites/default/files/d
Investigati ownloads/accidents/fin
on al_report_2016-aii-
01.pdff
2 | Aydin, B. 2019 | Public acceptance of drones: | Paper Technology in Society
Knowledge, attitudes, and
practice
3 | Bala¢, M. 2018 | Towards the integration of | Report Arbeitsberichte
aerial transportation in urban Verkehrs-und
settings Raumplanung, 1266
4 | Bamburry, | 2015 | Drones: Designed for product | Paper Design Management
D. delivery Review, 26(1), 40-48
5 | Boucher, 2016 | You wouldn’t have vyour | Paper Science and engineering
P. granny using them’: drawing ethics
boundaries between
acceptable and unacceptable
applications of civil drones
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6 | Bowman, | 2018 | Embedding New Technologies | Book Pan Stanford Publishing
D. M. into Society Pte.Ltd. (Singapore)
7 | Buckeridge | 2016 | Risk Considerations in the Use | Paper The Journal of Risk
,J. of Unmanned Aerial Vehicles Analysis  and  Crisis
in the Construction Industry Response
8 | Campos, V. | 2018 | European union policies and | Paper In Ethics and Civil Drones
S. civil drones (pp. 35-41), Springer,
Cham
9 | Chamata, | 2017 | Factors Delayingthe Adoption | Paper The International
J. of Civil Drones: A Primitive Technology
Framework Management  Review,
Vol. 6 (2017), No. 4, 125-
132
10 | Chang, V.| 2017 | Spiders in the sky: User | Paper In Proceedings of the
C. perceptions of drones, 2017 CHI conference on
privacy, and security human factors in
computing systems (pp.
6765-6776).
Transportation Research
Interdisciplinary
Perspectives
11 | Christophe | 2016 | Unmanned Sub-Hunter to | Report Canvas
rP. Begin Test Program
12 | Clothier, R. | 2017 | Risk Perception And The | Paper Risk Analysis
A. Public Acceptance Of Drones
13 | DLR 2017 | DLR blueprint: concept for | Report German Aerospace
urban airspace integration Center
14 | Dremliuga, | 2020 | The Development of the Legal | Report NA
R. Framework for Autonomous
Shipping: Lessons Learned
from a Regulation for a
Driverless Car
15 | EASA 2020 | Wide Rules Drones Regulation https://www.easa.euro
pa.eu/newsroom-and-
events/press-
releases/eu-wide-rules-
drones-published
16 | EU 2020 | Remotely Piloted Aviation | Article https://www.eubusines
Business Systems, or drones s.com/topics/transport/
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drones/
17 | Felski, A. 2020 | The Ocean-Going | Paper MDPI
Autonomous Ship—
Challenges and Threats
18 | Fiallos 2019 | Legal perspectives on the | Doctoral Universiteit Leiden
Pazmino, cross-border operations of | dissertation
L. F. unmanned aircraft systems
19 | Finn,R. L. | 2016 | Privacy, data protection and | Paper Computer Law &
ethics for civil drone practice: Security Review
A survey of industry,
regulators and civil society
organisations
20 | Floris 2020 | Maritime Autonomous | Paper Safety Science, Volume
Goerlandt Surface Ships from a risk 128, ISSN 0925 7535,
governance perspective: https://doi.org/10.1016
Interpretation and /j.ssci.2020.104758
implications
21 | Hartmann, | 2016 | UAV Exploitation: A New | Paper 8th International
K. Domain for Cyber Power Conference on Cyber
Conflict
22 | ICLG 2020 | Shipping Laws and Regulation | Report https://comitemaritime.
for Greece org/wp-
content/uploads/2018/
05/CMI-
QUESTIONNAIRE-ON-
UNMANNED-SHIPS-
Greece.pdf
23 | ICLG 2020 | Shipping Laws and Regulation | Report https://comitemaritime.
for Italy org/wp-
content/uploads/2018/
05/CMI-IWG-
Questionnaire-
Unmanned-Ships-
ITALY.pdf
24 | ICLG 2020 | Shipping Laws and Regulation | Report https://iclg.com/practic
for Poland e-areas/shipping-laws-
and-regulations/poland
25 | Internatio | 2018 | Regulatory scoping exercise | Report MSC 100/WP.8,
nal for the use of Maritime Available at:
Maritime Autonomous Surface Ships https://www.imo.org/e
Organizati (MASS) — Report of the n/MediaCentre/HotTopi
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on Working Group cs/Pages/Autonomous-
shipping.aspx

26 | Jensen, O. | 2016 | Drone city-power, design and | Paper Geographica Helvetica,

B. aerial mobility in the age of" 71(2), 67
smart cities"

27 | Jones, T. 2017 | International commercial | Report No. RR-1718/3-RC,
drone regulation and drone RAND Corporation
delivery services

28 | Kahan, D. | 2009 | Cultural cognition of the risks | Paper Nature nanotechnology

M. and benefits of
nanotechnology

29 | Karlis, T. 2018 | Maritime law issues related to | Paper WMU J Marit Affairs 17,
the operation of unmanned 119-128.
autonomous cargo ships https://doi.org/10.1007

/s13437-018-0135-6
30 | Kellerman | 2020 | Drones for parcel and | Paper Transportation Research
n, R. B. passenger transportation: A Interdisciplinary
literature review Perspectives

21 | Khan, R. 2018 | Consumer acceptance of | Paper International Journal of
delivery drones in urban areas Consumer Studies

32 | Kitonsa, H. | 2018 | Significance of drone | Paper R-Economy. 2018. Vol. 4.
technology for achievement Iss. 3, 4(3), 115-120
of the United Nations
sustainable development
goals

33 | Klauser, F. | 2017 | Big data from the sky: popular | Paper Geographica Helvetica
perceptions of private drones
in Switzerland

34 | Krey, M. 2019 | Usage and Acceptance of | Paper Proceedings of the 52nd
Drone Technology in Hawaii International
Healthcare - Exploring Conference on System
Patients and  Physicians Sciences
Perspective

35 | Levush, R. | 2016 | Regulation of drones Report Law Library of Congress

Global Legal Research
Center: Washington, DC

36 | Lidynia, C. | 2017 | Droning on about drones - | Paper Springer  International
acceptance of and perceived Publishing Switzerland
barriers to drones in civil
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37 | Mestre, A. | 2020 | The Shipping Law Review: | Report NA
Spain
38 | Molina, M. | 2018 | Ethics and civil drones: | Paper Springer Open
European policies and
proposals for the industry
39 | Nelson, 2019 | The view from above: A | Paper Journal of urban
R. survey of the public’s technology
perception of unmanned
aerial vehicles and privacy
40 | Nentwich, | 2018 | The vision of delivery drones | Report TATuP-Zeitschrift fur
M. Technikfolgenabschéatzu
ng in Theorie und Praxis,
27(2), 46-52
41 | @rnulf, J. 2017 | The need for a public key | Paper NA
infrastructure for automated
and autonomous ships
42 | Ramadan, | 2016 | An adapted TPB approach to | Paper Technology Analysis &
Z.B. consumers’acceptance of Strategic Management
service-delivery drones
43 | Rao, B. 2016 | The Societal Impact of | Paper Technology in Society
Commercial Drones
44 | Ringbom, | 2020 | Charting Regulatory | Report Centrum Balticum
H. Frameworks for Maritime
Autonomous Surface Ship
Testing, Pilots, and
Commercial Deployments
45 | Rolls Royce | 2016 | NA Article https://www.rolls-
Marine royce.com/~/media/File
s/R/Rolls-
Royce/documents/%20c
ustomers/marine/ship-
intel/rr-ship-intel-aawa-
8pg.pdf
46 | Russia 2020 | Google, NASA work together | Article https://www.rt.com/us
Television to design drone air-traffic- a/310705-drone-air-
control system traffic-control/
47 | Sarrién 2017 | A multilevel legal approach to | Paper Universidad Nacional de
Esteve, J. the eu and spanish legal Educacion a Distancia,
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framework for the civil use of UNED (Spain)
drones: waiting for godot
48 | SESAR, J. 2018 | European ATM Master Plan: | Report SESAR
Roadmap for the safe
integration of drones into all
classes of airspace
49 | Shavarani, | 2018 | Application of hierarchical | Paper The International Jour.
S. M. facility location problem for
optimization of a drone
delivery system: a case study
of Amazon prime air in the city
of San Francisco
50 | Stocker, C. | 2017 | Review of the current state of | Paper Remote sensing, 9(5),
B. UAV regulations 459
51 | Stolaroff,J. | 2018 | Energy use and life cycle | Paper Nature communications,
K. greenhouse gas emissions of 9(1), 1-1
drones for commercial
package delivery
52 | TamK. 2018 | Cyber-risk assessment for | Paper IEEE International
autonomous ships Conference on Cyber
Security and Protection
of Digital Services, 11-
12.06.2018
53 | Thompson | 2015 | The "Rise"of Unmanned | Paper Canadian Public Policy,
, S. Aerial Vehicles (UAVs) in Volume 41
Canada: An Analysis of Special
Flight Operation certificates
(SFOCs) from 2007 to 2012
54 | Tobér, D. 2017 | Legal aspects of air transport | Paper Scientific  Journal of
safety and the use of drones Silesian  University  of
Technology, Series
Transport
55 | Transport, | 2016 | Public dialogue on drone use | Regulation Department for
Departme in the UK Transport, London
nt for
56 | VPO Global | 2020 | Vessel Performance | Report https://vpoglobal.com/
Optimization 2020/08/07/towards-
autonomous-shipping-
social-acceptance-and-
regulatory-hurdles/
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57 | Weigel, A. | 2017 | Autonomous Vessels: Not So | Article Marine Log
Remote
58 | West, J. P. | 2019 | Citizen support for domestic | Paper American Politics
drone use and regulation Research, 47(1), 119-
151
59 | Wrdébel, K. | 2017 | Towards the assessment of | Paper Reliab. Eng. Syst. Saf.,
potential impact of 165
unmanned vessels on
maritime transportation
safety
60 | Yngvason, | 2016 | UAS Safety Risk Portfolio and | Report https://www.easa.euro
Y. R. Analysis pa.eu/sites/default/files
/dfu/UAS%20Safety%20
Analysis.pdf

3.4.2. Legal and public acceptance issues on UASs

The Unmanned Aerial Systems (UASs) commonly known as pilotless aircraft or as “Drone” is defined as an
unmanned aerial device or vehicle that does not rely on an on-board human operator for flight, either
autonomously or remotely also it can perform task fully autonomous or remotely piloted or both (Rao et
al., (2016); Chamata (2017 ) and EASA (2020)). Indeed, UAV is primarily rooted in military research where
it was initially conceived as a weaponized vehicle for the purpose of reducing the risk to human operators
in hostile territory, the technology, capabilities, therefore the use of UAVs have since evolved to include
surveillance and the collection of data (Cumings et al.(2007) as cited in (Rao et al., 2016 ). According to
NATO, drones should be called unmanned vehicles, which carry out their mission, without interfering with
the external source (TOBOR et al., 2017).

Nowadays, the use of UAS in civilian applications has started to become common as technology becomes
more readily available due to its benefits as the UAV can perform tasks where human life can be at risk,
and at the same time it is a cost-effective solution (Hartmann & Giles, 2016). Although, the availability
and accessibility of advance autonomous technology for civilian has encourages wide range of civilian
UAVs to be developed, drones are employed in hundreds of applications from telecommunications, field
of science, technology, agriculture to conservation, disaster management, crop spraying, infrastructure
inspection, aerial photography, search and rescue, surveillance for law enforcement agencies, and
bushfire spotting and many others (Chamata (2017); Ping et al., (2012); Buckeridge, et al., (2016) and
Declaration (2014)). Moreover, UASs could also offer first and last mile delivery and improve the overall
performance of the supply chain of the transport of goods (Fiallos Pazmino, 2019).

Cross-border UASs operations could facilitate deliveries to neighbouring countries, particularly in regions
that lack adequate road and transport infrastructure. The latest development in the commercial functions
of UAS is the delivery of cargo and air cabins for citizens (Fiallos Pazmino, 2019). UASs are equipped to
transmit broadband radio or video signals to extend connectivity to inaccessible locations or to improve
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connectivity when demand increases. The International Air Transport Association (IATA) is also exploring
how the UAS system can make things easier for commercial airlines, therefore, IATA is working to discuss
the benefits and opportunities of air cargo services using UASs (Fiallos Pazmino, 2019). In addition, the
deployment and maintenance of UASs is also less costly, which is another advantage; hence, it is expected
that the commercial UAS system will generate massive results in terms of increasing the employment and
income as the European Union considers this sector to be one of the determinants of its economic
aspirations for 2020 (Gibbens, 2014); indeed, it is already estimated that the European market for UASs
will reach EUR 10 billion by 2035 and over EUR 15 billion by 2050. Recently, a strategic alliance has been
established between NASA, Google and around 100 academic and commercial organisations to design a
traffic management system based on UASs features (Russia.T, 2020).

Despite the multiple benefits, the drones applications are not without associated unpleasant
consequences risks among others the primary safety hazards are a collision between the drone and a
Conventionally Piloted Aircraft (CPA), and the drone crashing into a populated area (Aydin, 2019).
Moreover, there has also been increasing discussion around the use of the drones over domestic airspace
for the purpose of surveillance in the interest of national and local security, hence the drones are already
beginning to appear in our skies but there are no clear general rules, at national or at European level,
which put in place the necessary safeguards protect the safety, security, legal and risks issues as well as
the privacy of people needs most attention (EU, 2020).

3.4.2.1. General Legal Concerns on Usage of UASs

Being airplanes, drones must comply with aviation safety rules as stated in the International Civil Aviation
Organization (ICAQ) established at the United Nations level, signed in Chicago on December 7, 1944 which
is known as the Chicago Convention (TOBOR et al., 2017). The convention has prohibiting unmanned
aircraft that flying over the territory of another State without its authorization since 1944 and requiring
the countries to take into account the standards and recommended practices established in the
convention when developing its regulations (Sarrién Esteve (2017), TOBOR et al., (2017) and Molina and
Campos (2018)).

Regulation of commercial UASs varies considerably from country to country and regulators are working
to adapt and standardise current laws to new technologies. While the use of UASs is growing rapidly,
regulators around the world are struggling to keep pace with new uses, capacities, and technologies
(Clarke & Moses, 2014). However, understanding international legislation on conditional access systems
is essential to determine which countries will be most open to the use of commercial drones and what
kind of precedent is set for countries that are slow to act to adopt regulation (Fiallos Pazmino, 2019). The
United States, for example, has had to scramble to respond to the relaxation of regulations required by
UAS companies; at least half a dozen countries with permissive UAS legislation allow deliveries either in
low-population areas or universally (Jones, 2017).

According to (Jones, 2017), the approach to regulation differs considerably around the world, but the
main elements of regulation are largely the same and are often dictated by whether a country fosters the
promotion of new technologies or a safety-oriented approach. In most cases, the standard for national
regulation of UASs tends to consist of the following four main elements: pilot licensing, aircraft
registration, restricted areas and insurance. However, licensing, registration and insurance requirements
are often non-existent for small recreational drones; yet, for the commercial use of UASs, a sporting pilot's
licence has become the standard for countries that do not have specific licensing procedures for UASs
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(Jones, 2017). Airspace is generally restricted around airports or other sites of national importance, and
the use of UASs over densely populated areas is often prohibited or severely restricted. In addition, Visual
Line of Sight (VLOS) is often required for all users, by limiting the horizontal and vertical operating distance
of UASs, as well as the weather and lighting conditions for operation. Liability insurance is required in
most EU countries but is not mandatory in the US ((DeGarmo (2004); Jones (2017) and Sarrion Esteve
(2017)).

At European level, the European Aviation Safety Agency (EASA) has been instructed by the European
Commission to elaborate a regulatory framework for drone operations and proposals for regulating "low
risk" drone operations. Indeed, EASA works in close collaboration with the Joint Authorities for the
Rulemaking of Unmanned Systems (JARUS) to achieve this. Regulation (EC) No. 216/2008 instructs the
Agency to regulate unmanned aircraft systems (UAS) particularly Remotely Piloted Aircraft Systems
(TOBOR, BARCIK and CZECH (2017) and Molina & Campos (2018) )).

However, the EU does not regulate drones with a mass of 150 kg or less, like the current government
Regulation, Regulation 216/2008 on common rules in the field of civil aviation, planes whose mass is
greater than this size fall under the jurisdiction of the EASA while the drones with a mass of less than 150
kg can be regulated at the level of the Member States (Levush, (2016) and Sarridn Esteve (2017)). In this
regards, several Member States, including Austria, the Czech Republic, Denmark, Germany, France, ltaly,
Poland, Spain, Sweden and the United Kingdom have already adopted rules where the national authority’s
permission is limited to 150 kg, while other countries, such as Denmark, Finland, Lithuania, and Portugal,
place the upper weight limit at 25 kg. Due to differences in national rules on criteria and operating
conditions for drones and associated security issues, operators must request separate authorization in
each EU member state (Sarrién Esteve (2017); Molina & Campos (2018); EU (2020) and Levush (2016)).

3.4.2.2. Current Regulations Among EU Countries

According to Sarrion (Sarrion Esteve, 2017), Spain was one of the first European countries to pass a
technical regulation on drones. At the national level, the operation of UASs with a maximum take-off mass
exceeding 25 kg must be entered on the registry of aircraft registration and have an "airworthiness
certificate", while the UASs with a take-off mass of 25 kg or less are exempt from having to comply with
these requirements (Article 50.2 Law 18/2014). Furthermore, the provisional Law requires that all UASs
for civilian use have an "identification plate" fixed to their structure with the "identification of the aircraft"
and the name of the operating company, along with any data necessary to make contact with, and this
must be all clearly legible, visible with the naked eye, and indelible" (Molina & Campos, 2018).

The Belgian Civil Aviation Authority (BCAA) published the Royal Decree of 10 April 2016 “concerning the
use of remote-controlled aircrafts in the Belgian airspace”, which regulates drone operations hence,
drones are divided depending on their weight into class 2 up to 5 kg and class 1 up to 150 kg. The drone
operators must look for the registration of the drone at the BCAA for a certificate of competence in the
case of class 2 or a remote pilot licence in the case of class 1 (Molina & Campos, 2018).

In France the operation of UAS weighing no more than 25 kg for experimental or test purposes generally
does not require a special permit as long as the operation complies with certain flight requirements. The
operation of UASs whose mass is less than 150 kg for other “specific activities”, mainly for commercial
purposes is therefore subject to rules. For UAS weighing 150 kg or more, which are subject to regulations
at EU level, the conditions of flight and use are authorized on a case-by-case basis (Levush, 2016).
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Under German law, the operation of a UAS weighing more than 25 kg will not be permitted. In order to
operate a UAS weighing more than 5 kg, the owner must obtain a specific flight authorization from the
aeronautical authority of the German state in question. For UAS weighing no more than 5 kg and not
having a combustion engine, a general flight authorization may be granted for a period of two years. A
general authorization is only issued for a specific state, but can be recognized by other states (Levush,
2016).

Poland currently excludes UAS weighing less than 25 kg from the registration requirements. If the weight
exceeds 25 kg, a flight permit is required, and operational restrictions may apply (Levush, 2016).

Swedish regulations establish several categories based on the weight and use of UAS. The UAS used for
commercial and research purposes, as well as those transported out of sight of the operator, generally
require a licence from the Swedish Transport Agency (Levush, 2016).

The UK generally exempts the use of UAS weighing 20 kg or less from airworthiness and flight crew
licensing requirements, though it subjects the UAS weighing between 20 and 150 kg to all articles of its
Air Navigation. The operators of these aircraft are therefore required, among other things, to obtain a
certificate of airworthiness, to have a flight permit and to have an authorised flight crew (Levush (2016)
and Molina & Campos (2018)).

Although other EU countries have drafted or enacted regulations on UAVs, these are largely vague due
to a lack of need, capacity or technical expertise. A more comprehensive list of countries with regulations
applicable to commercial UASs can be found in the table 2 below.

Countries such as Belgium, Croatia, Latvia, Lithuania, Luxembourg, Netherlands, Slovakia and Slovenia
have made some strict restrictions of drones (e.g., a ban on drone use or VLOS requirements); thus limiting
their potential range. Austria, Czech Republic, Denmark, Finland, France, Germany, Ireland, Poland,
Liechtenstein and Switzerland allow for the potential use of commercial drones (e.g., experimenting with
BVLOS). Seven countries have enacted permission for commercial use in some capacity: Greece, Iceland,
Italy, Norway, Russia, Sweden and UK while Belarus, Estonia, Romania, Spain and Ukraine have vague
legislation that is currently in development.

Mostly, there is no big difference between countries in terms of forbidden zones at all times are: all
controlled airspaces, prohibited zones, danger zones, restricted zones, temporary segregated/reserved
areas, and so on. Industrial complexes, nuclear power plants, military zones, and other special zones
cannot be flown over unless otherwise described in the Aeronautical Information Package (AIP) (Levush,
2016). Additionally, within authorized areas, drones must not fly higher than 150 meters above the
ground, or higher than 50 meters above any artificial obstacle more than 100 meters in height (Molina &
Campos, 2018).

Indeed, the differences between EU countries regarding the functioning of drones are still relevant, which
consequently reduces the competitiveness of the European drone industry. Nevertheless, the future legal
framework, as designed by EASA, will create legal certainty for the industry, in particular with regard to
the requirements relating to drones in terms of commercial and professional activities (Hartmann & Giles
(2016); DeGarmo (2004) and Molina & Campos (2018)).

3.4.2.3. The European Regulation Framework
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The European Council and the Parliament are continuing to work together to provide a common
regulatory framework. Thus, the European Aviation Safety Agency (EASA) is an EU body established in
2002, with the mandate to issue implementing rules and approve airworthiness standards, will give the
industry legal certainty and reassurance, especially in the case of commercial and professional activities
(Thompson & Saulnier (2015) and Levush (2016)). Likewise, the distinguishing drones by their risk and not
by their weight could solve the issues encountered by professionals when working in other European
countries to support the European competitiveness and leadership in the drone sector to deliver new
employment and business opportunities and, at the same time, to respect safety, privacy, and the
environment, as stated in the Warsaw Declaration (EUR-Lex, 2020).

According to the EASA (2017) different stakeholders are affected by civil drones: National Aviation
Authorities, the Aviation Industry, Air Navigation Service Providers (ANSPs), Airspace Users (or pilots),
Manufacturers, Drone Operators, and the General Public.

Main parties to be taken into account (Actors):

Drone Manufacturers

That is, the producers of thefinal product. They could befrom the EU or from a non-EU country.
Nevertheless, all of them should complywith the EU country requirements.

Operators

People holding a license to navigate a drone as well as people whogive training to other pilots.
That is, their drone use has purely a professional/commercial purpose.

Pilots/Users

They can also be operators when there is professional/commercialuse of the drone, but they
might also hold no license if the drone weight is belowa specific value and is used just for
hobby/leisure purposes.

Members of the General Public

Their safety and security can be affected by adrone. The main concerns for people are related to
safety, the environment,privacy, and data protection.

The Economy

Businesses that may include the use of UASs in their businessmodel to lower costs and/or add new
innovative services.

Figure 9: Five main parties actirs to consider (source: Camps, 2018)

However, at present, without a common regulatory framework, different European countries regulate the
activity of these actors in different ways. In the case of civil UASs weighing less than 150 kg, it is clear that
the different EU countries regulate the activity of these actors differently. For example, in 2016 the
Swedish Supreme Administrative Court made it illegal to use camera equipped with UASs unless the users
have obtained a special surveillance permit.

The new EU regulatory framework will therefore replace existing national rules in EU Member States and
cover future UASs operations, furthering the development of innovative applications and the creation of
an European market for unmanned aircraft services (EASA, 2020). Moreover, the EU regulatory framework

October 2022 56
]




DRIVE2

THE FUTURE

r— . o

r——
——

D7.1: Ethical, sociocultural, gender, safety, and legal issues

should ensure the safety of UASs operations, facilitate the application of citizens' right to privacy and
contribute to solving safety and environmental concerns for the benefit of EU citizens. The European
regulatory framework will be based on the following principles:

3.4.2.4. A risk-based and proportionate approach

According to the nature and level of risks involved, the new framework will introduce three categories of
operations (open, specific and certified) and a different regulatory approach will be adopted for each

category as well.

eCover operations that present the lowest risks, should not require UAS that are
. subject to standard aeronautical compliance procedures, but should be conducted
SELELEUERIE  (sing the UAS classes that are defined in Commission Delegated Regulation (EU)

the 2019/945

Ilopenll

G ey risk assessment should be conducted to indicate which requirements are
the necessary to keep the operation safe.

*Cover other types of operations presenting a higher risk and for which a thorough}

"Specific"

*Should, as a principle, be subject to rules on certification of the operator, and the
: ; licensing of remote pilots, in addition to the certification of the aircraft pursuant
Operations in '
P the to Delegated Regulation (EU) 2019/945.

"Certified"

Figure 10: Regulatory Framework for the operation of UASs (source: EUR-Lex, 2020)

In addition, it will also enable the deployment of an UASs air traffic management system, the U-space, to
support the progress of UASs operations in low-level airspace further than the visual field of view and

congested areas (European Commission, 2020).

Operations in the "Open" category do not require prior authorization or a pilot's license. Nevertheless,
they are limited to operations in visual line of sight (VLOS), below 120 m altitude and carried out with a
privately built UAS or a UAS that complies with the technical requirements defined in the regulations.

Table 10: Summary of the operations authorized in the “Open Category” for each class of drones as defined
currently by EASA.

Class Nickname MTOM/) Electronic Distance from Operator

ID/Geo- people registration
awareness required

1M Toy Drone < 250g No You can fly over | No, if no
uninvolved people | camera
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Class Nickname MTOM/] Electronic Distance from Operator
ID/Geo- people registration
awareness required

(e (:\\¥h Hobby Drone <900 Yes Yes

(e 2[:V)| Prosumer < 4kg Yes You can fly at a safe | Yes

Drone distance from

uninvolved people

(e} =1Ll Profession and | < 25kg Yes - Fly in an area | Yes
NI Aero-Model where it is
reasonably

expected that no
uninvolved people
will be endangered
- Keep a safety
distance from
urban areas

Operations involving UASs weighing more than 25 kg and/or operated beyond the line of sight will
generally fall under the "specific" category.

However, operators must either carry out a risk assessment (using a standardized methodology to be
provided by EASA) and define mitigation measures before starting in the specific category or check that
they are in line with a specific scenario defined by EASA (or the national aviation authority). In that
framework, operators will be able to obtain a permit from the national aviation authority (in some cases,
a simple declaration may suffice). The permit or specific scenario will define the authorized operation and
the applicable mitigation measures (technical requirements for UASs, pilot expertise, etc.).

The “Certified” category (high risk) includes operations involving large UASs in controlled airspaces. The
rules applicable to the “certified” category will be the same as for manned aviation: the UASs must be
certified for their airworthiness, pilots must be licensed, and safety oversight will be performed by the
competent National Aviation Authorities and EASA.

3.4.2.5. Sharing of Responsibilities between the EU and the Member States
To provide the necessary flexibility, each EU country will be able to define "zones" to restrict access to
certain parts of their airspace or, on the contrary, to relax the conditions. In doing so, national specificities

will be dealt with at the most appropriate level. Registration and authorizations will also be implemented
at national level on the basis of a common rule.
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Category of operations Open Specific Certified
low risk medium risk high risk

Authorisation needed

UAS Compliant with Commission Compliant with requirements Certified UAS

Delegated Regulation on UAS included in the authorisation
Operations allowed Restricted to: Restricted to: Controlled airspace
= VLOS =  Operations specified in U-Space
‘= Altitude <120 m the authorisation
‘= Other limitations defined  ®*  Limitations defined by
by: national airspace zones
- Commission
operations
- National airspace
Regulations Commission Regulation on UAS operations in open and specific Revision of existing

aviation regulation

Figure 11: Category of operations allowed, and authorizations needed of UASs (source: EU Commission, 2020)

On the basis of opinion 01/2018 published by EASA and the European Aviation Safety Agency on 6
February 2018, the European Commission will adopt by the end of the year two regulations covering UASs
operations, in particular in the Open and Specific categories. The first regulation will define the rules and
procedures for operation of UASs, while the second will define the technical specification applicable to
UASs authorized to operate in the open category (European Commission, 2020).

Likewise, the common rules will help the drone operators, whether professional or recreational, to have
a clear understanding of what is allowed or not. At the same time, it enables them to operate across
borders. Once drone operators have received an authorization in the state of registration, they are
allowed to freely circulate in the European Union (Levush, 2016). Although, the new rules should include
technical as well as operational requirements for drones, though, they define the capabilities a drone
must have to be flown safely (EASA, 2020). Further, the UAS will have to be individually identifiable,
allowing the authorities to trace a particular drone if necessary.

To better address regulatory issues, governments and all different stakeholders of UASs should literally
include the establishment of mandatory registration of UASs, create codes of conduct and expand
regulatory frameworks to better protect privacy rights as part of legal solutions for UASs. Therefore, legal
measures can also focus on creating a regulatory framework to establish "rules on the data collected by
UASs and not only on the operation of UASs (Chang et al., 2017). For example, the need to delete or make
anonymous personal data that are not strictly necessary for the mission of the UASs. Other measures
include the interdiction to store and disseminate personal data without the knowledge of the person
involved.
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Nevertheless, due to the COVID-19 crisis, the European Commission has postponed the date of application
of new EU regulation 2019/947 by 6 months, it will consequently enter into force on 31/12/2020 instead
of 01/07/2020 initially. Though drone operators will have to register in the Member State where they
have their residence or main establishment, afterwards, once a drone operator has received an
authorization from its state of registry it means that the operator will be allowed to freely circulate in the
European Union (EASA, 2020).

3.4.2.6. Societal Factors and Risk Concerns Towards the use of UASs

The use of UASs in civilian or commercial contexts promise to offer a wide range of new opportunities,
while they simultaneously present new security threats (Wallace & Loffi, 2015). The negative aspects of
UAS have gone from concept to reality. Before UAS have been legally controlled and authorized for
legitimate uses, though, some actors have taken care of its usage in negative purpose such as criminal or
terrorist aspect. Likewise, such incidents might present a prediction of possible personal injury, death or
physical damage to vehicles or structures (Wallace & Loffi (2015); Buckeridge, et al., (2016)). Below is the
nature of the UASs threat as defined by Wallace and Loffi.

~

commercial off the

Shelf Threat Payload Threat Weaponized Threat
* Nuissance e Smuggling e Non-Lethal
¢ Airspace Interference e Projectile
¢ Monitoring: * Weapons of Mass
Surveillance Destruction(WMD):
Reconnaissance Chemical, Biological
* Kinetic/Kamikaze and Radiological
Nuclear

* Improvized Explosive
Devices (IED)

¢ Electronic Attack

Figure 12: Concepts of illicit UAS-use (Source: Wallace a Loffi, 2015)

Figure 4 shows the major UASs threats such as commercial off the shelf threat, payload threat and
weaponized threat. Hence, the nature of commercial UAS technology can make it usable in negative ways
among others criminal or for terrorist purposes straight out of the box with little modification. According
to Soloman (2014) as cited in (Wallace & Loffi, 2015) the most nonthreatening illegal use of UAS platforms
is interference they create for the general public. These actions represent any interference with an
owner's rights to use and enjoy their property without unreasonable interference, also, the UAS platforms
can violate the privacy of an individual as it can change the dynamic of aerial surveillance. In the other
words, drones depend on continual feeds of data and commands, which make them a source of
interference with the electromagnetic signals on which other devices depend therefore, this may in turn
impair the functions of other devices (Clothier et al., (2017); Buckeridge, et al., (2016)).
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Also, in July 2015, in USA a woman was knocked unconscious by a falling UAS platform after its owner lost
control of the device at a Seattle gay pride parade (Rawlinson (2015) as cited in (Wallace & Loffi, 2015 ).
Thus, even without weapons, a drone can cause damage or injury to people or property on the ground or
in the air. UAS platforms can also be used in payload threat/smuggling, as they can be used as a transport
mechanism for smuggling or illegal cargo, which can allow terrorists or criminals to bypass traditional
security barriers (Wallace & Loffi, 2015).

Furthermore, Weapons of Mass Destruction (WMD) represent particularly deadly threats resulting from
the use of hazardous materials, including chemical, biological, radiological, and nuclear (CBRN)
substances. The use of UAS platforms as a CBRN delivery system can sometimes have a negative impact
as these delivery systems can easily bypass traditional security measures, therefore these systems can
actually cause massive losses (Wallace and Loffi, 2015). According to (Gittleson, 2014), argued that
electronic attack can be a particularly new threat presented by drones. It is the ability to use them as
platforms to commit electronic attack or electronic theft. For example, the Sense Post "Snoopy" drone
can be equipped to digitally divert the wireless signal from a smartphone and access the personal
information contained on the device.

3.4.2.7. Public acceptance

According to Farber (Farber (2017) as cited in Khan & Javed, 2018) whenever a new technology is
introduced, the public perceive both its advantages and disadvantages hence people are apprehensive
more so of the disadvantages and the problems that the new technology might bring along with it.
Further, their relatively small size of drones allows them to fly over places that humans or alternative
technologies such as helicopters or manned aircraft cannot (Farber (2017) as cited in Khan & Javed (2018);
(Chamata, 2017)). Therefore, to take into consideration societal factors have a great impact on how easily
people would adapt to the commercial drones.

Several studies have been conducted to examine the public perception of drones and perception of the
risks associated with drones. In a survey conducted by Associated Press, only 21% of the respondents
were in favour of the commercial drones’ usage whereas 43% were against this technology and 35%
neither supported nor opposed this technology (Gulliot (2015) as cited in Khan & Javed, 2018). Klauser &
Pedrozo, (2017) conducted a survey about public perception of drones in Switzerland found that the
public opinion of drones depended on where they were used and for what purposes. Thus, the results
showed that the public supported the use of drones for military and police applications but unfavored the
commercial and hobby applications. Furthermore, the delivery drones’ services were not favoured whilst
using drones for scientific research was highly favoured. Indeed, the package delivery service by using
drones as it is a very promising use of the technology but consumers unlikely due to the fact that customer
may consider himself responsible if a drone causes hindrance in the flight of another aircraft or causes
damage to any building/physical property while it delivers the package to the consumer (Chamata (2017);
Clarke (2014); Khan & Javed (2018)).

Another study conducted by Boucher (2016) used focus groups in Italy and UK to examine early
associations of people have when asked about the acceptance of commercial drones usage, identified
that the two major concerns were that privacy played a key role in the perception of drones and the uses
of drones who have provided benefits to others have been accepted while the benefits to the pilot only
(fun, hobbies) were considered as unacceptable.
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Though numerous incidents have occurred over the past years as well including filming Kate Middleton
and Paris Hilton with no prior consent, given the dedication of the paparazzi to attract more audience and
the money that can from "scoop" images of celebrities, likewise it is easily predictable that the media
would increase the public concerns in terms of an abuse of privacy of the power of on-board drone
cameras (Clarke, 2014). Also, the public is concerned about the privacy of their locations and
communication such as email, mobile calls which the drones are also capable of controlling through the
communication link.

Likewise, numerous studies states that the public is concerned about the purpose and destination of their
personal data and their identification. Hence, bodily intimacy is essentially important for the public due
to the fact that it compromises personal freedom which has an undesirable influence on the necessary
innovative behaviors (Aydin (2019); Clarke (2014); Khan & Javed (2018); Lidynia & Ziefle (2017); Clothier
et al., (2017)). Indeed, when these issues are sometimes accompanied with ethical misconduct, increased
concerns about confidentiality are evident. Also, in many cases, residential and private spaces are invaded
while it is not possible to identify or find the operator of the drone. Siegrist (Siegrist et al., 2007) argued
that the acceptance of emerging technologies has been found to be highly dependent on trust, which
individuals need to trust that the technology will be used responsibly by the user and not for malicious
intent. Thus, trust is in many ways based on how familiar an individual is with the new technology. And
this is rooted in the familiarity hypothesis that suggests that when the public becomes more familiar with
a technology, support for it increases (Kahan et al., 2009).

In a study (Finn & Wright, 2016) the researchers interviewed a small group of people who work closely
with drones in order to determine which type of UAS operators among civil, commercial and government
are greatly threat to the privacy of individuals. Interestingly, the results showed that the greatest concern
for violation of privacy after users of recreational drones was the law enforcement. Another study (Herron
et al., 2014) regarding public perceptions, found that individuals strongly oppose the use of drones for
surveillance of streets and neighborhoods and that drones should not be used as additional surveillance
tool, thus the proper rules and regulations regarding the public privacy should be addressed.

According to several studies, policy development regarding the use of UAS in general, and transport,
usually consists of consultations with a small number of experts and stakeholders (Boucher P., 2014). In
the United States, for example, coordination between the federal, state and local levels is currently
increasing (West et al., 2019), while in Germany there is still a lack of awareness at the municipal level
(Otto Zimmermann & RoeRiger, 2017a), as cited in (Kellermann et al., 2020). In general, however, most
articles point out that there is a common perception that local stakeholders and citizens (beneficiaries)
are insufficiently consulted when implementing the use of UASs (Boucher (2016) and Kellermann et al.,
2020).

To address public acceptance concerns, UASs actors and all different stakeholders need to make greater
use of information and transparency of the process as solutions to generate acceptance, as information
is seen as a mechanism for public debate and as a form of legal empowerment for the public. In addition,
various concepts of good jurisprudence are considered necessary to establish social acceptance, with an
emphasis on regulations that protect public interests; technical security measures and the integration of
privacy by design could be included as technical solutions. Moreover, consideration should be given to
increase accountability by equipping UASs with chips, designing them in a quieter and more
environmentally friendly way and propose participatory approaches or stronger involvement of citizens.
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Indeed, a concrete objective of these public consultation processes is to reach a common understanding
of whether and how urban airspace should be used in the future toward public acceptance.

3.4.3. Legal and public acceptance issues on Unmanned vessels

3.4.3.1. Legal acceptance issues

The technology and increasing interests on autonomous (acting independently or having the freedom to
do so) and unmanned (without the physical presence of people in control) vessels are an active topic. Last
decades, lots of research papers and European projects have been carried out about autonomous or
unmanned vehicles, especially autonomous or unmanned vessels, in maritime transport. Most of the
papers and research are covering the topics such as autonomous navigation technology, automated
onboard systems, e-navigation, automation software, remote control (unmanned), economic benefits,
legal and regulatory implications, testing and validation (Rolf Skjong, 2008).

The autonomous and unmanned vessels have been interested in the development for safety, security,
traffic efficiency, environment, and economic perspectives. However, the research implementations for
the autonomous vessels have a need for legal and regulation to permit in the waters with respect to
sailing, speed, safety checks, and operational issues. The unmanned or autonomous surface vessels are
under-development for the purposes of the military actions, and cargo or passenger transports.

3.4.3.2. Current Regulations among EU Member States

The review of the current regulations among the European Union (EU) considers what is the current
situation (until the beginning of 2021) among the member states that are coastal EU countries with higher
contribution to the European Maritime Safety Agency (EMSA website, 2020). For this reason, the start
point can be “What is the autonomous/un-manned vessels’ regulation of the European Union?” to focus
on the general perspective of the European waters. According to the European Union, there is a described
guideline that is called “EU Operational Guidelines for Trials of Maritime Autonomous Surface Ships” that
is forced for the cooperation and coordination among all member states for the autonomous vessels’ trials
at the European waters. From the member states' perspectives, lots of the member states have no
regulation and/or consider only the European Commission’s Guidelines (VTMIS, Directive 2009/17/EC) to
test and operate the unmanned surface vessels.

Italian Regulations on Unmanned Vessels

The Italian regulation of the Italian Code of Navigation (Codice della Navigazione, Articolo 136) mentions
a ship that is “Whatever construction meant for transportation by water, also for the purpose of towage,
fishing, leisure activity or other employment”. After that, The Article 146, that is also about Italian Code
of Navigation (Codice della Navigazione, Articolo 146), considers the vessels registrations, at the Italian
waters, with some procedures and requirements for seagoing vessels (navi maggiori) and vessels with
inland navigation services (navi minori). However, the Article 146 is not mentioning directly
autonomous/unmanned vessels registrations at the Italian waters.

Greek Regulations on Unmanned Vessels

The Greek regulation allows the unmanned cargo surface vessels with registered fewer crew numbers
based on Article 1 of the Code of Private Maritime Law. Additionally, the Greek Law, which is Article 1 of
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the Code of Public Maritime Law, also highlights unmanned surface vessels as any crew designed to
operate at the Greek waters to aim at passenger and/or cargo transports, fishing, scientific or other
purposes. The unmanned surface vessels are compiled by the Greek national law. Furthermore, Greek
regulations interest in also international regulations that are SOLAS (Regulation 2 mentions unmanned
vessels, and this regulation is defined in the Greek regulation of Article 1) and COLREGs (that are included
in Greek Law of Maritime) and UNCLOS (Article 91 describes the states national laws based on flags and
this also considered by Greek Law of Maritime). So, the Greek Law of Maritime has no distinction on how
a surface ship can control and operate in Greek waters (source: CMI questionnaire on unmanned ships in
Greece).

Portuguese Regulations on Unmanned Vessels

The Portuguese regulation is carried out mainly by the Portuguese Maritime Administration (Diregdo-
Geral de Recursos Naturais, Seguranc¢a e Servicos Maritimos). The regulations are considered in the
COLREG (International Regulations for Preventing Collisions at Sea) rules and regulations based on
navigation and collision avoidance. The intelligent/autonomous technologies are not mentioned in depth.
However, there are some terms, such as Automata; Fuzzy Logic; Hybrid Systems; Petri Nets; Neural
Networks; Evolutionary Algorithms, that are highlighted (Perera et al., 2009). These systems are based on
intelligence systems for human-friendly, environmental, economic decision processes. Then, the
Portuguese regulations about behaviors, which aim to avoid collision, are represented as the Coast Guard
Collision Regulations. For the registration, the Portugues regulations are applied based on the United
Nations Convention on the Law of the Sea (UNCLOS).

Spanish Regulations on Unmanned Vessels

The Spanish regulation is developed with respect to the UNCLOS (United Nations Convention on the Law
of the Sea) and SOLAS (International Convention for the Safety of Life at Sea) and the EU (European Union).
The Spanish government has approved the European directives that are Royal Decree 877/2011
(standards for vessel inspection and corresponding activities), Royal Decree 210/2004 (monitoring and
information systems), Royal Decree 1617/2007 (protection of the ports). Additionally, the Spanish law,
Act 14/2014, corresponds to each kind of (autonomous and/or unmanned) vessels. In conclusion, Spanish
regulations have each maritime transport stakeholders. However, the regulations are not focusing on the
autonomous/unmanned vessels deeply (Anna and Carlos, 2020).

French Regulations on Unmanned Vessels

The French regulation considers all stakeholders and parts of maritime transport, but it is mainly related
to non-autonomous vessels. According to the French Law No 2019-1428 on 24 December 2019, the
improvements on autonomous vehicles on maritime transport requires a regulation that is called the Code
of Transport. The Law No 2019-1428 is focused on the navigation of autonomous vessels with respect to
safety, insurance, and social issues. After this law, the expectations are additional regulations for the
unmanned surface vessels but there is no other legislation and/or law on autonomous vessels has been
approved (ICLG — Shipping Laws and Regulation 2020).

German Regulations on Unmanned Vessels
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The German regulation has no information and process for autonomous/unmanned vessels. The German
Law considers secs. 570-573 of the German Commercial Code about collision between vessels. Based on
the German authorities (ICLG, 2020), it can also be highlighted for autonomous/unmanned vessels.

Polish Regulations on Unmanned Vessels

The Polish regulation on Maritime Transport is integrated into the European regulations (Directive
2009/17/EC). Additionally, the Polish regulations are highlighted with respect to collision avoidance (EC
Regulation 864/2007, and COLREGs), pollution control, salvage, and liability (1996 Protocol, and
Resolution LEG.5.99). However, Polish regulations and laws do not consider autonomous and/or
unmanned surface vessels and their operations at the Polish waters (ICLG, 2020).

Belgian Regulations on Unmanned Vessels

The Belgian regulation has been applied since 1910 and is developed with respect to COLREGs. The
regulation focuses on maritime transport collision, environmental protection, and registration. In the 21
century, the regulation is also re-designed according to MARPOL, EU Regulation 864/2007 for Maritime
Collision, EC Directive 2009/98 on Waste, and EC Directive for European vessel registration.

Finnish Regulations on Unmanned Vessels

The Finnish national regulatory perspective has three regulations, which are namely the Finnish Maritime
Code (Act 674/1994); the Act on the Technical Safety and Safe Operation of Ships (Act 1686/2009); and
the Act on Ships’ Crews and the Safety Management of Ships (1687/2009), that are related to the
tests/demos towards MASS (Maritime Autonomous Surface Ships). The further acts, the regulations and
decrees, that are carried out by the Finnish Transport and Communications Agency (TraFiCom), are
considered based on the content of the SOLAS and the STCW Conventions.

COLREGS is implemented as such in the form of a ‘blanket law’ through regulation 538/77 and is also
referred to in section 10 of the Water Traffic Act (782/2019). The most important tensions that MASS
generate with respect to these laws are lack of enough regulation and covering of all parts of
autonomous/unmanned vessels (Centrum Balticum, 2020).

3.4.3.3. European Maritime Safety Agency (EMSA)

The European Maritime Safety Agency (EMSA) was founded on 25/08/2002 by the European Union and
the headquarters are located in Lisbon (Portugal). The agency aims to reduce the risks of maritime
accidents, marine pollution from vessels, and loss of life at the sea across Europe with respect to EU
legislation. The agency is also organised as a unique for all member states (see following figure).
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Figure 13: The EMSA member states (soure: EMSA website, 2011)

EMSA is assigned to serve for European maritime interests for safety, security, environment, and
competitive maritime sector. The agency works as a reliable and respected reference point of maritime
sector for the European and international countries.

The developments on autonomous vessels technology are caused an important need that is a guideline
for Maritime Autonomous Surface Ships (MASS) to avoid safety risks, maritime traffic difficulties, and
operational problems. For this purpose, EMSA and the European Commission addresses an EU
Operational Guidelines for Trials of Maritime Autonomous Surface Ships. The guidelines aim to highlight
a guidance/leading process for the stakeholders (such as operators, companies, administrations,
universities, etc.) autonomous vessels implementations, tests, demonstrations concerning safety,
security, traffic efficiency, and environment perspectives on European waters. The main objective of the
EMSA is to highlight the processes that are related to designated test areas and/or vessel safety zone
concerning the tests of autonomous vessels and infrastructures.

The EMSA guidelines (VTMIS, October 2020) address firstly Actions to be Considered by The
Administration with the following sub-groups:

e -Designated test area / Ship safety zone for MASS trials, the objective is for the involved
Administrations to designate a test area/ship safety zone suitable for effective tests/trials of MASS
systems and sub-systems at full or reduced geometrical scale of the vessel in a safe, secure and
environmentally friendly manner.

e Digital maritime services and support tools hosted by EMSA, hosts and operates systems and
services, with unlimited geographical coverage, that can support in the process of identifying
suitable areas for MASS tests/trials; and, during the performance of tests/trials.
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e Limitations, the Administration may prescribe specific limitations/recommendations in relation
to the designated sea area, type of MASS/ships, duration of trials and type of trials planned as
appropriate.

e Administrative procedures for authorising tests/trials, the Administration should have in place,
based on this guidance, a procedure containing all the necessary steps to file an application, for
carrying out tests/trials on MASS systems at sea.

e -Management, monitoring, communication and control-operations, the objective is to perform
trials in a safe, secure and environmentally friendly manner by using the tools available to the
Administration and to the applicant in an efficient and effective way.

e Responsibilities before and during tests/trials, the Administration should inform the applicant
about the designated test area or safety zone around the ship for MASS trials, the application
process and make available any characteristics for ensuring safe, secure, and environmentally
friendly test/trials to all relevant stakeholders.

After the first part, the guidelines identify the Actions to be Considered by The Applicant. The applicant
should establish a clear and accessible chain of command and control, for intervention in emergency
situations of the MASS before, during and after the trials. Moreover, this part of the guideline has the
following steps:

e For the MASS — The Ship, the applicant should demonstrate the ability to always maintain
meaningful human control during the tests/trials and can abort the tests/trials, as well as ensuring
consistency with the results of the risk assessment.

e Characteristics and Requirements addresses the main characteristics of the ship under test/trial
should be specified by the applicant, including the applicable level of automation/ autonomy of
the MASS and/or provision of remote control for the ship.

e Responsibilities during tests/trials concerns that applicant shall carry out trials efficiently without
risking the safety of maritime traffic or any possible adverse effect on the environment, and
applicant shall provide a procedure for the management of emergency situations specifying how
the trials can be aborted at any time and to gain, at the same time, full control of the vessel (by
stopping it, or controlling its course and speed).

In the last part of the guidelines, reporting and information sharing part considers the test plan should
include meetings between the applicant, other relevant stakeholders and the Administration as deemed
appropriate. Test reports and relevant documents, without prejudice to commercial sensitive
information, should be made available to the Administration for the purpose of evaluating and assessing
the results in view of future use of the area, and in view of developing policy for MASS operation.

In conclusion, VTMIS shows how the autonomous vessels can circulate across the European borders.
Additionally, it allows the trials/tests by several processes when the organizations, administrations,
companies want to implement a pilot/demo site at the European waters.

3.4.3.4. Risk Issues on Unmanned Vessels

The primary aim of this chapter is to identify potential operational difficulties that could affect adopting
the new technology of unmanned autonomous ships. The analysis assumes automation level tree (IMO
2018), whereby the ship will be able to take decisions with regards to routing and navigation. There is still
though remote human control and confirmation of decisions from a Shore Control Centre (SCC). The
analysis below would probably be applicable, with minor modifications, for higher automation level as
well but no attempt has been taken to specifically address these types of autonomous ship design.
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The considerable challenges with respect to the international regulatory framework and related insurance
aspects are related to crew definition, ship registration, labor market, operation in foreign jurisdictions,
ship seaworthiness, security and data protection.

Crew definition, training, certification and operation

Given that the unmanned ships are operated remotely, the definition of the crew is important with
regards to the application of the various conventions to the “crew”. The Maritime Labour Convention
2016 (MLC) states: “...Seafarer means any person who is employed or engaged or works in any capacity
on board a ship to which the Convention applies...” This definition assumes that application of the MLC
regards seafarers that are “on board” the ship. The unmanned ships though will be effectively controlled
by personnel at the SCC. These personnel will have to be adequately qualified in seamanship and
navigation. Thus, the crew of the SCC will be engaged in the navigation of the ship but will not be “on
board” the ship. This raises the question as to whether the MLC will apply to the SCC personnel that for
all accounts will be certified seafarers. Moreover, for a ship manager, this ambiguity would create
operational complications since the owner will have to provide the requirements regarding the financial
security, accommodation and recreational facilities “on board”. An unmanned ship though does not need
such facilities on board. One of the advantages of the unmanned ships is the additional cargo capacity
created by the complete removal of crew accommodation facilities.

For a ship operator, especially one engaged in cross trading where the ship trades between countries
other than the flag country, such lack of clarity creates difficulties.

SOLAS prescribes that a ship is to be “sufficiently and efficiently manned”. The convention does not
prescribe though what number of crew fulfils this obligation.

From an operational perspective, for a shipowner of an unmanned ship, the training challenges are
difficult to tackle. On one hand, the SCC will need to be manned with certified seafarers. This is an
obligation on the flag states from UNCLOS (1982). Should this obligation be not fulfilled then the ship will
not be able to participate in international trade. On the other hand, for the crew to be certified, they will
need to undertake seagoing service that the shipowner of an unmanned ship cannot provide.

Ship registration

UNCLOS (1982) prescribes several obligations for the flag state with regards to ship registration. Art. 3 (b)
of UNCLOS (1982) refers to the “manning” of ships which raises the question whether the “crew” of the
SCC will satisfy the obligation. Moreover, in the same article, the flag state is required to undertake

“

measures in relation to “..the training of crews, taking into account the applicable international
instruments;”. The most fundamental of these is the STCW convention that prescribes the minimum
standards relating to training, certification, and watchkeeping for seafarers. According to the STCW,
training, and certification of seafarers includes an adequate period of “seagoing service” between 12 and

36 months (STCW 1978). This raises a very interesting question as to how this requirement will be fulfilled.

Labor market

This situation can also affect the seafaring labor market. Given the shortage of certified and competent
officers on a global scale, there is the possibility of competition between companies managing manned
ships and those with autonomous ships to attract certified seafarers. Companies operating manned ships
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would be the only options for seafarers seeking to acquire seagoing service. This could lead to increased
manning costs for all ships due to the bidding war between manned and unmanned ships for certified
seafarers. A number of manned ships will be pushed out of the market thus reducing further the positions
for seagoing service and ultimately the availability of future seafarers. Ultimately, this could mean that
for a period and until autonomous ship design prevails, the shipping industry will face an even bigger
shortage of competent seafarers and rising manning costs (Karlis 2018).

Operation in foreign jurisdictions

If different jurisdictions adopt a different approach to the safe manning requirements, then this increases
operational complexity and creates barriers to market entry. This problem could be further complicated
if jurisdictions dictate different manning requirements for the SCC. The lack of certainty as to the
interpretation of the application of the international conventions by different jurisdictions would be one
of the biggest impediments for a shipowner to take an investment decision into unmanned ships (Karlis
2018). The Port State’s concern with MASS is with respect to the enforcement of international rules and
standards and responding to the requests of other States concerning the autonomous vessel ‘voluntarily’
inits port. The notice of arrival, which can be verbal or electronic, constitutes an indication of the intention
to enter port. When a vessel is selected for inspection, there is usually communication between the port
State control inspector and the ship master. Presumably, such communication may be undertaken with
the shore-based team, but the inspector will need to board the ship. If the autonomous vessel does not
have personnel on board in the foreign port, it is conceivable that the ship’s agent, usually appointed to
act on behalf of its interests in a foreign port, may need to step in. However, the ship agent is usually a
commercial, rather than a person with technical knowledge of the ship as a crew member. Thus, the
inspectors’ questions may need to be directed to persons who are not present on the ship during the
inspection, or simply wait until such persons are available.

Moreover, the ambiguity in the requirements of operational documentation for unmanned ships will
negatively affect the decision of an independent ship owner to invest in the new technology.

Seaworthiness

Perhaps, a more important issue is the data connection required between the ship and the SCC. The
unmanned ship relies on data received by sensors to make or propose decisions. The question that can
arise regarding seaworthiness is a case where the ship undertakes a decision during lost connection with
the SCC that leads to an accident. Even though the connection loss could be temporary, there is an
underlying defect in the decision algorithms from the construction stage. Therefore, this could constitute
a latent defect which still renders the shipowner liable. Of course, there are also questions related to the
issues of product liability on the manufacturer and software developer that fall beyond the scope of our
analysis.

Security-related aspects

Furthermore, Wrébel et al. (2017) performed a what-if analysis on historic accident reports to assess the
possible safety implications of introducing Maritime Autonomous Surface Ships (MASS), suggesting that
accident consequences may in fact be higher for autonomous vessels, which may be counterintuitive.
Another example concerns security-related consequences, as cyber-security or piracy risks may be very
significant for autonomous vessels (Tam and Jones 2018). Therefore, even though such designs may be
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efficient, cost-effective, and safe, it is possible that the users have a negative risk perception of safety
risks, as suggested by Van Hooydonk (2014).

Hence, according to the results of the analysis, there are several risks affecting the adoption the new
technology of unmanned autonomous ships such as:

e Number of crew on board on at SCC;

e Crew qualification, training and certification;

e Inspections and other procedures at the port at arriving;

e Special requirements of operational documentation;

e Fear of loss of foreign exchange due to different jurisdictions;

e Job losses;

e Barriers to market entry of unmanned vessels;

e Seaworthiness in case where the ship undertakes a decision during lost connection with the SCC
that leads to an accident, collision regulation;

e Liability on the manufacturer and software developer;

e Cyber-security and piracy risks.

The notion of seaworthiness and limitation of liability create issues for a shipowner. The international
regulatory regime as well as the legal precedents relate seaworthiness with an adequate and competent
crew. With the current status of the international maritime law, it is vague whether an unmanned ship
can be considered seaworthy in the strict legal sense. Therefore, one of possible suggestions is the
application of the autonomous ship concept with a significantly reduced crew rather than a completely
unmanned design. This approach allows overcoming the impediments from the regulatory regime.
Furthermore, it addresses the problem of the shortage of seafarers and supports the economic viability
through a reduction in manning costs.

3.4.3.5. Public Acceptance Issues on Unmanned Vessels

The interests in autonomous vehicle technology are rapidly increasing. Maritime transport is also included
in this autonomous and/or unmanned vehicle technology because of safety and security concerns,
environmental effect, maritime traffic efficiency, human-life saving, and less paper-works. The
autonomous vessels can be also easily registered and checked by authorities against illegal actions.

3.4.3.5.1. Public Perspective on Unmanned Vessels

The public perspective on autonomous/unmanned maritime transport is quite unclear and different from
other transport modes. The autonomous vessel acceptance can be mentioned as a willingness to integrate
and willingness to have, maritime labor organizations' opinions, and regulatory developments. The main
concerns of the public perception focus on the figure out “the social license to operate these technologies
and that also means the regulatory” (Vessel Performance Optimization, 2020). The other consideration is
removing the people from the vessel. For this removal, the maritime labor organizations have a bigger
concern that causes opposition from the laborers. Another view of the public perspective on autonomous
vessels is that the technology can help the vessels, internally and/or externally, to make the vessels safer
and more liable. With this, the customers and owners can feel safe and prefer to choose these
autonomous vessels instead of classic ones. For the acceptance of autonomous vessels by authorities, the
requirement is to control safety operations and check the processes with no high level of workload. The
autonomous vessels can help this issue to provide easier paperwork and check requirements that are

October 2022 70
-]




DRIVE2

THE EUTURE

e
——

D7.1: Ethical, sociocultural, gender, safety, and legal issues

done by authorities. The public perception can also focus on the vessel crew. The crew mainly considers
the job-loss in order to other issues. If we assume there is no job-loss, the autonomous vessels are easier
to manage on connection and connectivity, the crew is just needed for checking. The other concern of
crew and ship-owners is the challenge that the operational risk of removing the human from the board
(such as connection problems, take-over situation, etc.) is not acceptable and tolerable. With the help of
autonomous navigation systems, the connection between vessel-vessel and vessel-land is much more
useful and linked, and effective instead of the classical method.

3.4.3.5.2. Public Opinions on Safety & Security of Unmanned Vessels

The Safety and Security concerns are mentioned due to collision avoidance and cybersecurity.
Autonomous vessels are a good opportunity to avoid human-related problems. Autonomous vessels can
be the solution for collision avoidance; however, they can also be very fragile against cyber-attacks. If a
cyber-attack occurs, this autonomous vessel can be very critical to safety, environmental effects, and
protection of human life. So, for the near future, autonomous vessel technology has a big challenge on
safety and security, and it is called “cybersecurity”. This challenge requires an enormous need for
regulation to process the autonomous and un-crewed vessel operations. Furthermore, the autonomous
and un-crewed vessels can be protected against any pirate attack on board. This will lead to lower
insurance coverage costs for vessels that operate at the pirate-risk waters (Weigel, 2017). In the study of
Rodseth (Rodseth et al., 2017), the paper is highlighting the several threats-leading to un-wanted events.
These threats and un-wanted events are listed in Figure 14: The connections between threats and un-
wanted events (source: Rodseth et al., 2017).

General threat Unwanted event

T1: Jamming of terrestrial link El: Loss of one or more messages

T2: Jamming of satellite link El: Loss of one or more messages

T3:  Short DoS attack towards shore-based E2: Limited or no communication capacity for
system a short period of time (1-2 hours)

T4: Long DoS attack towards shore-based E3: Limited or no communication capacity for

system a long period of time (1-2 days, or more)

T5: Wiretapping of terrestrial link E4: Confidential data overheard by
an unauthorized actor

T6: Wiretapping of satellite link E4: Confidential data overheard by

an unauthorized actor
ES5: Data 1s received, but the sender denies
having sent the data
E6: Data is sent, but the receiver denies

T7: Repudiation of transmitted message

T8: Repudiation of received message

having received the data
T9: Broadcasting of false messages on an open E7: False data received by one or more actors
channel listening to the broadcast channel
T10: Transmission of an  unauthenticated E8: False data received by the ship or the
message to a single actor shore
T11: Retransmission of a previously trans- E8: False data received by the ship or the
mitted message shore

Figure 14: The connections between threats and un-wanted events (source: Rodseth et al., 2017)

The autonomous vessel implementations bring some advantages and disadvantages. The advantages are
highlighted such as less operational costs, more efficiency, increased safety, and reduced bureaucracy on
registration and paperwork. On the other hand, autonomous/unmanned vessels have less administrative
workload (for both authorities and customers), better communication and information transmission, and
fewer human-related accident risks. For the disadvantages, fully autonomous/unmanned vessels require
good protection against each kind of cyber-attacks (that can be caused to loss of life, property, good, and
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damage to the environment), the less trust in the autonomous processes, and less human-related decision
that needs a very high level of technology to give enough result of decision-process (Rodseth et al., 2017).

Another study focuses on the technological advantages and disadvantages. The advantages are related to
sensor services (to check the conditions around vessels during the journey), vessel control algorithms
(navigation and collision avoidance), and communication and connectivity. The disadvantages are mainly
interesting in the cybersecurity and lack of regulation to autonomous vessel processes (Rolls Royce
Marine, 2016).

3.4.3.6. Unmanned Military Surface Vessel Technology

The autonomous vessel technology is also interesting in the autonomous military vessels. The United
States Navy wants to have an un-manned military vessel because of the military personnel and their
educational costs. Additionally, these autonomous military vessels target to avoid loss of educated
military staff and to avoid lack of human-crew when the number of vessels is increased (Maritime
Executive, 2020). The autonomous military vessel technology has an important implementation that is
called Sea Hunter. This project is aimed to operate autonomous military vessel that is unmanned self-
piloting and uses the diesel engine (Vigor website). A removable operator control station is implemented
during the testing period "for safety and backup" until the autonomous military vessel can be determined
to reliably operate.

Operationally, autonomous services are driven and controlled the vessel, with a human always observing
and taking charge, if it is mandatory, on the other hand, a human-controller is in charge, but not “joy
sticking” the vessel around. The vessel can operate without human on board with autonomous navigation
system (Christopher et al., 2016).

Furthermore, there is an organization, which is called Defense Advanced Research Projects Agency
(DARPA), to focus on a research and development of the U.S. Department of Defense. The DARPA is
interesting in the autonomous military vessels and their adaptations such as anti-submarine unmanned
surface vessels.

3.4.3.7. The Next Steps of Unmanned and Autonomous Vessels

The new technology and next expected steps are mentioned as the improvements and test
implementations of the autonomous vessel operations under the different environments and
circumstances, to understand and analyze the safety and security risks, environmental effect, and
operational difficulties (such as procedures, authorizations, legal issues, etc.), cost analysis of the
autonomous vessels and operations with including additional revenues (Rolls Royce Marine, 2016).
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Remotely operated
local vessel

Reduced crew with remote support and Remote controlled Remote controlled unmanned
operation of certain functions unmanned coastal vessel ocean-going ship

Figure 15: The next steps of the autonomous vessels in the near future (source Roll Royce Marine, 2016)

According to the paper of Weigel (Weigel, 2017), the autonomous maritime transport has some big
challenges, such as cyber-security and opposition of maritime labor organizations against autonomous
un-crewed vessels, in the future, however, maritime transport community should expect the unmanned
surface vessels that will be incrementally common in the internal and international waters.

3.4.4. Legalissues on autonomous road vehicles: the example of Slovenia

On 24 December 2020, the Government of the Republic of Slovenia delivered a proposition of changes
and supplements of the Road traffic rules act to the Slovenian Parliament. This was the beginning of the
procedure of accepting the proposition which successfully passed the first reading and is currently being
processed by the corresponding expert groups of the Parliament.

The Road traffic rules act defines rules which must be obeyed during involvement in the road traffic as
well as jurisdictions and sanctions that corresponding authorities use and deliver. The proposition is
following the key goals of road safety policy in Slovenia, reduction of road accidents with serious or fatal
injuries.

Proposition allows testing of autonomous road vehicles and defines conditions under which this testing
can be conducted. Autonomous road vehicles are defined as motorized road vehicles that have built-in
systems that can autonomously control the vehicle in traffic without the need of driver’s intervention.

Areas where testing of AV will be allowed will be defined and marked with suitable traffic signalization in
line with the regulations on traffic signalization and road equipment.

Autonomous vehicles will also need to be marked, mostly due to be easily recognized by other road users.
The driver of AV will need to monitor the vehicle’s systems and stay aware of the situation outside the
vehicle to be able to take over control if needed.

For easier investigation of potential accidents or offences, the proposition defines continuous monitoring
of the driver with in-built electronic systems during driving. In case of the accident or offence, the data
must not be altered and must be made available to corresponding authority for both 30s before and after
the accident or offence. These data can be stored and analyzed by the vehicle manufacturer for a
maximum period of one year, while the police can store and analyses them in duration and scope
necessary to conduct surveys or procedures but not longer than three years after obtaining the data. After
the mentioned periods, the data are to be deleted.

Insurance of AV is also important due to potential damage cases. In line with existing regulations, the AV
insurance will need to be valid for the time of testing. Drivers of the autonomous vehicle will need to keep
the insurance policy or other proof of the AV being always insured in the vehicle.
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For the means of informing other road users, AV manufacturers will need to inform the police and traffic
information Centre when conducting tests.

There is a special speed limit for autonomous vehicles proposed for the time of testing, 50 km/h for all
roads except motorways and freeways, where speed of 100 km/h is allowed.

3.4.5. Conclusion

The work carried out in A7.3 focused on the legal and user acceptance issues. In particular, the legal and
regulatory conditions in European countries that will affect the adoption of AVs were explored.

Firstly, more than 100 literature sources were identified. Secondly, legal and public acceptance issues on
Unmanned Aerial Systems were discussed including the general legal concerns on the usage of UASs, the
current regulations among EU countries analyzed for more than 20 countries (Belgium, France, Poland,
Sweden, UK, etc.).

Thirdly, the legal and public acceptance issues on Unmanned vessels were analyzed. This work included
the current regulations among EU Member States of Italy, Greece, Portugal, Spain, France, Germany,
Poland, Belgium, and Finland. Besides, the work of the European Maritime Safety Agency (EMSA) was
considered. The topics of this analysis covered the risk issues of Unmanned Vessels, the crew definition,
training, certification and operation, ship registration, seaworthiness and so forth. A special area of
consideration dealt with the military application in the unmanned military surface vessel technology.

Finally, the legal and acceptance issues of autonomous road vehicles were analyzed. To this end, the case
of Slovenia was taken. Attention was paid to the road traffic rules, insurance of AVs, police and traffic
information Centre, and speed limit for autonomous vehicles proposed by the lawmakers.

4. Key results of expert surveys

4.1. Introduction
From all surveys, in total we got responses from 96 respondents — see Table 7 for the overview.

Table 11: Overview of the respondent's numbers

Thematic area Round #1 Round #2
Ethical, sociocultural & gender issues 10 13
Safety 29 12
Transport crime 4

- 10
Cyber security 5
Legal issues 13

The professional background of the respondents (i.e., their affiliation and their main research field
particularly related to AVs) covered various fields (see below the overview for each thematic area).

Ethical, sociocultural & gender issues respondents

*=  Psychologists

* Researcher in Road Safety

» Research Associate

*  Professor of Cognitive psychology and human factors
= Researcher in ergonomics and human factors

» Research Director
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Senior Research Scientist in Software engineering
Professor in Human factors

Software engineer

Policy advisor

Safety respondents

Heads/researchers at transport research centres

Lecturers at transport and traffic engineering faculty or at departments of engineering

Directors & heads of transport policy or technology & policy units; transport policy analysts, policy
advisors

Transport engineers

Technical consultant/test driver heavy trucks; mechanical engineer automotive

General secretaries for transport & logistics association; bus & coach company; vehicle construction
company

Project managers

Chief technical officer

Transport crime & Cyber security respondents

Professors in criminology, technological evolution, machine learning
Research leader - Behavioural and transport psychology

Post-doc researcher in road safety and behavioural planning

Senior advisor in ITS technology

Chief technologist and ITS consultant

Lecturer in Artificial Intelligence, Deep Learning and Cyber security
Research & Development Manager in Vehicle-to-vehicle communications
Chief Technology Officer in Road Freight

Managers (data management, AV approval, public transport operation,
Representative of transport companies

Students (applied mathematics, cybersecurity)

Engineer (Commercial vehicles, regulations, research and development)

To the question of why they thought they were selected as an expert in this field, the majority responded
that it was probably due to their expertise, the projects they are involved in, their research and
publications. Thus, these approached experts are quite a heterogeneous group allowing various answers
to the interview.

4.2. Ethical, sociocultural & gender issues

4.2.1. Challenges linked to the adoption of AV

The responses on the challenges connected with the introduction and adoption of AVs in the frame of
ethics, sociocultural issues and gender issues can be grouped into following categories: societal
acceptance & trust, vehicle design and vehicle reliability.

The complete list of the challenges coming from the experts is listed below.

The first category concerns the societal acceptance and trust of automated vehicles:

e Acceptance and trust

e Cost

Public acceptance

Trust, distribution of responsibility

e Integration in the current context (with a lot of different types of vehicles)
e Societal acceptance
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e Harmonisation at EU level
e Making sure the driver's skills are maintained

A second important category is about vehicle design:

e The new concepts for the interior of cars, what would be possible to do inside the car, the position
of seats inside, the facilities inside the car, the way to present information to driver and
passengers, the cooperation between vehicles on the road.

e Making sure that the driver remains in the driving loop and will be able to drive whenever he or
she is called to do so.

o effective HMI design

The third category concerns the vehicle reliability, including:

e To be able to have robust and reliable technology with a reasonable cost, at least as high as we
get with human drivers in terms of number of accidents (in airspace, the goal has been reached
but the cost is not conceivable for a car in comparison with a plane).

e Standardisation of vehicles

e interoperability

e infrastructure support

Finally, one of the respondents pointed out that AVs acceptance will also imply new types of driving and
driver behavior, so that it will be important to understand implicit behavioral cues, as well as consider
related ethical and juridical issues.

4.2.2. Potentials/benefits linked to the adoption of AV

The respondents pointed out several potentials and benefits related to the large adoption of AVs, that
can be classified in 34 categories: Mobility improvement, Environment, Safety.

Mobility improvement seems to be the most important benefit for the respondents, with the following
assessments:
e Manage traffic
e Shared transport in big cities, Shared vehicles/ electric car fleets
e Use of AV for elder people or people with disabilities, opportunity to help disabled or old people
o To allow seniors not able to drive to get rides in areas where taxis are not available
e Reducing the workload from drivers who can hopefully spend their time in the car to do other
things rather than driving
e Better mobility services
e Enhanced public transport (on demand door-2-door services)
e |Improved logistics and relevant services
e the possibility to cover long distances with less fatigue and with possibility to have other activities
in the car.

On the environment side the following benefits and potentials were listed:

e Pollution’s reduction
e Reduced fuel consumption
e (Cleaner environment

Finally, concerning safety, the following assessments are made:

e Lead to a reduction in the number of fatalities worldwide
e Reduced speeding
e Reduced congestion
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4.2.3. Ethical issues
4.2.3.1. Issues

In terms of issues, the management of private and personal information (storage, access) seems to be a
key issue for the respondents. AV users should be able to decide if they agree to share their information
or maintain it private, as well as if they want to share their position. Moreover, there is no studies yet
about the perception of the users regarding privacy, especially in the case of video recording inside the
car, for example for security purposes. How can we be sure that these videos will not be spread out
outside the car and used for any purposes? Finally, it is of great importance to ensure that nobody outside
the car can take the control of the car for any reason, to allow passengers to trust the system as being
able to alert them if they need to take over the vehicle control.

Also, the distribution of responsibilities in case of accident or incident should be considered. Who is
responsible in these cases and how will insurances manage the potential problems occurring from the
vehicle and not from the occupants? Will the responsibility be on the vehicle manufacturer, occupant or
from the infrastructure directly? This should be solved before largely developing AVs on roads.

Ethics have also to be considered in terms of AV decision in case of an emergency where, whatever the
AV’s answer to emergency will be, people in or out the AV will be killed or severely injured. Question is
raised on the influence of culture in different countries that supports the choice when the driver
commands the vehicle. However, in the case the machine should make the decision, what will be the
chosen programming of the decision-making system? In any case, experts enlightened that culture also
has to be taken into account when programming AVs Al, and that manufacturers might be forced to adapt
Al programming to the country they will sell the cars.

Finally, there is an issue about equality. It is to be noticed that the use of AV must not mean less safety
for other vehicles that are not automated and their occupants/drivers.

4.2.3.2. Potential solutions

Systems engineering thinking is a key for trying to solve ethical issues. Indeed, there should be strict
regulations across countries and within countries that all car manufacturers should follow. AVs should be
considered as a support to humans. New regulations will be needed in order to include all ethical aspects
linked to the AVs on road and the multiplicity of road users will have to be taken into account in these
regulations and a definition of legal responsibility should be prepared and accepted by all concerned
parties (users, manufacturers, insurances...).

The infrastructure should be smart and connected to traffic.

Finally, users, and especially VRUs, must be always protected.

4.2.4. Sociocultural issues
4.2.4.1. Issues

Environmental care, reduction of accidents, energy efficiency and reduction of travel times are issues
raised by experts in the surveys. Indeed, it is considered that, in order to facilitate their introduction and
development, AVs will have to prove being environmentally friendly, safe and energy-saver.

People adaptation to this new mobility patterns will need change in mobility habits and in this view,
understanding the technology that leads Avs will be necessary for people to adopt these new mobility
habits and trust them. Mobility related to Avs will have to be safe, easy to use (for example for elderly),
not excluding any category of populations (impaired people, VRUs...), and designed for all. It should also
be financially affordable to avoid a rejection from a population category that might not be able to afford
this kind of mobility.

October 2022 77




DRIVE2

THE EUTURE

e
——

D7.1: Ethical, sociocultural, gender, safety, and legal issues

Another issue raised by responders is the potential reduction of drivers, mainly truck drivers, delivery
drivers, taxi drivers and partly public transport drivers when automation will be the “new normal”. This
will have an impact on jobs. These drivers might be forced to shift to new jobs, for example in electronics
and fleet management. Therefore, dedicated trainings will have to be developed to allow a smooth
transition from driving jobs to controller’s jobs. Also, when drivers will mostly become controllers in Avs,
time could be used more efficiently/in a more productive way to do other tasks.

Infrastructure adaptation will be an issue. This adaptation will need investment for Avs to be able to be
on all roads (as example rural roads are not often adapted for Avs, in most countries). This investment
might be difficult for countries/states/local authorities and might lead to a slower adoption of Avs in areas
where infrastructures need string adaptation.

Finally, responders pointed out that discussions on ethical and regulations-related issues involving testing
and vehicle use will help to discuss sociocultural issues. More research on impacts of Avs will be needed
soon to have a safe introduction of these vehicles, mainly on roads. It is highlighted that the main issue is
safety including some aspects of security.

4.2.4.2. Potential solutions

It would be necessary to perform more studies to define the benefits of AVs, even to have pilot villages
experiencing AV (not the big cities where it seems simpler to use AV), use of platooning by transport
companies.

Surveys and studies should be done to measure the enhancement of quality of life implied by the
introduction of Avs in everyday life and in public transport. One should ensure the quality, safety, and
reliability of Avs before introducing them, mainly for public transport where non-reliable systems could
lead to important disruption for users. These tests should be driven by companies developing the AVs and
by public authorities when it comes to public transport.

On the job’s side, ambitious and well thought training programs for reconversion of people losing their
jobs. The non-existence of such programs could lead to the -at least partial — rejection of AVs by users if
this leads them to loose their jobs and drive them to the risk of poverty.

4.2.5. Data management issues

European laws are very clear about how to take care of this information, but it should be also clear and
transparent for citizens. GDPR must be used and considered by car manufacturers when designing AVs
and how they will collect/manage data. Also, citizens must be aware and properly informed of their rights
concerning data collected in and by AVs, to be able to manage their own personal data.

All data that is related to the AV driving performance and safety should be available for the regulator in
each country. However, this can only be done with the informed consent of the AV user. The regulator
should be able to explore these data and control the car manufacturers to improve safety but also better
understand AVs management needs, mainly on roads in the view of protecting all users, including VRUs.
Reports published by car manufacturers should be under supervision and careful examination of public
authorities and personal data management should be clearly stated to users.

Related to this, data protection is a high issue that must be dealt with by politicians and policy makers to
improve safety data. Compliance with GDPR and local rules must be always controlled by public
authorities to ensure a safe use of any collected data, especially for sensitive personal data such as health
data. System maturity is the main issue to be considered in this process. It should be targeted in system
development. Then, everything will take its place and ethical principles will be followed in further
discussion and development.

Data openness for enhanced business services and interoperability are also key issues raised by experts.
Sharing of data will be on one hand supportive to enhance safety of AVs and users but is on the other
hand a critical issue as sharing personal data will have to comply with personal data protection rules.
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To comply with data protection rules, experts proposed to set up several independent commissions
(rather than just a worldwide one) gathering manufacturers, users, data collectors/users obliged to
demonstrate they have no conflict of interest with big companies making profits with citizens personal
data business. And in case wrong use of personal users’ data is found, give real power to justice with
independent judges fully protected from lobbies and politicians influence. In the same view, a regulatory
framework concerning data use could be created for industrials.

The volume of collected data by AVs is also a question that will need to be studied soon. Indeed, with
high-resolution cameras and sensors that can generate ~4TB+ of data per vehicle and per day, amount of
data to be stored will become a critical issue with the growing use of AVs. With such an enormous amount
of data generation, vehicle computing solutions must be equipped with high capacity, high-speed SSD
storage options that deliver high-performance and low latency.

In brief, actions and public policies should ensure that data collected do not violate privacy policies, that
cybersecurity is properly managed and that users of AVs understand what data are being collected about
them, why and how these data will be stored and used.

4.2.6. Gender issues

Mostly, respondents of the surveys were not sure if a difference should be made to take into consideration
gender issues to develop HMI strategies. Indeed, it is considered that HMI should be easy to use for each
person, and in this view, gender does not matter. For training schemes, it should be similar, to have the
same opportunities to men or women to have access to this training schemes. Regarding career
opportunities, similar access should be given to all gender.

However, some respondents specified that the term “customized HMI strategies and training schemes”
should be preferred to allow meeting the actual needs of each person, but not only the gender. Age-
related issues are reported by respondents to be more important and have to be considered in HMI design
and development of Avs in order to ensure the access to every person. This is a question of human
integration, not only gender/women integration.

Regarding career opportunities it is considered that the introduction of Avs will have no particular effect
on gender differences to transport jobs access.

4.3. Safety

4.3.1. Safety challenges

The responses on the safety challenges connected with the introduction and adoption of AVs can be
grouped into following categories: additional risks; training and human factors; interactions with non-AV
users, infrastructure/environment; technological issues and policy/legal aspects.

Among the respondents that have reported previous experience in AVs testing, when asked about the
level of automation involved in the testing of the vehicle and operating system, respondents have
reported level 3 (3 answers) and most referenced level 4 (5 answers) of AVs. The pool of experts with
previous experience in the testing of AV technology highlighted the role of technology maturation to
ensure safety of both the driver and the environment. Some answers brought forward the need of human
operators to intervene to mitigate risks as “in some cases the systems did some risk mitigation
manoeuvres, but in most of the cases the operator took over” or that AVs required the help of an operator
to avoid minor obstacles. Other responses highlighted the opportunity for AV to increase safety compared
to manual drivers as “sensors and software matures”. One respondent reported that “after an initial
period of anxiety or curiosity, passengers generally found riding in an AV to be safe and rather mundane”.
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4.3.2. Additional risks

According to several respondents, the introduction with AV into the transport system will create
new/additional risks, such as those related to:

Platooning (for example human drivers joining platoons, potential for more severe accidents)
Expected increased total vehicle travel by introduction of AV will increase accident exposure
Risk compensation of both passengers of AVs and other traffic participants, such as reduced
seatbelt use, lack of focus on traffic or less cautious behaviour.

Reduced investment in conventional safety strategies

4.3.3. Training and other human factors

Several responses directly tackle the challenges related to training of the users and other human factors,

such as:

Driver’s skills degradation caused by over-reliance (overconfidence) on AVs
Discrepancy between real and virtual driving lessons in simulators
Human factors issues - fear of new technologies, misuse

4.3.4. AVs’interaction with other users

Frequently mentioned were the challenges with AVs’ interaction with other users, especially with
vulnerable road users (pedestrians, bicyclists and motorcycles), as AVs might have problems to detect
and react to them. Furthermore, special conditions were mentioned, such as:

The transition period (mix of AVs and non-AVs in traffic)

The transitions between congested and uncongested traffic states

Mixed traffic environments (challenging interactions with vulnerable road users and human
drivers, intersections)

Emergency situations (most of which are unpredictable and hardly pre-definable or testable).

Itis also vital that AVs are accepted from other road users, who would respect the AVs in the road system.

4.3.5. Infrastructure and environment

Several responses point to aspects related to infrastructure and environment that might limit the
performance of AVs, such as variability of infrastructure types, road conditions and weather/atmospheric
conditions and overall quality of infrastructure (e.g. road marking). The issue of lower quality of
infrastructure in the middle and low-income countries requires special attention.

Some responses mentioned that AVs should require only limited or even no adaptation of physical
infrastructure, as logistics has the potential to evolve and adapt. Other responses brought forward that
infrastructure and rules should gradually be harmonized and digitalized as AVs roll-out. Respondents
brought forward the need to make the road environment more standardized and proactive as a more
communicative infrastructure is developed. Especially consistency and harmonization of road signs and
markings was mentioned

According to some respondents, the generalization of autonomous vehicles will require the renewal of
road infrastructure, such as the need for wider roads, more one-way roads and clearly separated walk
pavements for walkers.

4.3.6. Technology

Designing and operating “safe vehicles that are able to accommodate an environment that can get out of
control easily” requires advanced technology. The technological challenges are related to the
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performance and reliability of the AVs equipment (such as sensors, software), AVs “capacity to analyses a
situation and 'act' accordingly as well as recognizing danger and avoiding it” or the interoperability among
different vehicles and infrastructure operators. As complex electronic systems often fail due to false
sensors, distorted signals and software errors, these hardware and software failures can lead to the
occurrence of accidents. Furthermore, the resistance of such technology to cyber-attacks is an important
topic and the cyber-risks were noticed by several respondents. An increased cost of material damage of
AV accidents due to the damage to expensive technology was mentioned as well.

Furthermore, the respondents highlighted the following technological challenges:

e Technological issues that could be caused by the development of too limited ODD (operational
design domain) and ultimately, non-scalable solutions

e Ability to verify and validate the safety of complex software intensive systems (which is
particularly difficult to verify for machine learning models correctness)

e |n the long term, technological developments will need to focus on maturity of sensors, deep
learning and artificial intelligence (Al) for ODD for fully automated vehicles

e Focus and support the development of safety of intended functionality, machine learning and
deep neural network

4.3.7. Policies, responsibility, standardization or other legal issues

Finally, there were several statements related to the challenges connected with policies, responsibility,
standardization or other legal issues. According to one respondent, legal burdens and liability issues may
postpone the adoption of AV compared to the technical readiness. Uniformity of all vehicles on the road,
i.e. legacy of old cars, presents another challenge.

Liability for accidents were mentioned several times — are vehicle manufacturers who will be responsible
for the accidents and coverage of damages? The transfer of responsibility for driving from the driver to
the manufacturers of "intelligent" components of the AVs is a new issue for lawyers, but also for insurers.

Furthermore, a potential danger of undervaluing the policies needed to maximize AVs safety was
mentioned. The respondent argued that the optimistic claims about AVs potential to reduce accident
rates by 90 % greatly exaggerate their true net safety benefits, and so are likely to undervalue the policies
needed to maximise safety, such as regulations that ensure that AVs are programmed to maximize safety
to other road users, and vehicle travel reduction policies.

4.3.8. Main safety benefits
4.3.8.1. Benefits

|II

The “removal” of drivers from driving task and the expected superior abilities of AVs regarding the data
collecting and processing and decision making make many people believe that AVs will perform much
safer than conventional vehicles. The experts’ opinions seem to be uniform in that the main safety benefit
of AVs can be attributed to an expected accident reduction (both in numbers and severity) by mitigation
of human errors and the removal of "out of the border driving”. The respondents specified the following
types of human errors that can be eliminated by AVs:

e speeding

e Drunk/drug driving

Falling asleep/fatigue at the wheel
Inattentiveness/distraction
Wrong driving decisions

e Insufficient resting of truck drivers
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However, there was a certain level of skepticism among the respondents regarding the ability of current
AVs to mitigate human errors. Several experts expect the full benefits in the later stages of AVs
implementation (SAE level 4 and more). This was expressed for example by following:

e sofaritis more of wishful thinking; ...

If the technology works; ...

Probably not in an initial stage, but AVs must be far more "safer" than human drivers.
e Inthe long run, drastically enhanced overall safety

Even if the accident reduction might be seen as a clear consequence of the mitigation of human errors,
only a few respondents pointed directly to this relationship and combined the two items, such as: “Reduce
accident due to driver fatigue/mistakes” or “That accidents and injuries caused by drivers' inattention or
limited visibility to the surroundings will be minimized, for example, right-turn accidents”.

In addition to safety benefits, several respondents brought forward other types of benefits, such as:

e Economic benefits and efficiency gains both in terms of vehicles (i.e., fuel consumption),
infrastructure operation (e.g. traffic management, improved management of the fleet) as well as
the ability to better manage the number and movement of vehicles on the road network.

e Benefits in terms of accessibility, by providing the opportunity to offer independent mobility to
communities who are underserved at present (i.e., isolated rural communities, disabled groups
etc.)

4.3.8.2. Broader impacts on safety

Several experts highlighted that the future impacts are very hard to predict and will depend largely on
technological development. Our work-life and leisure habits will change in the future, resulting in less or
more traffic. As the future transport needs a modal shift and more active mobility, the very important
safety planning issue is the adoption of automation due to the needs of VRUs (mainly cyclists and
pedestrians). There was a certain level of skepticism as well, as expressed by one expert: “Currently | don't
really see any impact on safety, as there isn't really much automated traffic yet.”

Furthermore, respondents mentioned several negative impacts of AVs on safety, such as:

e Phenomena of inattention due to an underload of activity (e.g., reduced vigilance, wandering
thoughts, etc.): the current level of automation allows the driver to benefit momentarily from
assistance (acceleration, braking, etc.). It then reduces the attentional demand required to
manage the driving task. While this reduction is beneficial in very complex situations, it can also
lead to dangerous conditions.

e Distraction due to the performance of other tasks (e.g., telephoning, eating, etc.)

e Risk that if AVs make transport easier and cheaper, they make congestion much worse and cause
travellers to shift from more sustainable modes (walking / cycling) to motor vehicles.

4.3.8.3. Indicators for evaluating safety of AVs

This question (What safety indicators do you consider as most appropriate for evaluating safety of AVs?)
enabled different interpretations because of wide definitions and mixed understanding of terms
“indicator” and “safety”. The original intention was to find out the respondents’ opinion on usage of
surrogate safety indicators (such as conflicts) and the accident-based indicators (such as accident rates)
for evaluating the safety performance of AVs in real traffic under the current stage of AVs implementation.
However, some respondents thought we were asking what safety indicators vehicles should meet before
deployment into the traffic. Based on that, we divided the responses into two categories: 1) indicators of
the current safety performance of AVs (such as accident rates, conflicts, disengagements) and 2) safety
requirements that the AVs should fulfil to be approved to use.
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4.3.8.4. Indicators of the current safety performance of AVs

Regarding the suitable indicators of the current safety performance of AVs, several respondents
mentioned accident-based indicators, such as accident rates and accident types. Three respondents
highlighted the need for better reporting of accidents, suggesting that “AV pilot projects should report
their actual crash rates”, or that “all incidents with errors and accidents should be reported in the same
way and to a same expert group. And that the group is working proactively to minimize these”.

Some respondents highlighted the need of AV pilot projects to report the surrogate indicators to
accidents. As surrogate indicators to accidents, the respondents listed severity and frequency of critical
events, near-misses (specifically time-to-collision), conflicts, disengagement (occasions when a person has
to take over the control of the vehicle from AV) rates, roadmanship (an integrated measure of driving
abilities) or the effect of autonomous emergency braking including the results of misinterpretation of the
vehicle and the failure to detect hazards and other road users. Other indicators mentioned were vehicles
out of a programmed route, error messages from the software, inconsistent driving performance of certain
route segments, critical external factors like very crowded crossing, school close by the route or heavy
representation of bikes and changing environment like vegetation or construction. Other responses
mention vehicle dynamics (accelerations at critical situations), speed profile, roadside specific safety
factors (potential interaction with VRUSs).

The reason to use surrogate indicators over accidents was summarized by one respondent as “due to lack
of historical data on accidents”. Another respondent noted that despite using conflicts, these “are
probably not appropriate” and that possible solution would be to simulate the accidents, however
“simulating accidents has so far not been possible”.

Finally, some respondents took a broader approach when asked regarding the more appropriate safety
performance indicators to evaluate the safety of present AVs. These include an evaluation of safety
concept through a multi pillar test approach or an evaluation of AVs safety concept in combination with
simulation and use case testing in the short and medium term and accident causation analysis in the long-
term.

4.3.8.5. Safety requirements

Regarding the safety requirements, several experts pointed to indicators of specific technological vehicle
requirements, such as reaction speed, critical situation judgement and behavior, self-learning, vehicle-
road interaction relationship; demonstrated confidence in the vehicle's reaction to unforeseen and risky
situations; artificial intelligence alarming system in speed control and technical break down. Several
experts highlighted the need for tests and specific certification of AVs on SAE and ISO standards and
“certification by safety case and specified field trials testing limits of safety within ODD [operational design
domain]”. The other expert mentioned the importance “of a comprehensive framework, including
mechanisms for incident reporting, cybersecurity, and independent oversight and control” and “evidence
of adherence to key processes from technical standards to management with safety culture”

One expert puts forward this stepwise evaluation of the safety of AVs:

e Step 1: A database of virtual test scenarios (thousands or millions) that AV shall successfully pass
before being allowed to move to the next stage

e Step 2: Closed track evaluation by certified experts whether AV meet crucial requirements

e Step 3: Real world road testing with professional "AV test drivers" on board to evaluate AV's
performance
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4.3.8.6. Contextual (country) conditions affecting the adoption of AVs

The responses to this question vary extensively, due to different local conditions in places the respondents
were referring to. We have respondents from sunny Australia, less developed Serbia when it comes to
traffic safety, from winter Norway etc. Therefore, the answers are really “country-specific”. Most of the
respondents seem to agree that the contextual conditions are significant, even if some reply that they do
not know or do not think there will be a problem. And one thinks there are “Too many [contextual factors]
to list”. The responses can be categorized in factors concerning variability in:

e Costs, demand, trust (such as too high price of AVs; lack of trust in new technologies, fear of
surveillance, lack of experience)

e  Weather conditions (such as long snowy winters or extreme weather — both cold and hot)

e Sinfrastructure types; Traffic conditions (such as dense and complex road environments often
based on mediaeval road layouts; congested roads, large numbers of vulnerable road users in
urban areas)

e Cellular network connection availability (specifically relating to internet connections)

e Legal, policy and responsibility aspects (such as inconsistent policy, variable ODD [pPP3] , legal
liability for accidents, data protection laws, privacy and security regulations; national regulation,
which includes the safety evaluation of the test site and regular monitoring of the tests itself)

Several respondents brought forward the existing national regulations relating the
experimentation/testing of AVs on public roads and expected role of EU to regulate AV driving.

4.3.8.7. Testing of AVs (round #2)

When asked to specify their experience with AVs, eight (66%) respondents have reported to have been
involved in testing automated driving. These tests regarded AVs of SAE level 3 (3 answers) and level 4 (5
answers). The pool of experts with previous experience in the testing of AV technology highlighted the
role of technology maturation to ensure safety of both the driver and the environment. Some answers
brought forward the need of human operators to intervene to mitigate risks as “in some cases the systems
did some risk mitigation manoeuvres, but in most of the cases the operator took over” or that AVs
required the help of an operator to avoid minor obstacles. Other responses highlighted the opportunity
for AV to increase safety compared to manual drivers as “sensors and software matures”. One respondent
reported that “after an initial period of anxiety or curiosity, passengers generally found riding in an AV to
be safe and rather mundane”.

4.3.8.8. Adaptation of infrastructure and logistics practices to AVs (round #2)

The answers show variability of opinions on the scale the infrastructure should be adapted to the needs
of AVs. However, as one expert stated, the adaptation strongly depends on the mode of the
transportation, and it is therefore difficult to answer the question. One expert expressed that AVs should
be able to drive without any adaptation of infrastructure. The other responded that the adaptation of
physical infrastructure should be limited to consistency and harmonization of road signs and markings,
while several experts suggested that the generalization of AVs requires the renewal of the road
infrastructure (such as implementation of C-ITS, wider roads, more traffic lanes or clear segregation.

Regarding logistics practices, we can expect that SAE L4 trucks would be able to operate for longer periods
than human drivers and that more smaller vehicles will be in operation in urban areas, delivering goods
from consolidation centers into urban centers. According to one respondent, there is no need to adapt
infrastructure very much to those changes, as the logistics can be revolutionized in many different ways.
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The need for standardization and harmonization, not only of infrastructure, but also the rules, was obvious
from several answers. Need for a joint vision to realize a sustainable, safe and cost-efficient transport
system. One respondent described that such a system (or environment) will become more standardized
and proactive as a more communicative infrastructure is developed. Imagine radio transmitters instead
of traffic lights, wireless networks allowing vehicles to communicate with each other and with the
infrastructure, and roadside units providing real-time information on weather, traffic, and other
parameters.

4.3.8.9. Adaptation of training for drivers and for crews (round #2)

Many respondents highlighted the importance of AVs training including all road users, to ensure they are
informed and trained to understand AVs behavior, to ensure any eventual error in/of the system can be
handled and corrected. Training should take place before fully automated features become widely spread
within open roads and the market. Respondents have various opinions on the novelty of training —
according to some, new types of training which include simulations to prepare drivers for critical situations
are needed. Some respondents have however stated that they do not foresee any changes compared to
current training, and one respondent reported that automation should hopefully not require any more
training.

Furthermore, specialized training could be necessary, according to the respective role. Some answers
have cited the training of “loading and unloading personnel” while others has mentioned the training of
new professions.

4.4. Transport crime & Cyber security

4.4.1. Challenges related to the introduction and adoption of AVs

The responses of the question on the challenges linked to the introduction and adoption of AVs can be
grouped into following categories:

Road safety (e.g., surprise events that have not been programmed into the vehicle, keeping
drivers alert during the transition phase - particularly for level 3 conditional automation).
Misuse and misappropriation of technology: How will AVs enable and enhance crime?

Hacking for fun, terrorism or property crime.

Users’ confidence in AV’s

City planning

Society (What will impact be on disproportionality and inequality in society?)

4.4.2. Benefits related to the introduction and adoption of AVs

When asked about the main benefits connected to the introduction and adoption of AVs the responses
can be grouped into the following categories:

Improvement of road safety (e.g., less chance of human error leading to accidents due to non-
attention or inability to respond fast enough, reduced driver stress)
Higher transport efficiency:
o Ability to multifunction on journeys
o Enhanced connectivity
o Reduced congestion (e.g., by HGVs could run-in off-peak hours)
o Changes in deliveries
More sustainable transport (e.g., reduced CO2 and other pollutant emissions)
Better mobility for non-drivers
Reduction in some security and crime related issues, such as drunk driving and road rage
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4.4.3. Prevention of damage from transport crime

When asked about the ways vehicles developers can prevent damage from transport crime, overall
respondents believed that it was possible to prevent some damage (especially from low-capacity
attackers), but not all. In fact, the industry lacks concrete incentives to invest enough in prevention
measures that would protect vehicles from damages. However, it was possible to recognize two levels of
prevention: strategic and tactical.

Strategic level

e Pro-active design: 'Thinking perpetrator' focuses on imagining during the early design stage
different ways in which AVs might be misappropriated, mistreated, misused, misbehaved with;
and incorporates security requirements in creative ways that address design conflicts and exploits
piggybacking on other requirements.

e Developing and disseminating the capacity among designers to out-innovate adaptive offenders
against a background of changing technological and other circumstances.

e For governments, insurers: Developing and maintaining an appropriate system of incentives and
performance monitoring of designs.

Tactic level

e Misuse and misappropriation of vehicles: Make vehicles hard to break into and make their
operating systems hard to hack; Emergency operating procedures built into the vehicle to
consider eventual misuse and misappropriation; Set up speed limiters.

e Monitoring physical traffic: Set up cameras to monitor events occurring along the roadways;
Vehicles can also be used as a monitoring tool (on board outward facing CCTV)

o Reduce vehicle theft: GPS tracking standardized; Vehicles alert owner if the vehicle is moving
without consent; Switch off stolen vehicles automatically; Implement safe and efficient Radio
Frequency ldentification (RFID) security.

e Connectivity of vehicles needs to be secured to ensure that no security breaches regarding
personal and financial data take place.

4.4.4. Incentives to invest in prevention of transport crime

Respondents were then asked about ways to increase the industry’s incentives to invest the amount of
resources needed to prevent damage from transport crime. To increase such incentives, the experts
surveyed had the following suggestions:

» Develop and implement more regulation
e Developing minimum security standards
o Apply the 'polluter pays' principle, so that developers can be held liable for AVs whose
substandard design/performance contributes to damage.
e Establish societal norms to potentiate naming and shaming

When asked, one expert interviewed admitted to not being sure, what the positive incentives would be.

4.5. Results — Cybersecurity

Six respondents answered the questionnaire about cybersecurity during round 1. During round 2 of the
survey, ten additional responses were gathered. In order to facilitate the overview and comprehension of
experts’ answers, responses were regrouped in by subject and topics.

4.5.1. Challenges related to the introduction and adoption of AVs

As one expert stated, “all the main challenges is related with the decision that the car has to take in some
cases.” The responses from other experts on the challenges with the introduction and adoption of AVs
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can be grouped into following categories: interaction and communication of AV with other vehicles and
external infrastructure; technological developments; infrastructure; stakeholder engagement and
legislation as well as public and user acceptance.

Below answers indicate most challenging topics without further explanation from some of the
respondents in the first round of surveys.

e Interaction and communication:

o Communications among different elements in the transport system

o AVs interaction with humans in urban areas

o Safety

o Communication between infrastructures and vehicles, currently mainly done through
visual exchanges such as traffic signs, road markings or text messages on motorways,
which information can differ from one city or country to another, making it even more
difficult for a radar to interpret. One of the main challenges for Al developers is to achieve
redundancy between the interpretation of road signs and the information known from
digital GPS maps

o Development of 5G, which represents the cornerstone through which applications and
connected objects will communicate

o Securing the channels, the vehicle receives instructions if remotely
supervised/operated/supported

Technology:

o Providing the right input to artificial intelligence systems

o Sensor technology

o Reliable software for Automatic Driving Systems, and a sufficiently reliable technology to
provide operational benefits

o Cybersecurity, by securing the software to avoid other people take the control of the car
with some different attacks.

o Capabilities and costs of the technology

o Software response time, constant updates and development of the system

Infrastructure

o Overcome external factors challenges like aggressive drivers in traffic, narrow roads;
unpredictable situations like children running out on street, pedestrians crossing yellow
and red, etc.

o Develop infrastructure penetration speed

o Stakeholder engagement and legislation:

o The high level of technological complexity makes it challenging to coordinate among
actors (OEMs, telco, authorities, road operators, aftermarket, service suppliers, etc.)

e Legislation for regulating Avs Define data ownership, data privacy and accessibility. Ownership of
data needs to be shared between vehicle user, vehicle owner and the vehicle manufacturer.

e Current limitation in the range of Avs autonomy available explained by legal limits and
technological barriers (e.g., the ability of sensors to evolve in complex meteorological
circumstances) faced by manufacturers, which constitutes one of the major challenges to be taken
up by all the players in the autonomy race.

e User and public acceptance

o Other road users' acceptance

o Tackle certain number of fears that autonomous vehicle raises, which are all obstacles to
its acceptability: autonomous cars considered to be a little frightening; risk too high today
from a technical point of view

o Focus on questions about the use of personal data, responsibility, etc.

Integration of user requirements and technical requirements

o Focus on the question of the future of the driver's job, as the road transport sector
currently employs more than 700,000 people, including 350,000 road transport drivers in
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goods transport. Concern is shared by many drivers is that, in the long term, their
profession could disappear.

If previous answers mainly focused on the status of data collection and access, an additional question
was provided to look at experts’ perception on the future of data access. In fact, when asked about their
perception of data access for Avs of SAE level 4 and higher, the majority of responses brought forward
the lack of harmonization regarding data collection and its central role to ensure future safe AV
operation as well as safe and equal data handling.

e Current lack of harmonization for data access (current lack of harmonization in terms of
implementation speed and available data set, and limited access to data)

e Necessity of safe data handling (safety data handled with higher degrees of protection) and equal
access to data (equal to other data access, user generated data to be shared with users in
agreement)

e Crucial role of data access for safe AV operation (necessary data for the safe operation of the AV
will be made available. the access to vehicle data for several players may enable them to have a
better knowledge of road accidents and risks, as well as the state of road infrastructure and traffic,
but also the correction of defects in vehicle system)

e Crucial role of data privacy (privacy will be not only a choice, but will be a necessity)

The main benefits in accessing, collecting, and processing the data concerned the ability to develop
increased understanding of potential risks regarding infrastructure, traffic and AV systems themselves. At
the same time, respondents brought forward some challenges regarding current and future retrieval and
handling of data, mentioning the limited access to the data in the vehicle itself as well as the lack of
incentives to share data.

Overall, the general overview of the benefits and challenges in accessing, collecting, and processing data,
retrieved from experts’ responses can be resumed in the following way:
e Benefits of data access, collection, and processing
o Ensure the high accuracy and reliability of the AV operation
o Enable the definition of renewal of offers and the implementation of new tailor-made
business models based on the determination of the causes of accidents and the
involvement and responsibility of their policyholders.
o Enable Big Data analysis
o Improve the creation of new mobility services
e Challenges of data access, collection, and processing
o Data ownership, data privacy, cybersecurity attack surface
o Develop methods of storing and processing important amounts and types of data
produced by AV will have to be stored, managed and processed, in a way that responds to
ecological, economic, technical and ethical challenges
o Ensure reliability and granularity of data

4.5.2. Benefits related to the introduction and adoption of AVs

The responses on this question on the challenges with the introduction and adoption of AVs can be
grouped into following categories:

o Improvement of road safety (less accidents because of avoiding human errors and that the
reaction time of AVs is several times lower that the human ones)

o Higher transport efficiency (more smooth traffic, optimization of trip time for work, leisure)

e Emergence of new service providers and business models

e Improvements in terms of amount and quality of services provided

e More sustainable transport
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e Better mobility for elderly and disabled

The improved road safety was mentioned by 6 respondents. One expert believes in rapid improvement of
road safety, while the others were not so sure, but still were optimistic towards safety (if everybody has
AV, probably the accidents will decrease).

4.5.3. Data collection and access

When questioned about data usage and more specifically on the collection of data during vehicles
operations, experts’ responses can be grouped in the following categories.

e Collection of data as way to monitor and analyse AV performance
o collect data on incidents, operator logs and customer surveys
o involve data in several processes, calculating KPI and analysing vehicle performance,
identifying conditions under which vehicle performs better/worse
o collect data from different routes and vehicle software for comparisons, trends and overall
knowledge gain, analysing passenger habits, guiding and understanding tasks and actions
of safety drivers if applicable to optimize performance and decrease their engagement
with vehicle
o use it very methodically for operational optimization, trouble shooting and for feature
request to tech providers
e Data collection approach are currently being developed
o Lack of current structured approach, but working to create one
o For companies, it is often difficult today to retrieve real-time information related to the
vehicle (consumption, type of driving, etc.). Tomorrow, autonomous vehicles will transmit
all this data directly to companies, which will then be able to adapt their various criteria.
These advantages will enable companies to make significant and lasting savings.
e Cooperation between operators, manufacturers and customers
o Close cooperation with our customers, making the data available via APIs
o Compliance with data privacy legislation
o Working with aggregated data to avoid GDPR issues
o Collect data according to applicable data privacy legislation

4.5.4. Privacy and cybersecurity vulnerabilities for AVs

Experts were then asked questions to share their perspective and expectations directly related to
cybersecurity vulnerabilities of Avs of SAE level 4 and higher. To develop a developed understanding on
the issue, two questions were dedicated to better understand current privacy and cybersecurity
vulnerabilities of Avs and ways to reduce such risks.

Firstly, when asked to specify current main privacy and cybersecurity vulnerabilities of Avs for each level
of automation, respondents focused on communication interfaces, telecommunications networks (for
connected vehicles, the question of the integrity and confidentiality of information circulating on the
networks is critical), connections, unauthorized access to financial data as well as other private users’
information and data. Multiple respondents brought forward vulnerabilities with visual hacking of
camera perception and picture interpretation, which is a threat currently being underestimated and can
lead to severe problems. When responding, experts made sure to mention that tools and methods are
currently available to ensure AV cybersecurity, but that focus should be placed on ensuring that actors
outside AV provider, system operator and user. One expert specified that because privacy and
vulnerabilities are extremely dependent on particular situations and use-cases, it makes it difficult to
provide an answer.

In a second time when asked to provide insight regarding the ways stakeholders (vehicle, software
manufacturer, end-users and policymakers) can reduce cyber risks and improve privacy for Avs of SAE
level 4 and higher,
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e Provide strong cybersecurity legal framework

e Standardized audit and intrusion tests on new type of vehicle, before accessing open roads
(conformity audit and intrusion tests will have to be carried out before any new type of vehicle is
put on the road)

e Enforcement of cyber security standards by competent authorities

e Mandatory C-ITS for AV across urban environments

e Share good practices among partners (working in partnership to solve vulnerabilities)

e Ensure software and conformity audit (cybersecurity should be integrated into the entire
development cycle of new products).

e Develop cybersecurity solutions (firewall functions in the interfaces with external networks,
intrusion detection and protection)

e Ensure information systems security (secure internal communications, communications between
the vehicle and information systems, or communications between vehicles, by encryption and
signature)

4.5.5. Prevention of damage from cyberattacks

We asked the respondents whether it was possible to prevent damage from cyberattacks and
distinguished between high-capacity and low-capacity attackers. One respondent considered the
guestion as too simplistic to answer, because it depends on so many parameters (such as what is meant
by “damage”, what is a “high-capacity attacker”, what OEM are we talking about). However, from the
answers it is possible to conclude, that regarding high-capacity attackers, the respondents were skeptical,
mostly because of following reasons:

e Most internet assets are targets for and victims of attacks. When vehicles are online and rely on
online maps they will be targets. When they rely on information for stopping at traffic lights, this
can be compromised.

e Hacking is going to evolve as well

e ltis hard to stop the highly motivated and skilled attackers when they have a single target. These
systems are complex, with a lot of elements, and it is really hard to protect all the attack surface.

e The car industry has not taken this seriously so far

Regarding low-capacity attackers, the respondents were less skeptical. The reasons for that were
following:

e a bullet-proof system should be able to reduce attacks by low-capacity attackers
e the low capacity and resources of the attackers

a lot of standard practices that protect to this kind of problems

To summarize, the experts believe that it was possible to prevent some damage (especially from low-
capacity attackers), but not all damage, and the industry lacks incentives to invest enough in such
prevention. However, as one responded stated, anyone with a laptop and some friends and a few dollars
can be a high-capacity attacker by using cloud or edge computing resources.

In addition, when asked on ways vehicle and software manufacturers, end users or policymakers can
reduce cyber risks and increase privacy for AVs of SAE level 4 and higher, respondents mentioned legal
framework (UNECE R155 and R156), the sharing of information through working groups (working group
on industrial vehicles and autonomous freight transport such as France véhicule autonome - Government)
and dedicated portals (cardatafacts.eu).

4.5.6. Incentives to invest in cyber security

We asked the respondents whether vehicle developers have incentives to invest the amount of resources
needed to prevent damage from cyberattacks and what could be done to increase the industry’s
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incentives. Most experts claimed that the industry did not have enough incentives because of lack of
regulation. To increase the incentives, the experts had following suggestions:

e More regulations, i.e., EU-directives

e Standardization of cyber security solutions

e Force the industry to be open about cyber security as a problem and potential solutions

e Demonstrate for the industry that improved cybersecurity will make customers feel more secure
and thus more liable to buy such vehicles

e Make the industry economically liable for damage caused by cyber attacks

There was no difference mentioned regarding the high-capacity and low-capacity attackers.

4.6. Opinion on a time horizon for a broader adoption of AVs

The one quantitative question asked for the experts’ opinion on time horizon for Europe from today’s
pilots to a broader AV mainstreaming, for different levels of AVs penetration. In round #1, we did not
specify the AV level, while in round #2 we asked specifically about AVs of SAE level 4 and more.

4.6.1. AVingeneral - round #1

Twenty-nine experts answered this question, Table 12 and Figure 16 and Figure 17below present the
results. Not surprisingly, the share of “don’t know” answers increase substantially with increasing
expected share of AVs in the total fleet.). 37,9 percent believe that the total vehicle fleet will consist of at
least 10 percent of AVs before 2030; another 37,9 percent believe them to reach at least a 10 percent
share first between 2030 and 2040. 37,9 percent believe that they will consist of 10-30 percent of the
fleet between 2030-40, while 41,4 percent think that at least half of the fleet will consist of AVs first after
2050. 6,9 percent or experts think that the share of AVs will never go over 50 percent.

Table 12: Experts’ view on time horizon for different levels of AV penetration (percentage)

Time horizon Penetration level of AVs in the total fleet

<10 % 10-30% 30-50% >50 %

before 2030 37,9 10,3 0,0 0,0
2030-2040 37,9 37,9 17,2 10,3
2040-2050 10,3 27,6 27,6 10,3

after 2050 0,0 6,9 27,6 41,4

never 0,0 0,0 3,4 6,9

I do not know | 13,8 17,2 24,1 31,0

total 100,0 100,0 100,0 100,0

Figure 16 and Figure 17 illustrate the same results graphically

e
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Figure 16: Experts ' view on time horizon. In different  figyre 17: Experts’ view on time horizon for the share of
time intervals. AVs of the total vehicle fleet. By various time intervals.

In Figure 16 we see the shares of the answers of 29 respondents on the time horizon for the four levels of
AVs penetration.: We see a clear pattern of the values within each category: the higher share of the fleet,
the later time horizon is expected and the share of “never” and “don’t know” answers increases.

In Figure 17 the dimensions of the graph are switched. Here we see the actual number of responses on
AVs penetration levels according to the different (four) time intervals. Two other columns are for the
responses of “never” (3 responses) and “don’t’ know” (25 responses). It is an interesting bell curve for the
different time intervals — less responses for the first and the last time periods. It seems like before 2030
it is too early to think of any substantial deployment of AVs in the market; while after 2050 there is too
much uncertainty to have any clear opinion of the implementation and adoption of AVs in the car market.

4.6.2. AV level 4 and more
Twelve experts answered this question, Table 13 and Figures 3 and 4 below presents the results.

Table 13: Experts’ view on time horizon for different levels of AV (level 4 and higher) penetration (percentage)

Penetration level of AVs in the total fleet

Time horizon

10-30%
<10 % 30-50% >50 %

16,7 8,3 0,0 0,0
Before 2030

75,0 33,3 8,3 0,0
2030-2040

0,0 41,7 25,0 8,3
2040-2050

0,0 8,3 41,7 33,3
After 2050

0,0 0,0 0,0 25,0
Never

8,3 8,3 25,0 33,0
| do not know
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Figure 18: Experts' view on time horizon. In different ~ Figure 19: Experts’ view on time horizon for the share
time intervals of AVs of the total vehicle fleet. By various time
intervals

Figure 18 and Figure 19illustrate the results graphically, in the same style as Figures 2 and 3. Share of “do
not know” answers increase with the time horizon of AV penetration and with increasing penetration
levels. 16,7 percent of respondents from round #2 believe that the share of AVs (level 4 and higher) will
be < 10 % before 2030. 75 percent believe that the share of AVs will be < 10 % in 2030-2040. Most
respondents think that the penetration level 10-30 % will be reached in 2040-2050, while the penetration
levels 30 - 50 % and > 50 % will be reached after 2050.

There are similar tendencies observed in both rounds of surveys, however some differences as well. It
seems that respondents from round #2 are more “careful” as they expect more distant time horizons for
reaching particular AVs penetration levels. It might be that the professionals working in the field of AVs
have a more realistic view on AVs deployment? Or are they too pessimistic and researchers from round
#1 are more realistic.

4.6.3. Other comments

The last option in the web survey (except for the probing question on suggesting other experts in the
field), was an open question asking for “other comments”. For later surveys it may be interesting to also
have a look on these responses:
e Please, keep us informed on the results!
e One thing to take into account is the unpredictability of the environment around the AV, not only
the AV itself but the other elements revolving around
e AVs have a problem even if they are new, but they cannot be new forever and that will be the
problem, too.
e | would suggest having more such survey on technical and regulatory vision
e The focus of attention appears to be on passenger transport, but my feeling is that the greater
economic economies would come through commercial AVs.

4.6.4. Contextual (country) conditions affecting the adoption of AVs

Two out of five respondents mentioned winter conditions such as snow and low sun. Three out of five
respondents mentioned challenges with the road infrastructure (a large part of the road network is single
lane highway), while two out of five respondents did not know of any country condition affecting the
adoption of AVs.
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4.6.4.1. Opinion on time horizon for a broader adoption of AVs

One respondent replied «don’t know» on all the questions. None of the respondents replied that Europe’s
vehicle fleet would never be dominated by AV’s. 3 out of 4 respondents believed that AV’s would consist
of more than 10% percent of the fleet before 2030. The same respondents believed that AVs would
comprise 10-30 % of vehicle fleet between 2030-40 and 30-50 % of vehicle fleet between 2040-2050. One
of these three respondents believed AVs would comprise of more than 50% of the fleet before 2050, while
the two others believed that we will not reach this milestone before 2050. The last respondent believed
that AVs would not comprise of more than 10% of the fleet before after 2030 and we will have to wait
until after 2050 before more than 30% of the fleet consist of AVs.

4.7. Legalissues

Concerning the first question on the perceived maturity of regulation, the experts reported on the
existence of regulation in their home country. For example, one expert stated that draft regulation would
be available, whereas another expert opined that the AV area is only slightly regulated in his or her
country.

Secondly, expert opinions about the areas that are addressed by relevant regulations were collected.
While one expert made a coarse reference by saying that the rules concern a draft regulation on traffic
rules, another expert was more precise. He or she said that in February 2018 the definition of AV was
added to the Polish Act of 20 June 1997 - Law on Traffic Rules and referred to article 65k of the Act.

Thirdly, the attention of the experts was drawn to what they believe are the first main legal issues. While
some experts pointed to the issue of responsibility in general, others were more specifically referring to
(i) civil liability for accidents; (ii) liability for defects in AVs; (iii) and criminal liability for accidents. Fourthly,
the one solution to the issue was thought to be the definition of the responsibility of all parties. Other
experts provided an extensive list of proposals regarding liability.

Moreover, the second main legal issue the experts believed to be safety and cybersecurity, among other
things. Besides, the possible solutions proposed by experts include the pre-definition of safety protocols
as well as the adoption of legally binding security standards for AVs.

In addition, the third main legal is the risk and liability that is covered for an individual, entity, state and
the question of the outcome of a dangerous situation. Hence, what was proposed as possible solutions
was the further refinement of the definition of liability as well as the idea that the rules of taking action
by AVs in case of danger should be established by the legislator.

Furthermore, the experts were answered the question on whether or not they see any legal barriers
and/or opportunities. While some experts do not see any special legal barriers or opportunities, others
mentioned that the advantage of AVs could be their size facilitating pilot projects. Other experts criticised
the use of existing legal frameworks that seem to concern autonomous vehicles over which human can
take control at any time.

Finally, the main challenges related to the introduction or adoption of AVs were believed to be manifold.
For example, the definition of the responsibility of all involved parties (such as vehicle users) was
considered one of the main challenges related to introduction or adoption of AV. Another principal
challenge was considered to be the question whether or not legal provisions regarding the AVs should be
unified.

5. Panel discussions key findings

To ease understandability of the present document and avoid repetitions, key findings from panel
discussions are presented according to the topic, allowing for the grouping of answers from panelists on
the same topics.
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5.1. Ethics, sociocultural & gender issues

5.1.1. Panel discussion #1

The first panel discussion was held online on 12/03/2021 and was moderated by Lucile Mendoza from
HUMANIST. Four participants (one researchers from Norway, two from France and one from UK)
discussed the topics of:

e Costs and benefits linked to AV adoption
e Impact on traffic

e Labour change and reorganization of jobs
e |mpact on people

5.1.1.1. Costs and benefits

Autonomous vehicles will most likely be widespread where cost saving from avoiding a professional
human driver is a strong incentive in a very competitive industries as long-haul freight and to some extent
taxies.

AVs will lower the generalized travel costs and thereby increase the demand for car driving. But how this
increased demand will materialize depends heavily on the decisiveness of the political response.

Some benefits of the deployment and adoption of AVs can be expected from reduced cost of insurance
and fuel saving. Indeed, AV can provide large savings for commercial vehicles, such as freight trucks and
buses, where driver wages and benefits are a major portion of total costs, although many delivery vehicles
require an operator to unload goods.

Are Societal benefits considered at the level of the user or at the level of the community? Autonomous
Vehicles can be programmed based on user preferences (maximizing traffic speeds and occupant safety)
or community goals (limiting speeds and protecting other road users).

Cost will depend upon the type of mobility scenario and users’ choices with high cost for personal AV and
lower cost for shared AV and shared A rides (Personal autonomous vehicles will continue to cost more
than human-operated vehicles but shared autonomous vehicles will be cheaper than human-operated
ride-hailing and taxi services).

In the future, other factors in addition to AV will impact the level of vehicles travels, such as for example
working from home, so AV can play a minor role in comparison with the other.

On the other hand, safe and operational AV will induce costs related to higher roadway maintenance
standards, such as clearer line painting and special traffic signals.

Some potential benefits can be listed as follows:

e Less cost dur to partial equipment

e More independent mobility for non-affluent drivers (with disabilities, teenagers,)

e Reduced traffic and parking congestion

e Can reduce well known driver stress but can introduce new stresses and discomforts

5.1.1.2. Impact on traffic

It is expected that AVs being more reliable in terms of respecting driving rules, they will conduct to less
congestion.

Also, as Shared AVs are expected to increase, this could conduct to less vehicles on roads, leading also to
less congestion.

5.1.1.3. Labour change and reorganization of jobs
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Labor changes and reorganization of jobs will temporarily, say 5-10 years, be a challenge to the extent
that a transition to AVs will happen rapidly.

People’s acceptance of AVs will come gradually and will be reinforced by the neighbor-effect when a
certain spread has been reached.

Reduced employment and jobs for drivers may decline, but new type of jobs will emerge (less need of taxi
drivers, more need of maintenance jobs for AV sharing and Autonomous rides)

How Automated Vehicles truck for all freight transport will impact the job of truck drivers still need to be
clarified and some studies will be needed on this topic.

Jobs related to electronic, and software will hold a significant relevance (not only in AV domain) in order
to ensure a safe and secure maintenance of AVs.

5.1.1.4. Impact on people

Autonomous shared rides can reduce passenger’s security as the space will be shared by strangers —
mainly security aspects can be raised for women sharing a vehicle with men.

Deployment of AV may reduce affordable mobility options including walking, bicycling and transit
services, as it will be easier and faster to use an AV than, for example, to walk. This could also lead to more
health problems due to the lack of physical exercises.

The key word in terms of acceptance of AVs from the panel discussion can be listed as follows:

e technical requirements have to be fulfilled for admission of AV on public roads in terms of
operational safety

e approval procedure (application, responsible authority/unit) should be defined before having AVs
on roads

e duties should be imposed on producers and owners of AV: product monitoring (producer), duties
to take care (owner), permanent technical supervision for intervention in case of malfunctioning
(owner)

e data storage and data transmission to the responsible authorities (owner) should be monitored
and well-explained to users

o liability: product liability (producer) as well as operational liability (owner) in case of
incidents/accidents caused by AV; compensation for damages; liability issues for AV will shift from
driver-related liability to producer and owner-related liability; relationship between liability of
producers of the software being a component part of AVs and the AV producers’ product liability
is another relevant issue that should be legally clarified

e protection against cybercrime (possibly adaption of existing criminal law regulations) should be
developed

As a summary, the panelists mainly believe that one of the basic requirements for AVs to become a success
story is that future owners and users of AV do not have the feeling they are entering a lawless area when
owning or using an AV.

5.1.2. Panel discussion #2

The second panel discussion was held online and in presence on 12/03/2021 and was moderated by Lucile
Mendoza from HUMANIST and Trine Dale from TOI. Four participants (one researcher from Italy, one from
France, one from UK and one from the US) discussed the topics of:

e Acceptance of AVs
e Impact on people
e Ethics
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5.1.2.1. Acceptance

To improve acceptance of AVs on road, some points were raised by the panellists:

e Adapt the AVs’ behaviour to local ways of driving in the frame of mixed traffic (as an example
people in Italy do not drive the same way than in Germany)

e Manage a smooth change of people behaviour and travel habits

e Measure avoided crashes to adapt technologies and make AVs safer

e Improve security in shared AV, this question being mainly raised by women travelling alone

e Study how to develop these technologies also in rural areas

e Define which problems will be solved using AVs and communicate results to the public/potential
users

e Protect vehicles against hacking at all times

5.1.2.2. Impact on people

Two main impacts were raised during the discussions:

e Impact on jobs should be managed. Many jobs will be impacted by AV, such as truck drivers, taxi
drivers, delivery drivers. However, in non-AVs, these people are not only driving, most of the time
they also manage customer service, vehicle maintenance... These other functions have to be
measured and listed. New jobs needs should be anticipated and well defined in order to be able
to propose adequate training for new functions/new jobs linked to AVs.

e Impact on people not using/not familiar with technology. These people might strongly be
impacted by the increased presence of AVs in their everyday mobility. Mainly seniors are currently
less or even not using newt technologies at all, being not familiar with, having no possibility to be
trained or simply not wanting to use it. Impacts should be deeply studied so that they will not be
left aside, without any possibility of moving/travelling for their everyday need and/or leisures.

5.1.2.3. Ethics

The question was raised concerning the interest of passenger vs the interest of the community when an
AV take a decision. Does the pre-determined by algorithm AV decision have an impact on acceptance, and
if yes what kind of impact? Also, the question of ethics covers the need for the AV to choose between 2
critical situations where both will have severe consequences, such as killing people outside the AV or
inside.

As an example, in Germany 14 wise men, (no women invited), concluded after a long discussion, that a
choice between safety of passengers and safety of other people on the road should not exist in these
terms. But in reality, a choice sometimes has to be taken and this answer is really a “no answer”, not
leading to support acceptance of AV by the potential users.

One car company in particular gave the first answer to this question, maybe even too quickly: “We will
always protect the people in our car”, but they later changed their position, showing that no “correct”
answer can be given as of today.

There is a need need to accept that there is no perfect solution to this question that, at the moment,
seems more an ethical and philosophical problem than a technical discussion, but still far to reality. We
only know that we don’t have to leave this question to IA, in any case human will sometimes have to be
kept in the loop.

5.2. Safety issues

Both panel discussions on safety had the title “The significant role of safety and its evaluation in the
successful and efficient implementation of AVs”.
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5.2.1. Panel discussion #1

The first panel discussion was held online on 12/03/2021 and was moderated by Lucile Mendoza from
HUMANIST. Three participants (two researchers from Norway, one expert from Austrian public transport
provider) discussed the topics of:

e AVs potential to improve safety (it is widely believed that “vehicle automation has the potential
to improve traffic safety profoundly, mainly by eliminating driver errors. What is your opinion on
that? What about new risks induced by AV? Can AVs understand the intentions of VRUs? (and vice-
versa)

e Research gaps (Safety of AVs is a key aspect for society to adopt/accept AVs. Road safety research
is trying to keep pace with rapid progress of car manufactures. What are the gaps in the existing
research on quantifying the potential impacts of AVs on traffic safety? What the future research
should focus on?

Summary of discussion

e AVs potential to improve safety: AVs will reduce the number of accidents, but not by 94%.
Microsimulation studies suggest considerably smaller effects. There are additional risks
introduced by AVs. The two chief new risks are software errors and cyber risks. Furthermore, AVs
are, at least as far as we know today, not able to interact safely and/or effectively with VRUs.
However, we can be generally optimistic about the safety impacts of (C)AV to the extent that they
will be put on the roads, because much is at stake for the car manufacturers.

® Research gaps: There are many gaps in research on safety effects of AVs. Virtually no studies have
been made on rural two-lane roads. Sudden changes on road surface friction have not been
considered. Considerable work remains regarding interactions with VRUs.

5.2.2. Panel discussion #2

The second panel discussion was held June 16, 2022, as a hybrid event and was moderated by Trine Dale
from TOI and Lucile Mendoza from HUMANIST. The panel discussion started with a pre-recorded lecture
presented by Judith Charlton (Monash University Accident Research Centre).

MONASH
UNIVERSITY
ACCIDENT
RESEARCH
CENTRE

The significant role of safety and its
evaluation in the successful and
efficient implementation of AVs?

Jude Charlton
Professor Emerita
Monash University Accident Research Centre

Drive2thefuture Webinar, June 16-17 2022.

GROUP
OF EIGHT
AUSTRALIA

In her lecture, she addressed the topics, that were discussed by the participants:
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e (Un)predictability of AVs driving style (AVs are believed by many as having a massive potential
to improve safety, as the technology should replace many risk factors related to human driving.
However, introduction of AVs into a complex traffic environment can lead to the emergence of
new risks as well — we observed that for example in D2F pilot project in Oslo, where automated
shuttles were deployed in the city Centre. Because of the defensive driving style of these shuttles,
many drivers decided to overtake them, even in locations, where it was risky. Furthermore, on
intersections, it was observed that some drivers did not yield to these shuttles, because they
expected the shuttle to always stop. My first question is — should the driving style of AVs be
“perfect”, defensive, always following the rules or some level of unpredictability should be involved
in their driving, which would be more similar to human driving.

e Surrogate safety indicators: Currently, there are not so many crashes involving AVs. For instance,
in California, where AVs are being tested most intensively, 117 of AVs collisions (mostly slight,
rear-end collisions) were reported in 2021. Therefore, we cannot learn, identify risk factors and
evaluate AVs safety by using only the limited crash data. My second question is - what other safety
indicators than crashes do you consider as most appropriate for evaluating safety of AVs?)

e Time horizon for AVs implementation in developed countries Last And last question - what are
your thoughts about the time-horizon when we can expect that > 50 % of vehicle fleet (on public
roads in countries like USA or EU countries) are AVs of level of automation 4 and more (according
to SAE ranking)?)

Summary and main points of the discussion

e (Un)predictability of AVs driving style: AVs must be able to operate in a Safe System and “expect
the unexpected”. It is already known that defensive driving has a positive impact on road safety,
therefore AVs should adopt and implement such driving methods. It is necessary to better
understand the public expectation from the behaviors of AVs, before actual deployment. It is
difficult to gather public opinion from tools as surveys because people have limited experience
and difficulty to imagine AVs. Focus groups following AVs demonstration might present a better
method (an example from a focus group — different expectations based on the seating positions
of occupants). Expectations will change in time as people build trust.

e Surrogate safety indicators: It is important not to dismiss what has been learned until now from
AV crashes as there remains knowledge gaps in knowledge on risk factors. On the other hand,
current tests (deployments) are conducted under safer conditions than real traffic, therefore the
number of recorded crashes does not really reflect the reality. We must take into account that
the systems are constantly evolving, and thus safety is evolving as well. Furthermore, every
deployment/implementation is unique, different. Participants mentioned the following surrogate
indicators:

- Automation disengagements (provide rich data source for deep dive into factors associated with
driver take-over of control as well as interactions between vehicles in automated mode and
transportation network)

- AV crashes and matched AV non-crashes (i.e. AV driving through same/matched location/scenario
but did not crash).

- Analyze speed, avoidance maneuvers predicting crash outcome, untypical kinematics)

- From existing NDS databases: identify comparable crash types (and near misses) as a comparison
set

- Driving simulator and VR experimental scenarios based on real-world scenarios

- Proximity surrogate measures

Time horizon for AVs implementation in developed countries: A range of known and unforeseen factors
may influence predicted timelines,

o Federal and State government legislation, regulation
e Infrastructure readiness
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e Geopolitical instability: vehicle import delays
e Social, health, environmental, financial factors influencing availability of AVs as well as consumers
uptake

Given the current status of vehicles, their lifespans etc., 50% AV Level 4 penetration is a very distant
horizon general, however safety remain at the center of all core efforts, including AV design and operation
to ensure the implementation of high technology standards. It is crucial to consider rules that enable safe
deployment and adapt them to enhance both human and AVs safety. It

5.3. Legalissues

The UK has enacted an Automated and Electric Vehicle Act, however currently the level of regulation is a
skeleton framework, limited to setting out the liability of insurers and providing charging infrastructure.
However, the UK and Scottish Law Commission is about to complete a public consultation (the 3rd major
consultation) on the regulation of automated vehicles, which has sought opinions from experts, industry
and the public about important issues regarding driver responsibility, safety prior to development, civil
and criminal liability and access to data.

Legal areas linked to AVs: Can you tell us about different legal areas in your country in terms of AV
deployment? Health, insurance, mobility, traffic rules, safety, employment, etc.?

It is proposed that if a driver fails to respond to a transition demand by an AV, that they may incur civil
and criminal liability flowing from any accident/incident. It is also currently proposed that drivers will
operate the first AVs on a standard driving license, with no specialized training. It is proposed that drivers
will be provided with instructions, risk descriptions and a confirmation of legal responsibilities via an in-
vehicle human-machine interface (HMI). This may be an insufficient mechanism of information
communication, which would not support the creation of civil and criminal liabilities upon the driver. In
circumstances where HMI is the sole means of communicating risk and legal obligations, this may result
in a dangerous comprehension deficit in the driver about their own cognitive and physiological limitations
following a transition demand. The effectiveness of HMI is limited when used to communicate important
safety information and legally binding terms, and this is likely to render consent to take on
risk/responsibility meaningless under common law tests. Under these circumstances, it is unreasonable
to create civil or criminal obligations upon the driver for failing to adequately respond in the post-
transition period.

Austria has only one specific federal regulation act pertaining to the testing of three specific use cases of
autonomous driving systems. One of them being autonomous microbuses, the most relevant category on
public roads, and two specific types of approved driver support systems (for car parking and lane keeping
on motorways). Currently, Austria has a low level of regulation on the topic, and the legal framework has
to be adapted to fit the future development of AV.

The key word in terms of acceptance of AVs from my legal point of view is legal certainty - in many regards:

e Technical requirements to be fulfilled for the admission of AV on public roads, to ensure
operational safety

e Approval procedure (application, responsible authority and unit)

e Duties imposed on producers and owners of AV: product monitoring (producer)), duties to take
care (owner), permanent technical supervision for intervention in case of malfunctioning (owner)

e Data storage and data transmission to the responsible authorities (owner)
Liability for the product liability (producer) and operational liability (owner) in case of accidents
caused by AV. This includes defining compensation for damages shifting the liability issues for AV
from driver to producer and owner. The relationship between liability of producers of the
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software being a component part of AVs and the AV producers’ product liability is another
relevant issue that should be legally clarified
® Protection against cybercrime (possibly adaption of existing criminal law regulations)

6. Conclusions

Studies and interactions with experts conducted in the frame of WP7 showed major points that might
impact the adoption of Avs in the near future.

AV adoption and diffusion is strongly linked to ethical and sociocultural issues, such as inequity of safety
protection between equipped and non-equipped vehicles, the ethical dilemmas of AVs in case of critical
situations, the ranging perception of personal data use among different cultures and user clusters. Gender
differences is also a key issue. Indeed, the transport sector is not gender balanced and therefore gender
issues represent a challenge in AV adoption in terms of job risks, women’s specific needs supporting
adoption of AVs such as safety of AV itself but also safety when using Shared AVs with co-passengers,
specific design taking into account children or pregnancy, more complex travel patterns... Management
of data will also be a critical issue in the near future, in terms of acceptability from users to have their
personal data used by vehicle/operators, but also in terms of management of the volume of data
produced by AVs. Main conclusions can be summarized as follows:

e Transportis an area influenced by a set of gender inequalities, such as gaps in access to transport
infrastructure and services, segregation within the transport labor market, weak representation
of women in the decision-making process in the transport sector or gender-based violence in
transport.

e Men are more likely than women to respond positively to the proposed use of autonomous
cars, most women reporting that they probably do not want to use driverless vehicles, even
reporting that they would feel uncomfortable to share the road with driverless passenger
vehicles.

o Women have greater doubts about the safety of autonomous vehicles, saying that they have
doubts about the effect of autonomous vehicles wide spreading on the number of injured and
killed people.

e Women and girls having to face endemic levels of harassment in public transport in their everyday
trips they therefore have to modify their travel patterns to avoid danger meaning that men and
women have different mobility realities.

e Women have poorer and more complex mobility than men, most of them having to plan trip
chaining.

e AVs’ design should consider travel time and trip-chaining by including features to save time to
the destination, facilitate trip-chaining, and offer driving options that could improve travel time,
but also show that they are safe, as women are more reluctant to use AVs.

e The gender dimension should be integrated in all phases of the policy cycle. It is therefore
recommended that information is gathered on the situation of women and men in a particular
area, with appropriate analysis of budgets from a gender perspective.

e |neconomicterms, it is expected that Cooperative, Connected and Automated Mobility provides
profitable opportunities for sectors like automotive, electronics and software,
telecommunication, data services, digital media and freight transport whereas sectors like
insurance and maintenance and repair are identified as businesses that might suffer important
decreases in revenues in the future

e At a societal level, a Cooperative, Connected and Automated Mobility could bring important
productivity gains (reduced cost of travel time, new users groups, new mobility models...).

e Some important concerns exist, such as users’ acceptance, ethics, social inclusion, or impact on
labor.
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Data protection is a key issue as AVs generate lots of data that must be treated, stored, protected.
All data treatment should be GDPR-friendly in European countries.

Moral dilemmas mainly concern road AVs facing situations where the vehicle has to “choose” a
behavior that could lead to a critical situation, whatever will be decided by the AV.

In a more general view, the ethical implications of introducing AVs will not only be inherent to
the technology itself, but mainly will depend on social choices and decisions of law and policy
makers.

If AVs should become the main vehicles on roads, different rules for different countries will need
to apply, considering moral and ethical complexities in design engineering.

Traffic safety is another important criterion for user acceptance of AVs. The AV users’ need to feel safe —
and even more safe than in a conventional vehicle — to choose AVs. How safe the current AVs are
compared to conventional vehicles is actually very difficult to estimate due to factors such as still low
number of km driven by AVs or AV tests not covering the whole range of environmental and infrastructural
conditions. In addition to that, our safety knowledge mostly regards only SAE level 2 AVs.

The optimists believe that AVs should prevent most of accidents (and especially those attributed to human
factors). However, we must not forget that deployment of AVs is also introducing additional and
sometimes unexpected risks and behavioral adaptations of others to the traffic. To prevent the accidents,
AVs must be able to operate in complex and unpredictable environment. Especially interactions in urban
areas with VRUs are challenging. In addition to that, other traffic participants must understand the
behavior and reactions of AVs in encounters with AVs. These are only a few from many safety-related
challenges that AVs are facing. Thus, the safety experts are careful towards rapid deployment of AVs into
traffic, and many believe that it will take several decades before AVs dominate traffic.

On safety and cybersecurity, main conclusions can be summarized as follows:

Many believe that AVs have the capability to mitigate human errors and thus reduce the accident
numbers by ca 90 %. However, any deployment of AVs into regular traffic can also introduce new
risks into the transport system. Therefore, the accident reduction by AVs (especially during a
transition period) might not be as high as expected by many people.

The largest publicly available source of accident data is available from California Department of
Motor Vehicles (DMV). Many researchers have been harvesting this database and publishing the
studies on AV accidents. The transferability of these studies into European context might be
limited.

The still relatively small number of km driven by AV in regular traffic limits the determination
of AV safety performance. Using the accident data, it is currently not feasible to compare the
safety performance of AVs with conventional cars. A meaningful comparison would require a
naturalistic approach.

AVs are mostly tested in specific traffic environments/infrastructure. Therefore, the findings of
accident analyses are not fully transferable to the whole infrastructure network and to various
environmental conditions.

In the majority of so far recorded accidents involving an AV, the AV was SAE level 2 vehicle and
often was driven manually in the moment of accident. Therefore, the validity of the findings for
more advanced AVs is questionable. Regarding fatal accidents, there have been only several
confirmed cases worldwide so far.

Rapid pace of technological development of AVs (i.e. sensors, software, detection) means that
the results of recent studies might already be outdated.

As AVs are mostly deployed in developed countries, the results of current studies might be
relevant only for those countries.

So far, there has been only a few studies from regular traffic, such as naturalistic or observational
studies. Many studies rely on simulations, which have significant limitations (such as limited
possibilities to include effects of severe weather conditions and infrastructure characteristics).
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e Very limited number of studies on most advanced AVs (SAE level 4 and 5).

e Lack of research on VRU (cyclists and pedestrians) in urban areas.

e A potential behavioral adaptation of other road users to AVs needs to be studied

e As an alternative to accidents, applying surrogate safety measures might present a suitable
approach to explore safety of AVs under current conditions.

e Safety experts are rather skeptical regarding the expected time horizon for wider implementation
of SAE level 4 vehicles into regular traffic.

e Several respondents of the survey mentioned the challenges linked to the interaction between
Avs and other users, particularly within the transition period of large-scale AV deployment and
vulnerable users.

e Safety indicators can be both linked to specific technological vehicle requirements (e.g., reaction
speed, Al alarming system and other technical standards) while a stepwise evaluation of Avs
safety can also be considered, to support public acceptance and the safe deployment of AV.

e A wide range of conditions may impact the adoption of Avs at the national level, ranging from
costs, demand, and trust to cellular network connection availability, to legal, policy and
responsibility aspects, making it central to provide technical guidance, legal clarifications and
enable dialogue between stakeholders.

e To ensure the prevention of cybersecurity attacks and threats, two levels of preventions can be
identified: on the strategic level (e.g., vehicle design) as well as at the tactic level (e.g., monitoring
of vehicle and operating procedures).

e Standardisation and harmonization regarding data collection and access, security channels and
communication between infrastructure and vehicles is seen as crucial for large-scale safe AV
deployment.

Finally, AVs adoption is strongly linked to legal and liability issues. Studying current legislation, the present
study showed that regulations are not the same in all countries so that technical needs in AVs might not
be the same depending in which country they are sold. In the view of improving acceptance of AVs,
legislations should be clear and made in a view to improve safety. Also, the question of liability in case of
accident/incident should be solved so that users will feel safe when using personal AVs for example. The
main conclusion for legal issues can be drawn as follows:

e Regarding questions on the perceived maturity of regulation, experts reported on the existence
of regulation in their home country. For instance, one expert stated that draft regulation would
be available, whereas another expert opined that the AV area is only slightly regulated in his or
her country.

e Experts’ attention was also drawn to what they believe are the first main legal issues. While some
experts pointed to the issue of responsibility in general, others were more specifically referring
to (i) civil liability for accidents; (ii) liability for defects in AVs; (iii) and criminal liability for
accidents. Fourthly, the one solution to the issue was thought to be the definition of the
responsibility of all parties

e While some experts do not see any special legal barriers or opportunities, others mentioned that
the advantage of AVs could be their size facilitating pilot projects. Other experts criticised the use
of existing legal frameworks that seem to concern autonomous vehicles over which human can
take control at any time.

e The definition of the responsibility of all involved parties (such as vehicle users) was considered
one of the main challenges related to introduction or adoption of AV, as well as a principal
challenge on the question whether or not legal provisions regarding the AVs should be unified.

e The question was raised concerning data protection as a key issue for the deployment of Avs.
Responsibilities for storage, use, transmission of data must be legally defined and liability in case
of data protection breach must be clear for Avs users/owners.
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e For Unmanned vessels, the considerable challenges with respect to the international regulatory

framework and related insurance aspects are related to crew definition, ship registration, labour
market, operation in foreign jurisdictions, ship seaworthiness, security and data protection.
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APPENDIX 1: Literature reviews — synopsis of references

e Ethical, sociocultural & gender issues
e Safety
e Cybersecurity & transport crime
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Ethical, sociocultural & gender issues

Title #1: Preparing a nation for autonomous vehicles: opportunities, barriers and policy
recommendations

Author(s): Daniel J.Fagnant, Kara Kockelman

Year of publication: 2015

Type of publication: Research article

Journal: Human Factors: Transportation Research Part A
DOl/source: https://doi.org/10.1016/j.tra.2015.04.003

Keywords: Vehicle automation, Autonomous vehicles, Cost-benefit analysis, Safety, Congestion, Market
penetration

This study states that Autonomous vehicles (AVs) represent a potentially disruptive yet beneficial change
to the transportation system. This new technology has the potential to impact vehicle safety, congestion,
and travel behaviour. Major social AV impacts in the form of crash savings, travel time reduction, fuel
efficiency and parking benefits are estimated to approach $2000 to per year per AV and may eventually
approach nearly $4000 when comprehensive crash costs are accounted for. Yet barriers to
implementation and mass-market penetration remain. Initial costs will likely be unaffordable. Licensing
and testing standards in the U.S. are being developed at the state level, rather than nationally, which may
lead to inconsistencies across states. Liability details remain undefined, security concerns linger, and
without new privacy standards, a default lack of privacy for personal travel may become the norm. The
impacts and interactions with other components of the transportation system, as well as implementation
details, remain uncertain. To address these concerns, the federal government should expand research in
these areas and create a nationally recognized licensing framework for AVs, determining appropriate
standards for liability, security, and data privacy.

Title #2: A European strategy on Cooperative Intelligent Transport Systems, a milestone towards
cooperative, connected and automated mobility

Author(s): European Commission
Year of publication: 2016

Type of publication: Report
Journal: Human Factors: EUR-LEX

DOl/source: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52016DC0766

Keywords: C-ITS, Cooperative, connected, automated mobility

With this Communication the Commission reached an important milestone in creating a European
strategy for the deployment of cooperative, connected and automated vehicles, as called for in the
Declaration of Amsterdam. Together with other road initiatives which the Commission plans to adopt in
2017, this Communication contributes to shaping the EU's road transport system of the future and to
overcome the key challenges it faces today. The actions needed to achieve this goal and timeline have
been identified and require a joint effort by all actors involved.

Title #3: How and why do men and women differ in their willingness to use automated cars? The
influence of emotions across different age groups

Author(s): Christoph Hohenberger, Matthias Sporrle, Isabell M.Welpe

October 2022 106



https://www.sciencedirect.com/science/article/abs/pii/S0965856415000804#!
https://doi.org/10.1016/j.tra.2015.04.003
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52016DC0766

DRIVE2

THE FUTURE

e
——

D7.1: Ethical, sociocultural, gender, safety, and legal issues

Year of publication: 2016

Type of publication: Research article

Journal: Human Factors: Transportation Research Part A: Policy and Practice
DOl/source: https://doi.org/10.1016/).tra.2016.09.022

Keywords: Automated cars, Emotions, Age, Moderated mediation, Willingness to use, Gender
This research focussed on willingness to use automated cars differences between men and women, with
the latter group showing lower usage intentions. This study provides a first explanation of this effect.
Research from other fields suggests that affective reactions might be able to explain behavioural
intentions and responses towards technology, and that these effects vary depending on age levels.
Moreover, this study found that emotional processes vary as a function of respondent age in such a way
that the differential effect of sex on anxiety was more pronounced among relatively young respondents
and decreased with participants’ age. The results suggest that addressing anxiety-related responses
towards automated cars and accentuating especially the pleasurable effects of automated cars reduces
differences between men and women. Addressing the anxiety-related effects in order to reduce sex
differences in usage intentions seems to be less relevant for older target groups, whereas promoting the
pleasurable responses is equally important across age groups.

Title #4: Social and behavioural questions associated with automated vehicles. Scoping study by UCL
Transport Institute

Author(s): Tom Cohen, Peter Jones and Clémence Cavoli
Year of publication: 2017

Type of publication: Report

Journal: Human Factors: UCL Transport Institute publication

DOl/source:
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment data/file/5
85545/social-and-behavioural-questions-associated-with-automated-vehicles-final-report.pdf

Keywords: Social, behavioural, automated vehicles

This study is composed of a literature review and a set of questions related to automated vehicles, more
precisely the interaction between the user/driver and highly automated cars, the interaction of other
road users, including pedestrians with these cars, the attitude of the general public towards AVs and the
wider, longer-term social, economic and environmental impacts of AVs.

Based on answers from the selected respondents, a set of actions and research recommendations were
defined.

Title #5: What EU legislation says about car data - Legal Memorandum on connected vehicles and data
Author(s): Marc Storing

Year of publication: 2017

Type of publication: Memorandum

Journal: Human Factors: Memorandum FIA

DOl/source: https://www.fiaregionl.com/wp-content/uploads/2017/06/20170516-Legal-Memorandum-
on-Personal-Data-in-Connected-Vehicles-www.pdf

Keywords: GDPR, Vehicle generated data, environmental safety, Data protection
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This memorandum, produced by Osborne Clark for FIA states that data in connected vehicles qualifies as
personal data to any party that may reference that data with reasonable means to a specific individual.
For such a qualification it is neither relevant whether data compromises technical data, nor whether data
is vehicle generated or provided by the customer. Even the question of anonymisation depends on
whether the controller can employ reasonable means to re-establish such a reference. The GDPR does
not fundamentally change this legal assessment as objectives, legal principles and evaluations of European
privacy law will stay basically unchanged even though the GDPR nevertheless strengthens the data
subject’s sovereignty over his1 data. In particular, the right to receive and transmit his data to third parties
will have a significant impact on data from connected vehicles. Product safety and liability aspects are
relevant in the context of handling data from connected vehicles as well, since they serve the interests
and integrity of customers. Despite this essential function, fundamental data privacy principles are neither
reversed nor restricted by liability obligations. In particular, obligations in the context of product safety
and liability do not permit OEMs to permanently and comprehensively collect and evaluate data from
connected vehicles.

Title #6: In-vehicle data recording, storage and access management in autonomous vehicles
Author(s): V. Kabir Veitas, Simon Delaere

Year of publication: 2018

Type of publication: Research article

Journal: Human Factors: Research Gate

DOl/source: https://www.researchgate.net/publication/325681154 In-
vehicle data recording _storage and access management in_autonomous_vehicles

Keywords: GDPR, Data storage, Data protection, autonomous driving, social benefits, social challenges

This article shows that the transport sector is in the process of being rapidly and fundamentally reshaped
by new emerging technologies, including autonomous driving and collective intelligent transportation
systems. This reshaping promises huge economic and social benefits yet brings equally huge challenges in
terms of secure and safe technology development, its smooth integration to social fabric and the
adaptation of legal and regulatory framework. Transformation of transport sector involves many
stakeholders and interest groups and it is important to understand that no one of them has a decisive
power to shape the direction of the transformation, but they should work together on emerging
challenges.

Title #7: Mobility and the GDPR: An important but uneasy partnership
Author(s): Peter Els

Year of publication: 2018

Type of publication: Research article

Journal: Human Factors: Automotive 1Q

DOl/source: https://www.automotive-ig.com/autonomous-drive/articles/mobility-and-the-gdpr-an-
important-but-uneasy-partnership

Keywords: GDPR, Automated vehicles, Connected cars

This article focussed on implementation of the GDPR for connected and automated vehicles. Indeed their
implementation will require OEMs to apply effective security measures to protect the information they
collect and process in order to comply with GDPR. This includes the need to effectively handle data loss,
privacy leak and fraud attempts, as well as set up crisis management and reporting procedures to the
authorities and affected individuals. To accomplish this, manufacturers may have to set up ‘monitoring’
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systems that provide real-time visibility on the status and functions of the vehicle fleet. These systems
would need to be capable of flagging a range of events relating to security, privacy, fraud, and
malfunction. This would facilitate the integration of risk assessments and mitigation plans into the OEM’s
overall operations, boosting data privacy protection, and ensuring GDPR compliance.

Title #8: Perceptions of autonomous vehicles: Relationships with road users, risk, gender and age
Author(s): Lynn M.Hulse, Hui Xie, Edwin R.Galea

Year of publication: 2018

Type of publication: Research article

Journal: Human Factors: ScienceDirect

DOl/source: https://doi.org/10.1016/].ss¢i.2017.10.001

Keywords: Autonomous vehicle, Road safety, Pedestrian, Risk, Gender, Age

Fully automated self-driving cars, with expected benefits including improved road safety, are closer to
becoming a reality. This study surveyed almost 1000 participants on their perceptions, particularly with
regards to safety and acceptance of autonomous vehicles. Overall, results revealed that autonomous cars
were perceived as a “somewhat low risk“form of transport and, while concerns existed, there was little
opposition to the prospect of their use on public roads. However, compared to human-operated cars,
autonomous cars were perceived differently depending on the road user perspective: riskier when a
passenger yet less risky when a pedestrian. Autonomous cars were also perceived as more risky than
existing autonomous trains. Gender, age and risk-taking had varied relationships with the perceived risk
of different vehicle types and general attitudes towards autonomous cars. For instance, males and
younger adults displayed greater acceptance. Whilst their adoption of this autonomous technology would
seem societally beneficial — due to these groups’ greater propensity for taking road user risks, behaviours
linked with poorer road safety — other results suggested it might be premature to draw conclusions on
risk-taking and user acceptance.

Title #9: Self-driving car dilemmas reveal that moral choices are not universal
Author(s): Amy Maxmen

Year of publication: 2018

Type of publication: Research article

Journal: Human Factors: ScienceDirect

DOl/source: https://doi.org/10.1038/d41586-018-07135-0

Keywords: Self-driving cars, public acceptance, ethics, autonomous vehicles

This article focussed on the largest ever survey of machine ethics, published today in Nature, that finds
that many of the moral principles that guide a driver’s decisions vary by country. The survey, called the
Moral Machine, laid out 13 scenarios in which someone’s death was inevitable. Respondents were asked
to choose who to spare in situations that involved a mix of variables: young or old, rich or poor, more
people or fewer. From the results of this study, the researchers also identified correlations between social
and economic factors in a country and the average opinions of its residents.

Title #10: GDPR protection rules

October 2022 109



https://doi.org/10.1038/d41586-018-07135-0

DRIVE2

THE FUTURE

e
——

D7.1: Ethical, sociocultural, gender, safety, and legal issues

Author(s): EU

Year of publication: 2018

Type of publication: Set of rules

Journal: Human Factors: gdpr.eu
DOl/source: gdpr.eu

Keywords: GDPR, Protection, Data, Rules

This document was analysed in order to better understand the set of rules stated by EU and their
implication to Automated and Connected Cars.

Title #11: The Moral Machine Experiment

Author(s): Edmond Awad, Sohan Dsouza, Richard Kim, Jonathan Schulz, Joseph Henrich, Azim Shariff,
Jean-Frangois Bonnefon & lyad Rahwan

Year of publication: 2018

Type of publication: Research arcticle

Journal: Human Factors: Nature

DOl/source: https://www.nature.com/articles/s41586-018-0637-6

Keywords: Moral machines, Machine ethics, moral orientation, autonomous vehicles, human spare

With the rapid development of artificial intelligence have come concerns about how machines will make
moral decisions, and the major challenge of quantifying societal expectations about the ethical principles
that should guide machine behaviour. To address this challenge, the Moral Machine, an online
experimental platform designed to explore the moral dilemmas faced by autonomous vehicles was
developed. This platform gathered 40 million decisions in ten languages from millions of people in 233
countries and territories. This article summarises global moral preferences, individual variations in
preferences, based on respondents’ demographics, reports cross-cultural ethical variation, and uncovers
three major clusters of countries. Finally, it shows that these differences correlate with modern
institutions and deep cultural traits and discusses how these preferences can contribute to developing
global, socially acceptable principles for machine ethics.

Title #12: Ethics Guidelines for trustworthy Al
Author(s): High-Level Expert Group on Al

Year of publication: 2019

Type of publication: Guidelines

Journal: Human Factors: European Commission

DOl/source: https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai

Keywords: Artificial intelligence, protection

The Guidelines put forward a set of 7 key requirements that Al systems should meet in order to be deemed
trustworthy. A specific assessment list aims to help verify the application of each of the key requirements:

Human agency and oversight: Al systems should empower human beings, allowing them to make
informed decisions and fostering their fundamental rights. At the same time, proper oversight
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mechanisms need to be ensured, which can be achieved through human-in-the-loop, human-on-
the-loop, and human-in-command approaches

Technical Robustness and safety: Al systems need to be resilient and secure. They need to be safe,
ensuring a fall back plan in case something goes wrong, as well as being accurate, reliable and
reproducible. That is the only way to ensure that also unintentional harm can be minimized and
prevented.

Privacy and data governance: besides ensuring full respect for privacy and data protection,
adequate data governance mechanisms must also be ensured, taking into account the quality and
integrity of the data, and ensuring legitimised access to data.

Transparency: the data, system and Al business models should be transparent. Traceability
mechanisms can help achieving this. Moreover, Al systems and their decisions should be
explained in a manner adapted to the stakeholder concerned. Humans need to be aware that
they are interacting with an Al system, and must be informed of the system’s capabilities and
limitations.

Diversity, non-discrimination and fairness: Unfair bias must be avoided, as it could could have
multiple negative implications, from the marginalization of vulnerable groups, to the
exacerbation of prejudice and discrimination. Fostering diversity, Al systems should be accessible
to all, regardless of any disability, and involve relevant stakeholders throughout their entire life
circle.

Societal and environmental well-being: Al systems should benefit all human beings, including
future generations. It must hence be ensured that they are sustainable and environmentally
friendly. Moreover, they should take into account the environment, including other living beings,
and their social and societal impact should be carefully considered.

Accountability: Mechanisms should be put in place to ensure responsibility and accountability for
Al systems and their outcomes. Auditability, which enables the assessment of algorithms, data
and design processes plays a key role therein, especially in critical applications. Moreover,
adequate an accessible redress should be ensured.

Title #13: Data protection for connected and autonomous vehicles
Author(s): Marco Miiller-ter Jung

Year of publication: 2019

Type of publication: Article

Journal: Human Factors: DOT magasine

DOI/sourcehttps://www.dotmagazine.online/issues/on-the-road-mobility-connected-car/making-
connected-cars-safe/data-protection-for-connected-cars

Keywords: Data protection, connected vehicles, automated vehicles, autonomous vehicles

According to the GDPR, any processing in the autonomous vehicle must be examined to determine
whether the data protection rights of the data subject are likely to present a high risk. If this is the case, a
comprehensive risk assessment must be carried out, for example, when a large amount of personal data
concerning the whereabouts of natural persons is processed on the basis of location data. A data
protection impact assessment must be carried out, for example, before certain processing activities start,
e.g. for new forms of processing, in particular the use of new technologies and data processing with a high
risk to rights and freedoms.

Title #14: The future of data processing in driverless cars: the shift from connected to autonomous
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Author(s): Laurens Mommers
Year of publication: 2019

Type of publication: Article
Journal: Human Factors: Lexology

DOl/source:https://www.lexology.com/library/detail.aspx?g=efd7c823-2d9c-4a55-a1d2-bf47f7eb434a

Keywords: Data processing, driverless car

From a legal perspective, what can manufacturers should be doing instead is to actively think about their
data processing activities, taking into account the following:

- Turning connected cars into autonomous cars will not alleviate the degree of processing
personal data;

- Giving data subjects active control of personal data about them, to exercise their data subject
rights and be in control of any additional services;

- Actively compartmentalising personal data or turning it into aggregated data should decrease
the risk of breaches and processing purpose creep;

- Thinking about whether they want to be part of profiling activities for, e.g., insurance purposes.

On the other hand, this advice concerns mainly the traditional model in which a car is individually owned,
and the car itself is the product. Rather than worrying only about the shift from gasoline to electricity,
manufacturers should probably be rethinking their entire business model. It might be that only a small
percentage of the future population still wants to own a car or will be able to afford one. The rest of us
might be spending our time in a driving billboard.

Title #15: Review of gender issues in transport
Author(s): UN Economic and Social Council
Year of publication: 2019

Type of publication: Article

Journal: Human Factors: Unece.org

DOl/source: https://unece.org/fileadmin/DAM/trans/doc/2009/itc/ECE-TRANS-2009-08e.pdf

Keywords: Gender issues, transport

The information contained in the document refers to the key gender issues with regard to the National
Development Plan (NDP) 2000-2006 adopted by the Government of Ireland, main recommendations on
transport and gender as identified by the international workshop "Gender Perspectives for Earth Summit
2002 - Energy; Transport; Information for Decision-Making", held in Berlin, 10-12 January 2001.

Title #16: Women's travel and participation in regional transport systems

Author(s): Rana Kortam, Heather Thompson, Diego Diaz, Mattias Landgren, Bipasha Baruah, Karla
Gonzalez Carvajal, Juliette Foster

Year of publication: 2019
Type of publication: Fishball session

Journal: Human Factors: OECD

October 2022 112



https://www.lexology.com/library/detail.aspx?g=efd7c823-2d9c-4a55-a1d2-bf47f7eb434a
https://unece.org/fileadmin/DAM/trans/doc/2009/itc/ECE-TRANS-2009-08e.pdf

DRIVE2

THE FUTURE

e
——

D7.1: Ethical, sociocultural, gender, safety, and legal issues

DOl/source:https://2019.itf-oecd.org/event/womens-travel-and-participation-regional-transport-
systems

Keywords: Gender issues, transport, women’s travel

Gender differences in transport stem from a constellation of economic and social disparities including
access to resources, household responsibilities, and cultural norms surrounding women’s mobility. As a
result, women face unique time and resource constraints, as well as safety considerations with respect to
their travel activity and their participation in the transport workforce. These differences are systemic and
self-reinforcing, as mobility provides access to sources of income, education, healthcare, and other
opportunities. The session on Women’s Travel and Participation in Regional Transport Systems addressed
strategic approaches to equitably designing transport systems as well as gender issues from a user and a
workforce perspective. The session addressed:

- Strategic approaches to equitably designing transport systems
- Gender issues from the user perspective
- Gender issues from the workforce perspective

Title #17: Women transport workers discuss the impacts of digitalisation and automation on female
employment

Author(s): ETF

Year of publication: 2019
Type of publication: Article
Journal: Human Factors: ETF

DOl/source: https://www.etf-europe.org/women-transport-workers-discuss-the-impacts-of-
digitalisation-and-automation-on-female-employment/

Keywords: Women in transport, Automation

Women transport workers’ concerns in regard to the future of work in transport must be taken into close
consideration during discussions in trade unions, in the workplace, at government level, and at EU level.
Women transport workers must gain access to the training and skills necessary to benefit from the new
jobs being created. As negotiations with employers and companies are the most effective way to address
and mitigate the effects of automation on work and working conditions, a strong gender dimension will
be essential to address the needs and interests of women transport workers. It will be important in the
near future to carefully consider and address the way women are affected by these changes in order to
develop the right tools to empower women transport workers to tackle these challenges head-on.

Title #18: The role of gender and age in autonomous mobility: general attitude, awareness and media
preference in the context of Czech Republic

Author(s): Darina Havlickova, Vit Gabrhel, Eva Adamovska, Petr Zamecnik
Year of publication: 2019

Type of publication: Article

Journal: Transactions on Transport Sciences

DOl/source:
https://www.researchgate.net/publication/338657677 The role of gender and age in autonomous
mobility general attitude awareness and media preference in the context of Czech Republic

Keywords: Connected and automated vehicles, CAVs, attitude, media, gender, age
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One of the long-term goals of autonomous mobility is to achieve mobility for non-drivers or those with
difficult access to mobility: for seniors, women, children or other groups of people who are not able to
drive a car. However, previous surveys revealed that respondents in these subpopulations were rather
reluctant to use connected and automated vehicles (CAVs). This discrepancy brings a paradox in the
context of autonomous mobility because one of the main benefits of autonomous mobility is its use by
groups that currently reject it the most. One of the reasons for his refusal may lie in the amount of
available information on CAVs. Thus, this study focuses on the general attitude, the level of awareness
and the preferred ways of obtaining new information on CAVs. Firstly, focus groups revealed preferred
media channels for obtaining new information on CAVs. Consequently, a survey was conducted on
perceptions and attitudes related to CAVs among the general population in the Czech Republic. Overall,
59 professional inquirers personally interviewed 1116 persons older than 15 years via computer (CAPI).
Respondents were selected through the multistage probabilistic sampling procedure, based on the list of
address points in the Czech Republic. In the sample, there were 573 (51%) women, the average age was
51 years (SD = 17 years). The results show that, on average, women declared a more neutral and negative
attitude towards CAV in comparison to men regardless of age. Furthermore, men declared higher CAV
aware- ness than women in all age groups. As for the preferred information channels, young men mostly
chose the internet or a“trial as a driver on the circuit”. On the other hand, seniors declared the lowest
willingness to receive new information about CAVs. However, if they wish to receive information on CAVs,
they prefer TV or a“Trial during social event at my neighbourhood”. Results of this study are thus
consistent with findings of previous studies as they all identify the importance of gender and age when it
comes to the attitude on CAVs.

Title #19: Perceived benefits and constraints in vehicle automation: data to assess the relationship
between driver’s features and their attitudes towards autonomous vehicles

Author(s): Ignacio Lijarcio, Sergio A.Useche, JavierLlamazares, LuisMontoro
Year of publication: 2019

Type of publication: Article

Journal: Science Direct

DOl/source: https://doi.org/10.1016/}.dibh.2019.104662

Keywords: Spanish drivers, Autonomous vehicles, Attitudes, Perception, Intention, Road Safety

This data article examines the association driver's features, perceptions and attitudes towards
autonomous vehicles (AVs). The data was collected using a structured self-administrable and online-based
guestionnaire, applied to a full sample of 1205 Spanish drivers. The data contains 4 parts: the full set of
bivariate correlations between study variables; descriptive statistics and graphical trends for each main
study variable according to gender, age group and city/town size; and, finally, the dataset for further
explorations in this regard.

Title #20: Guidelines 1/2020 on processing personal data in the context of connected vehicles and
mobility related applications

Author(s): European Data Protection Board
Year of publication: 2020

Type of publication: Guidelines

Journal: EDPB

DOl/source:
https://edpb.europa.eu/sites/edpb/files/consultation/edpb guidelines 202001 connectedvehicles.pdf
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Keywords: Personal data, connected vehicles
The document provides general recommendations on the following topics:

Categories of data

Purposes

Relevance and data minimisation

Data protection by design and by default
Information

Rights of the data subject

Security and confidentiality

Transmitting personal data to third parties
Transfer of personal data outside EU/EEA
Use of in-vehicle Wifi technologies

Title #21: Autonomous Accidents: The ethics of self-driving car crashes
Author(s): Teagan Ampe

Year of publication: 2020

Type of publication: Article

Journal: Viterbi Conversations in Ethics

DOl/source: https://vce.usc.edu/volume-4-issue-2/autonomous-accidents-the-ethics-of-self-driving-car-

crashes/

Keywords: Autonomous Vehicles, Rawlsian Ethics, Rights Approach, Utilitarianism

Self-driving cars are no longer confined to the realm of sci-fi; a variety of autonomous vehicles are under
development by companies around the world. Before they hit consumer markets, though, manufacturers,
lawmakers, and society as a whole must decide how cars should behave ethically in the worst-case
scenario: a possibly fatal crash.

Title #22: Self-driving vehicles - an ethical overview

Author(s): Sven Ove Hansson, Matts-Ake Belin & Bjorn Lundgren
Year of publication: 2020

Type of publication: Article

Journal: Philosophy & Technology

DOl/source: https://link.springer.com/article/10.1007/s13347-021-00464-5

Keywords: Self-driving vehicles, traffic safety, security, automatisation, future traffic system

The introduction of self-driving vehicles gives rise to a large number of ethical issues that go beyond the
common, extremely narrow, focus on improbable dilemma-like scenarios. This article provides a broad
overview of realistic ethical issues related to self-driving vehicles. Some of the major topics covered are
as follows: Strong opinions for and against driverless cars may give rise to severe social and political
conflicts. A low tolerance for accidents caused by driverless vehicles may delay the introduction of
driverless systems that would substantially reduce the risks. Trade-offs will arise between safety and other
requirement on the road traffic system. Over-reliance on the swift collision-avoiding reactions of self-
driving vehicles can induce people to take dangerous actions, such as stepping out in front of a car, relying
on its fast braking. Children travelling alone can violate safety instructions such as the use of seatbelts.
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Digital information about routes and destinations can be used to convey commercial and political
messages to car users. If fast passage can be bought, then socio-economic segregation of road traffic may
result. Terrorists and other criminals can hack into a vehicle and make it crash. They can also use self-
driving vehicles for instance to carry bombs to their designed places of detonation or to wreak havoc on
a country’s road system.

Title #23: Autonomous vehicles: data protection and ethical considerations

Author(s): loannis Krontiris, Kalliroi Grammenou, Kalliopi Terzidou, Marina Zacharopoulou, Marina
Tsikintikou, Foteini Baladima, Chrysi Sakellari, Konstantinos Kaouras

Year of publication: 2020
Type of publication: Article
Journal: CSCS '20: Computer Science in Cars Symposium

DOl/source: https://dl.acm.org/doi/10.1145/3385958.3430481

Keywords: Autonomous Vehicles, Data Protection, Ethical Considerations

Autonomous vehicles (AVs) are increasingly becoming part of the emerging Intelligent Transportation
Systems (ITS) and they are positioned to advance smart mobility. To enable this, new on-board sensors
collect and transmit growing types and quantities of data. This raises new and unique privacy
considerations around what happens with this data. As the automotive industry becomes more data-
driven, getting consumer privacy rights will become increasingly important for establishing trust and
customer acceptance of this technology. At the same time, the algorithmic decision making in AVs raises
several new ethical issues that can create new safety risks and discriminatory outcomes. In this paper we
analyze what are the new privacy and data protection challenges that emerge in AVs and investigate the
ethical and liability concerns surrounding algorithmic decision-making, highlighting research gaps and the
need to mitigate these issues by acting swiftly.

Title #24: Autonomous automobilities: the social impact of driverless vehicles
Author(s): David Bissell, Thomas Birtchnell, Anthony Elliott, Eric L Hsu

Year of publication: 2020

Type of publication: Article

Journal: International Sociology Association

DOl/source: https://doi.org/10.1177/0011392118816743

Keywords: Autonomous Vehicles, social impact

Autonomous vehicles are one of the most highly anticipated technological developments of our time,
with potentially wide-ranging social implications. Where dominant popular discourses around
autonomous vehicles have tended to espouse a crude form of technological determinism, social scientific
engagements with autonomous vehicles have tended to focus on rather narrow utilitarian dimensions
related to regulation, safety or efficiency. This article argues that what is therefore largely missing from
current debates is a sensitivity to the broader social implications of autonomous vehicles. The article aims
to remedy this absence. Through a speculative mode, it is shown how a mobilities approach provides an
ideal conceptual lens through which the broader social impacts of autonomous vehicles might be
identified and evaluated. The argument is organized across four dimensions: transformations to
experiences, inequalities, labour and systems. The article develops an agenda for critical sociological work
on automated vehicles; and it calls on sociologists to contribute much-needed critical voices to the
institutional and public debates on the development of autonomous vehicles.
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Title #25: Who is willing to share their AV? Insights about gender differences among seven countries

Author(s): Amalia Polydoropoulou,loannis Tsouros,*,Nikolas Thomopoulos,Cristina Pronello,Arnér
Elvarsson,Haraldur Sigpdrsson,Nima Dadashzadeh,Kristina Stojmenova,Jaka Sodnik,Stelios
Neophytou,Domokos Esztergar-Kiss,Jamil Hamadneh,Graham Parkhurst ,Shelly Etzioni ,Yoram Shiftan
and Floridea Di Ciommo

Year of publication: 2021

Type of publication: Article

Journal: MDPI

DOl/source: https://www.mdpi.com/2071-1050/13/9/4769/htm

Keywords:  Autonomous Vehicles; Shared Autonomous Vehicle (SAV); willingness-to-pay (WTP);
willingness-to-adopt; gender; cross-national comparison

The introduction of shared autonomous vehicles into the transport system is suggested to bring significant
impacts on traffic conditions, road safety and emissions, as well as overall reshaping travel behaviour.
Compared with a private autonomous vehicle, a shared automated vehicle (SAV) is associated with
different willingness-to-adopt and willingness-to-pay characteristics. An important aspect of future SAV
adoption is the presence of other passengers in the SAV—often people unknown to the cotravellers. This
study presents a cross-country exploration of user preferences and WTP calculations regarding mode
choice between a private non-autonomous vehicle, and private and shared autonomous vehicles. To
explore user preferences, the study launched a survey in seven European countries, including a stated-
preference experiment of user choices. To model and quantify the effect of travel mode attributes and
socio-demographic characteristics, the study employs a mixed logit model. The model results were the
basis for calculating willingness-to-pay values for all countries and travel modes, and provide insight into
the significant heterogeneous, gender-wise effect of cotravellers in the choice to use an SAV. The study
results highlight the importance of analysis of the effect of SAV attributes and shared-ride conditions on
the future acceptance and adoption rates of such services.

Title #26: Exploring data protection challenges of automated driving
Author(s): Trix Mulder, Nynke Evellinga

Year of publication: 2021

Type of publication: Article

Journal: Computer law and security review

DOl/source: https://doi.org/10.1016/j.clsr.2021.105530

Keywords: Data protection, GDPR, Automated driving

With the increase in automation of vehicles and the rise of driver monitoring systems in those vehicles,
data protection becomes more relevant for the automotive sector. Monitoring systems could contribute
to road safety by, for instance, warning the driver if he is dozing off. However, keeping such a close eye
on the user of the vehicle has legal implications. Within the European Union, the data gathered through
the monitoring system, and the automated vehicle as a whole, will have to be collected and processed in
conformity with the General Data Protection Regulation. By means of a use case, the different types of
data collected by the automated vehicle, including health data, and the different requirements applicable
to the collecting and processing of those types of data are explored. A three-step approach to ensuring
data protection in automated vehicles is discussed. In addition, the possibilities to ensure data protection
at a European level via the (type-) approval requirements will be explored.

Title #27: Driverless cars and Al ethics
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Author(s): Cindy Gordon
Year of publication: 2021
Type of publication: Article
Journal: Forbes

DOl/source: https://www.forbes.com/sites/cindygordon/2021/12/29/driverless-cars-and-ai-
ethics/?sh=1aeef57b69c7

Keywords: Al, Driverless cars

Many new questions will need to be sorted out as outlined in Self Driving Vehicles, an Ethical Review,
published in August 2021, an excellent review of the ethical challenges and call to action for more social
research. If there is no driver who controls the vehicle, who is then responsible for the safety of its
passengers and of those who travel or walk on the same roads? If a car is “driven” by a computer
possessing artificial intelligence, does that intelligence constitute an entity that can be held responsible?
What are the responsibilities of the vehicle’s current owner? Its manufacturer? The owner and manager
of the road system? The organization running the traffic control centre that the vehicle communicates
with?

Title #28: 5 Moral dilemmas that self-driving cars face today
Author(s): Naveen Joshi

Year of publication: 2021

Type of publication: Article

Journal: Forbes

DOl/source: https://www.forbes.com/sites/naveenjoshi/2022/08/05/5-moral-dilemmas-that-self-
driving-cars-face-today/?sh=5230c37f630d

Keywords: Moral dilemmas, self-driving cars

The ethics of self-driving cars has been constantly under debate. The ethics have been defended and
attacked to the extreme by supporters at each end of the spectrum. There is still no clear answer yet on
how to solve the moral dilemmas self-driving cars face. As the debate around the topic intensifies due to
the increasing adoption of self-driving cars, we hope that strict laws and regulations will be developed
that can finally answer the questions in a correct, justifiable manner.

Title #29: US women more concerned than men about some Al developments, especially driverless cars
Author(s): Risa Gelles-Watnick

Year of publication: 2021

Type of publication: Article

Journal: Pew Research Centre

DOl/source:  https://www.pewresearch.org/fact-tank/2022/08/03/u-s-women-more-concerned-than-
men-about-some-ai-developments-especially-driverless-cars/

Keywords: Gender, Al, Driverless cars

Women are more likely to support the inclusion of a wider variety of groups in Al design. For example,
two-thirds of women (67%) say it's extremely or very important for social media companies to include
people of different genders when designing social media algorithms to find false information, compared
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with 58% of men. Women are also more likely to say it is important that different racial and ethnic groups
are included in the same Al design process (71% vs. 63%).

Additionally, women are more doubtful than men that it is possible to design Al computer programs that
can consistently make fair decisions in complex situations. Only around two-in-ten women (22%) think it
is possible to design Al programs that can consistently make fair decisions, while a larger share of men
(38%) say the same. A plurality of women (46%) say they are not sure whether this is possible, compared
with 35% of men.

Title #30: Autonomous vehicles through gender perspective glasses

Author(s): Begofia Mateo, Ricard Barbera-Guillem, Purificacion Castell6-Mercé, Consuelo Latorre-
Sdnchez, JuanManuel Belda-Lois, Nicolas Palomares, Sofia Iranzo, José Solaz, José Laparra-Hernandez,
Raquel Marzo

Year of publication: 2021
Type of publication: Deliverable
Journal: DIAMOND project

DOl/source:  https://diamond-project.eu/download/guidelines-autonomous-vehicles-through-gender-
perspective-glasses/

Keywords: Gender, Driverless cars

When this document was initially conceived, the main foreseen contents were linked to the (potentially
differentiated) emotional needs of women and men in automated vehicles. The research and work
developed during the DIAMOND project has contributed to widen the scope of this report to other fields
beyond that of the emotions. In this sense, such aspects as the unfairness and inequality present in current
cars need to be highlighted in a work of these characteristics. In addition, as Connected Automated
Vehicles (CAVs) are still a product that is under development, we have considered it interesting to mention
tools and methodologies in the guidelines that could be used to gain more knowledge of the needs and
requirements of potential CAV passengers, especially girls and women. By doing so, we wanted to provide
useful information which could contribute to improving fairness and equality in autonomous vehicles
based on human factors and participatory design. This report contains the complete contents of the
guidelines entitled “Autonomous vehicles through gender perspective glasses. Designing a more inclusive
and gender-fair autonomous car”.

Title #31: Social implications of autonomous vehicles: a focus on time
Author(s): Cian McCarroll & Federico Cugurullo

Year of publication: 2021

Type of publication: Research article

Journal: Al& Society

DOl/source: https://link.springer.com/article/10.1007/s00146-021-01334-6

Keywords: Social implications, autonomous vehicles, Al, automation

The urban environment is increasingly engaging with artificial intelligence, a focus on the automation of
urban processes, whether it be singular artefacts or city-wide systems. The impact of such technological
innovation on the social dynamics of the urban environment is an ever changing and multi-faceted field
of research. In this paper, the space and time defined by the autonomous vehicle is used as a window to
view the way in which a shift in urban transport dynamics can impact the temporal experience of an
individual. Using the finite window of time created by an autonomous vehicle, a theoretical framework is
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put forward that seeks to show how contrasting narratives exist regarding the experience of the window
of time within the autonomous vehicle. By taking a theoretical approach informed by social theory, the
dissolution of barriers between separate spheres of life is explored to highlight the increased
commodification of time. In focusing on both the space and time created by the autonomous vehicle this
approach seeks to highlight how artificial intelligence can provide a contemporary space in the urban
environment while also opening a new window of time. The cognitive dissonance observed when
comparing the narratives of autonomous vehicle stakeholders and the historical shift in time use leads to
a belief that technology makes the user more free in terms of time. With this paper the autonomous
vehicle is shown to be an ideal space and time to view the way in which the use of such technology does
not increase free-time, but further dissolves the boundaries between what is and what is not work-time.
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Safety

Title #1: Automated Driving System Collisions: Early Lessons

Author(s): W. Biever, L. Angell, and S. Seaman

Year of publication: 2019

Type of publication: Research article

Journal: Human Factors: The Journal of the Human Factors and Ergonomics Society

DOl/source: https://doi.org/10.1177/0018720819872034

Keywords: Crash reconstruction; Crash analysis; Crash types; Active ADS

This research evaluated Automated Driving Systems (ADS) involved collisions to identify factors relevant
to future research and development. 115 collision reports with active ADSs from the California
Department of Motor Vehicles and the National Transportation Safety Board were collected. An expert in
human factors and collision investigation analyzed and categorized the crashes while extracting common
factors. Of the 115 crashes, 106 were minor, seven moderately severe and two severe. They resulted in
22 reported injuries, mostly minor ones. The largest proportion (59%) of collisions involved the ADS
vehicle being affected from the rear. These crashes were categorized into 4 groups: 1) The ADS was
stopped (22 crashes, almost certainly cases of inattention or poor braking by following drivers), 2) Rear-
impact cases with the ADS moving (18 minor crashes with several different scenarios), 3) ADS slowing for
a moving target (11 crashes, with 8 related to other vehicles violating the lane of the ADS), 4) ADS was
repositioning or waiting for a gap in traffic (17 crashes, all during right turns). In these crashes, the ADS
behavior was described as inching, creeping, or making multiple stops while negotiating the gap
acceptance).

The second largest collision type was side-impact (34 cases, mostly with passing vehicles, only 6 cases on
intersections). The third type involved front collisions (2 cases) and the rest were cases that involved
transition from automation to manual control.

The ADS was not at fault in any collision. The reported crashes could almost all have been the result of
errors made by human drivers. ADSs are overrepresented in rear-impact crashes in which they are struck
in the rear by another vehicle when stopped or moving slowly. Side-impacts were second common crash
type. Lane violations are one key scenario where conservative ADS behavior could make a rear impact
more likely. Lane conflicts are another area where ADS behavior has the potential to confuse human
drivers and cause collisions. Differences in ADS driving behavior may be violating human driver
expectations resulting in conflicts that lead to collisions.

Title #2: Rage against the machine? Google's self-driving cars versus human drivers
Author(s): E. R. Teoh, D. G. Kidd

Year of publication: 2017

Type of publication: Research article

Journal: Journal of Safety Research

DOl/source: https://doi.org/10.1016/].jsr.2017.08.008

Keywords: Google car crashes; Crash rates, Crash types

Two general strategies for comparing the crash experience of Google cars during testing and human
passenger vehicle drivers were used: comparing crash rates and comparing patterns of crashes. No
assumption was made about the distribution of unreported crash incidents when comparing rates. The
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crash rates for Google cars were restricted to those deemed to be police reportable. Google cars had a
much lower rate of police-reportable crashes per million VMT than human drivers in Mountain View
(California) during 2009-2015 (2.19 vs 6.06), but the difference was not statistically significant. The most
common type of crash incident occurring during autonomous mode is that a Google car gets rear-ended
by another vehicle while stopped or barely moving. It has been suggested that the autonomous
technology might cause the cars to stop in unexpected situations or places, but there was no evidence of
this in the narratives. There were no single-vehicle crashes during autonomous mode, and the Google car
was partially at-fault in only one incident. Test drivers prevented several incidents by overriding vehicle
controls. From Google's disengagement report (Google, 2015), there were 13 instances in which
simulations indicated that the test driver likely avoided contact with another vehicle or object by
reclaiming control of the vehicle.

To summarize, the most common type of collision involving Google cars was when they got rear-ended
by another (human-driven) vehicle. The results suggest Google self-driving cars, while a test program, are
safer than conventional human-driven passenger vehicles; however, currently there is insufficient
information to fully examine the extent to which disengagements affected these results. Results suggest
that highly-automated vehicles can perform more safely than human drivers in certain conditions, but will
continue to be involved in crashes with conventionally-driven vehicles.

Title #3: Crash Themes in Automated Vehicles: A Topic Modeling Analysis of the California Department
of Motor Vehicles Automated Vehicle Crash Database

Author(s): H. Alambeigi, A. D. McDonald, S. R. Tankasala
Year of publication: 2020

Type of publication: Research article

Journal: preprint

DOl/source: https://arxiv.org/ftp/arxiv/papers/2001/2001.11087.pdf

Keywords: Probabilistic topic modeling; Crash reports

This article analyzes AV crash narratives from the California DMV crash database to identify safety
concerns and gaps between crash types and current areas of focus in the current research. The analysis
considers the reports from 10/2014 to 06/2019 (the final dataset had 114 crash reports (18 transition
crashes, 96 crashes in automated mode). The database was analyzed using probabilistic topic modeling
of open-ended crash narratives. Topic modeling is a set of automated algorithms that process text and
identify common topics or themes across a dataset. The analysis identified five themes in the database:
driver-initiated transition crashes, sideswipe crashes during left-side overtakes, and rear-end collisions
while the vehicle was stopped at an intersection, in a turn lane, and when the crash involved oncoming
traffic. Many crashes represented by the driver-initiated transitions topic were also associated with the
side-swipe collisions. A substantial portion of the side-swipe collisions also involved motorcycles. These
findings highlight previously raised safety concerns with transitions of control and interactions between
vehicles in automated mode and the transportation social network. In response to these findings, future
empirical work should focus on driver-initiated transitions, overtakes, silent failures, complex traffic
situations, and adverse driving environments. Beyond this future work, the topic modeling analysis
method may be used as a tool to monitor emergent safety issues.

Title #4: Accidents with Automated Vehicles - Do self-driving cars need a better sense of self?
Author(s): G. D. Jenssen, T. Moen, S. O. Johnsen
Year of publication: 2019

Type of publication: Research article
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Journal: Proceedings - 26" ITS World Congress, Singapore

DOl/source: https://www.researchgate.net

Keyword(s): Automated Guided Vehicles

This article provides an overview of the development of highly automated driving systems and illustrates
challenging situations and use cases, in some cases leading to fatal accidents. The authors used empirical
data from 13 years of human machine interactions between Automated Guided vehicle (AGV's),
employees, visitors and patients in a hospital in Trondheim (Norway) to shed light on recent accidents
with AVs in USA. Results indicate self-driving cars need a better model, i.e. a true 3D model of their own
spatial dimensions and how it fits with safe travel. Automotive sensors may not be able to predict safe
travel with current performance. Furthermore, results indicate there will continue to be accidents with
self-driving vehicles as long as the automated vehicle does not have a better sense of self like humans do,
and that there will be an ongoing risk as long as changes to software and sensors are not made to account
for the discrepancy. There are still critical sensor blind spots and serious flaws to sensor range, resolution
and interpretation.

Title #5: Exploratory analysis of automated vehicle crashes in California: A text analytics & hierarchical
Bayesian heterogeneity-based approach

Author(s): A. M. Boggs, B. Walib, A. J. Khattaka
Year of publication: 2020

Type of publication: Research article

Journal: Accident Analyses and Prevention

DOl/source: https://doi.org/10.1016/j.aap.2019.105354

Keywords: Crash database; Bayesian binary logit, Text analyses

To provide insights into the contributing factors of AV crashes, this study created a unique database from
124 manufacturer-reported Traffic Collision Reports reported to the California DMV and linked it with
detailed data on roadway and built-environment attributes. A text analysis was first conducted to extract
useful information from crash report narratives. Of the crashes that could be geocoded (N = 113), results
indicate the most frequent AV crash type was rear-end collisions (61.1%; N = 69) and 13.3% (N = 15) were
injury crashes. These outcomes and a small sample size lead to rigorous analyses of rear-end and injury
crashes in a Full Bayesian empirical setup. Correlations of other roadway attributes and environmental
factors with AV-involved rear-end and injury crash propensities are discussed. The results suggest that
when the automated driving system is engaged and remains engaged, the likelihood of an AV-involved
rear-end crash is substantially higher compared to a conventionally-driven AV or when the driver
disengages the automated driving system prior to a crash. Furthermore, the likelihood of an AV-involved
rear-end crash was significantly higher in mixed land-use settings compared to other land-use types, and
was significantly lower near public/private schools.

Title #6: Exploring the who, what, when, where, and why of automated vehicle disengagements
Author(s): A. M. Boggs, R. Arvin, A. J. Khattak

Year of publication: 2020

Type of publication: Research article

Journal: Accident Analyses and Prevention

DOl/source: https://doi.org/10.1016/j.2ap.2019.105406
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Keyword(s): Disengagements

This study contributes to understanding the factors associated with disengagements and exploring their
implications for automated systems. It comprehensively examines the safety performances (159,840
disengagements, 124 crashes, and 3,669,472 automated vehicle miles traveled by the manufacturers)
documented since the inauguration of the testing program. The reported disengagements were
categorized as control discrepancy, environmental conditions and other road users, hardware and
software discrepancy, perception discrepancy, planning discrepancy, and operator takeover. An
applicable subset of disengagements was then used to identify and quantify the 5 W’s of these safety-
critical events: who (disengagement initiator), when (the maturity of the ADS), where (location of
disengagement), and what/why (the facts causing the disengagement). The key results were:

Human-initiated disengagements are more likely than ADS initiated disengagements.
ADS-initiated disengagements are mostly due to planning and hardware/software discrepancies.

ADS-initiated disengagements are more likely on streets and roads environments than on high-speed
facilities.

System maturity has a positive effect on the likelihood of ADS-initiated disengagements.

Title #7. Statistical analysis of the patterns and characteristics of connected and autonomous vehicle
involved crashes

Author(s): Ch. Xu, Z. Ding, Ch. Wang, Z. Li
Year of publication: 2019

Type of publication: Research article
Journal: Journal of Safety Research
DOl/source:

Keywords: Collision type; Crash severity

This study aimed to investigate the characteristics and patterns of the connected and autonomous vehicle
(CAV) involved crashes. The crash data were collected from the reports of CAV involved crash submitted
to the California DMV. A total of 72 CAV involved crashes between January 2015 and June 2018 was used
in this study. The collected information from the crash reports include crash severity, collision type, crash
time, crash location, driving mode of autonomous vehicles, vehicle movement before crash occurrence,
and injuries. In addition to the crash report, the research team collected the road infrastructure
information for each crash from the Google satellite image, including the intersection type, intersection
channelization, road classification, number of lanes, traffic control method, roadside parking. The weather
data were extracted from the National Climate Data Center, which provides hourly weather information.
The descriptive statistics analysis was employed to investigate the characteristics of CAV involved crashes
in terms of crash location, weather conditions, driving mode, vehicle movement before crash occurrence,
vehicle speed, collision type, crash severity, and vehicle damage locations. The bootstrap based binary
logistic regressions were developed to investigate the factors contributing to the collision type and
severity of CAV involved crashes. The key findings were:

The stopped CAV and proceeding straight movement of conventional vehicle are the common
combination of movements prior to crash. The passing of following conventional vehicles over the ahead
CAV vehicles is another common combination. Rear-end and sideswipe crashes are the two predominant
collision types. The severity of CAV involved crashes are lower than that of normal crashes.

CAV driving mode, collision location, roadside parking, rear-end collision, and one-way road are the main
factors contributing to the severity level of CAV involved crashes.
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CAV driving mode, CAV stopped or not, CAV turning or not, normal vehicle turning or not, and normal
vehicle overtaking or not are the factors affecting the collision type of CAV involved crashes.

Title #8: Traffic Accidents with Autonomous Vehicles: Type of Collisions, Manoeuvres and Errors of
Conventional Vehicles’ Drivers

Author(s): D. Petrovi¢, R. Mijailovi¢, D. Pesi¢
Year of publication: 2020

Type of publication: Research article
Journal: Transportation Research Procedia

DOl/source: https://doi.org/10.1016/j.trpro.2020.03.003

Keywords: Accident types, Accident Manoeuvres

In this study, 53 traffic accidents with autonomous vehicles that occurred in the US state of California in
the period from 2015 to 2017 were analysed. In order to better recognize the characteristics of traffic
accidents with autonomous vehicles, a comparative analysis of 247 traffic accidents with only
conventional vehicles at similar locations was carried out. The emphasis was put on the type of collision,
maneuvers and errors of the drivers of conventional vehicles that led to the traffic accident. For statistical
analysis, Pearson X 2 (chi-square) test of independence and Fisher’s Exact Probability Test were applied.
The key results were:

The most significant difference was found in the type of collision “rear-end”. The share of traffic accidents
of this type of collision is higher in accidents with AVs (64.2%) as opposed to accidents with only CVs
(28.3%).

Collision types “broadside” and “pedestrian” represented a total of 5.7% of accidents with AVs versus
42.1% of accidents with only CVs. The main reason for these results is the assumption that AV is more
carefully approaching the intersections.

Drivers of CV did not take more specific manoeuvers when they involved in accidents with AV.

Significant differences in errors of the drivers’ CVs depending on whether they are involved in accidents
with AV. The biggest effect size was observed within the error of the drivers’ CVs “following too closely”.
Similar results it is noted for the error of the drivers’ CVs “unsafe speed”.

Introduction of AVs reduce the share of types of collision “broadside” and “pedestrian”. AVs are able to
compensate error of the driver CVs “right of way violation”.

Title #9: Approaching autonomous driving with cautious optimism: analysis of road traffic injuries
involving autonomous vehicles based on field test data

Author(s): W. Ye, Ch. Wang, F. Chen, S. Yan, L. Li
Year of publication: 2019

Type of publication: Research article

Journal: Injury Prevention

DOl/source: doi:10.1136/injuryprev-2019-043402
Keywords: Injury types; Accident reports

The objective of this study is to examine the patterns and associated factors of road traffic injuries (RTIs)
involving autonomous vehicles (AVs) and to discuss the public health implications and challenges of
autonomous driving. Data were extracted from the reports of traffic crashes involving AVs. All the reports
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were submitted to the California DMV by manufacturers with permission to operate AV test on public
roads. Descriptive analysis and X2 analysis or Fisher’s exact test was conducted to describe the injury
patterns and to examine the influencing factors of injury outcomes, respectively. Binary logistic regression
using the Wald test was employed to calculate the OR, adjusted OR (AOR) and 95% Cls. In total, 133
accident reports involving AVs were analyzed, with 24 individuals injured in 19 crashes. The key results
were:

The overestimated incidence rate of 18.05 per 100 crashes. 70.83% of the injured were AV occupants,
replacing vulnerable road users as the leading victims. Head and neck were the most commonly injured
locations. Driving in poor lighting was at greater risk of RTls (AOR 6.37, 95% Cl 1.47 to 27.54). Collisions
with vulnerable road users or incidents happening during commute periods led to a greater number of
victims. Autonomous mode cannot perform better than conventional mode in road traffic safety to date
(p=0.468).

It is concluded, that poor lighting improvement and the regulation of commute-period traffic and
vulnerable road users should be strengthened for AV-related road safety. So far AVs have not
demonstrated the potential to dramatically reduce RTls. Cautious optimism about AVs is more advisable,
and multifaceted efforts, including legislation, smarter roads, and knowledge dissemination campaigns,
are fairly required to accelerate the development and acceptance.

Title #10: Exploring the mechanism of crashes with automated vehicles using statistical modeling
approaches

Author(s): S. Wang, Z. Li

Year of publication: 2019

Type of publication: Research article
Journal: Plos One

DOl/source: https://doi.org/10.1371/journal.pone.0214550

Keywords: Crash severity; Collision type

By harnessing California’s Report of Traffic Collision Involving an Autonomous Vehicle Database, which
includes the AV crash data from 2014 to 2018, this paper investigates AV crash database in the US using
statistical modeling approaches that involve both ordinal logistic regression and CART classification tree.
The quantitative analysis of 113 accidents based on ordinal logistic regression and CART models was used
to explore the mechanism of AV-related crash, via both perspectives of crash severity and collision types.
Particularly, the CART model reveals and visualizes the hierarchical structure of the AV crash mechanism
with knowledge of how these traffic, roadway, and environmental contributing factors can lead to crashes
of various serveries and collision types. Statistical analysis results indicate that crash severity significantly
increases if the AV is responsible for the crash. The highway is identified as the location where severe
injuries are likely to happen. AV collision types are affected by whether the vehicle is on automated driving
mode, whether the crashes involve pedestrians/cyclists, as well as the roadway environment

Title #11: The effects of autonomous vehicles on safety
Author(s): Curto, S., Severino, A., Trubia, S., Arena, F., Puleo, L.
Year of publication: 2021

Type of publication: Research article

Journal: AIP Conference Proceedings

DOl/source: https://doi.org/10.1063/5.0047883
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Keywords: Autonomous vehicles; Safety; Accident analysis

In most cases the causes of an accident are due to human distraction causing a delayed perception of the
imminent danger. Technologies and systems are aiming to correct as much as possible these human
mistakes. Researches tend to show that AVs in ordinary traffic can lead to the reduction of accidents at
critical points such as intersections and roundabouts. This paper analyses the adaptation of the
infrastructures to facilitate the full efficiency of AVs and their capacities. It focuses on a dataset of 13, 629
accident records taking place in Italy in 2016. It emerged that the probability of serious crashes rises in
highways context where the speed limit is higher. Indeed, simulations show that signals between vehicles
are transmitted in less than 40 milliseconds but that this time increases if the speed value is higher. This
time interval is also affected by the number of vehicles in the area. If the number of vehicle is high,
interaction between them will rise and will likely increase the information analysis time and thus reaction
time to eventually correct manoeuvers. Nowadays, with the rise of congestion phenomena, such
scenarios are very common. Thus, the crash analysis shows how infrastructural quality affect crashes
severity. The number of sever incidents was higher in southern Italy where transport roadways and
infrastructure are less modern. To improve their performance, infrastructure and roads have to be
improved and equipped with ITS (Intelligent Transport Systems) which can be both expensive and have a
significant environmental impact. In conclusion, the study shows that AVs will bring significant benefits in
terms of accidents reduction, considering the high degree of precision and performance of the computer
systems that govern AVs in relation to the reaction speed time significantly higher compared to human
being one. Numerous experiments and tests have been carried out to evaluate impacts of AVs with
ordinary traffic and it emerged that the reduction of accidents at critical points such as intersections and
roundabouts would be relevant. However, it is also necessary to study the adaptation of the
infrastructures so as to facilitate the full efficiency of AVs.

Title #12: Statistical accident analysis supporting the control of autonomous vehicle
Author(s): Sandor, S., Gabor, K., Imre, F., Laszlo, N.

Year of publication: 2021

Type of publication: Research article

Journal: Journal of Computational Methods in Sciences and Engineering

DOl/source: 10.3233/JCM-204186

Keywords: Autonomous vehicle; Road accident; Statistical analysis; Road safety

Most accidents occur due to human inattention or wrong decisions, whose factors can be eliminated by
autonomous vehicles. However, not all accidents are avoidable through automation. There can be
environmental problems (bad weather, road surface, etc.) causing accidents, and other actors (human
drivers, pedestrians) making mistakes. These are unexpected situations, and the real-time sensors of
vehicles are currently limited in their ability to predict them (a slippery road surface for example) in time,
and deliver a programed response to a dangerous situation. This paper presents a method based on the
analysis of historical accident records, to find danger zones of public road networks. A further statistical
approach is used to find the significant risk factors of these zones, which data can be built into the
controlling algorithms of autonomous vehicles, to prepare for these situations and avoid, or at least
decrease the seriousness, of the potential incidents. It is concluded that the proposed method can find
the black spots of a given road section and give assumptions about the main local risk factors. In
conclusion, AVs should integrate into their controls data-mining methods to localise accident hot spot
candidates in their accident database; identified reasons for these accidents with statistical or pattern
matching techniques; and recommended preventive steps based on these results to decrease the
probability and seriousness of accidents.

Title #13: Exploring the mechanism of crashes with autonomous vehicles using machine learning
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Author(s): Chen, H., Chen, H., Zhou, R., Liu, Z., Sun, X.
Year of publication: 2021

Type of publication: Research article

Journal: Mathematical Problems in Engineering

DOl/source: https://doi.org/10.1155/2021/5524356

Keywords: Autonomous vehicle; Artificial Intelligence; Machine learning

The safety issue has become a critical obstacle that cannot be ignored in the marketization of autonomous
vehicles. Many studies have explored the features influencing the severity of conventional vehicle crashes
but relatively few studies focused on factors influencing the severity of AV-involved crashes. The objective
of this study is to explore the mechanism of AV-involved crashes and analyse the impact of each feature
on crash severity. Among all these features, vehicle damage, weather conditions, accident location, and
driving mode are the most critical ones. This paper explores the mechanism of 131 AV-involved crash
reports in California in 2019 and 2020. The study found that most rear-end crashes are conventional
vehicles bumping into the rear of AVs. It is probably because the AVs have stopped before the collision,
while the conventional vehicles are still moving forward. Among the top ten strong association rules for
injured crashes, the study found that AVs were still moving before the collision on a cloudy day. Indeed,
weather conditions tend to increase the probability and seriousness of crashes. It could be caused by the
detector failing to find anomalies in time when there is insufficient light. In conclusion, injured accidents
are more probable in low-visibility conditions such as fog and snow. Therefore, drivers and AVs should be
extremely cautious when driving in fog, snow, and insufficient light. The same is true when driving near
intersections with low visibility. In the future, the study’s sample size, including from other countries and
regions, and variables should be extended to increase the result’s reliability.

Title #14: Road accident reconstruction using on-board data, especially focusing on the applicability in
case of autonomous vehicles

Author(s): Pinter, K., Szalay, Z., Vida, G.

Year of publication: 2021

Type of publication: Research article

Journal: Periodica Polytechnica Transportation Engineering

DOl/source: https://doi.org/10.3311/PPtr.13469

Keywords: Autonomous vehicle; Accident reconstruction; Liability

The application of Event Data Recorder (EDR) in passenger cars and vans has been compulsory in the USA
since 2014. In the European Union, every passenger car and vehicle manufactured and released must have
e-call systems since April 2018. However, neither the data recorded in Event Data Recorders regulated by
the current standards nor the data recovered from e-call systems are enough to reconstruct the
movements of the vehicle before and after the accident to a degree that the accident could be analysed
in the perspective of liability. The continuous expansion of autonomous vehicle functions makes it
particularly necessary to extend the data content of accident recorders to allow for the vehicle's full
movement reconstruction. This paper explores a process of defining a data package that enables the post-
event reconstruction of the full motion process, the vehicle movements and the evaluation of liability
issues in both regular and irregular operation of autonomous and partially autonomous vehicles. The
results show that based on the logged GPS coordinates of the vehicle’s centre of gravity, vehicle
movements during regular operation can be reconstructed with sufficient accuracy using geometric
methods. However, the vehicle movement during irregular operations cannot be determined only from
the positions of the centre of gravity. An extension of the range of data is needed for a proper
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reconstruction but is not sufficient. Results show that a proper reconstruction would also require
increasing measurement and storage frequency.

Title #15: Quantifying the automated vehicle safety performance: A scoping review of the literature,
evaluation of methods, and directions for future research

Author(s): Sohrabi, S., Khodadadi, A., Mousavi, S.M., Dadashova, B., Lord, D.
Year of publication: 2021

Type of publication: Research article

Journal: Accident Analysis & Prevention

DOl/source: https://doi.org/10.1016/j.aap.2021.106003

Keywords: Autonomous vehicles; Safety implications; Risk appetite

Vehicle automation safety must be evaluated not only for market success but also for more informed
decision-making about Automated Vehicles' deployment and supporting policies and regulations to
govern AVs’ unintended consequences. This study is designed to identify the AV safety quantification
studies, evaluate the quantification approaches used in the literature, and uncover the gaps and
challenges in AV safety evaluation. The paper employs a scoping review methodology to identify the
approaches used in the literature to quantify AV safety. After screening and reviewing the literature, six
approaches were identified: target crash population, traffic simulation, driving simulator, road test data
analysis, system failure risk assessment, and safety effectiveness estimation. We ran two evaluations on
the identified approaches. First, the paper investigates each approach in terms of its input (required data,
assumptions, etc.), output (safety evaluation metrics), and application (to estimate AVs' safety
implications at the vehicle, transportation system, and society levels). Second, it qualitatively compares
them in terms of three criteria: availability of input data, suitability for evaluating different automation
levels, and reliability of estimations. This review identifies four challenges in AV safety evaluation: (a)
shortcomings in AV safety evaluation approaches, (b) uncertainties in AV implementations and their
impacts on AV safety, (c) potential riskier behaviour of AV passengers as well as other road users, and (d)
emerging safety issues related to AV implementations. This review is expected to help researchers and
rule makers to choose the most appropriate quantification method based on their goals and study
limitations. Future research is required to address the identified challenges in AV safety evaluation.

Title #16: A comparative study of state-of-the-art driving strategies for autonomous vehicles
Author(s): Zhao, C., Li, L., Pei, X., Li, Z., Wang, F-Y., Wu, X.

Year of publication: 2021

Type of publication: Research article

Journal: Accident Analysis & Prevention

DOl/source: https://doi.org/10.1016/j.aap.2020.105937

Keywords: Autonomous vehicles; Driving strategy, Risk appetite, Interaction manner

Previous studies on driving strategies mainly focused on the low-level detailed driving behaviors or
specific traffic scenarios but lacked the high-level driving strategy studies. Though researchers showed
increasing interest in driving strategies, there still has no comprehensive answer on how to proactively
implement safe driving. After analyzing several representative driving strategies, this paper proposes
three characteristic dimensions that are important to measure driving strategies: preferred objective, risk
appetite, and collaborative manner. According to these three characteristic dimensions, it categorizes
existing driving strategies of autonomous vehicles into four kinds: defensive driving strategies,
competitive driving strategies, negotiated driving strategies, and cooperative driving strategies. Finally,
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the paper provides a timely comparative review of these four strategies and highlights the possible
directions for improving the high-level driving strategy design. Based on the competitive strategy, the AV
would increase its own driving benefits under the assumption that other vehicles will drive rationally. This
approach leads to a lack of security and lack of traffic efficiency. On the other hand, the defensive strategy
uses extreme caution to reduce risks. Similarly to the defensive strategy, the negotiated strategy
recognizes the risk of irrational driving behaviours from other vehicles, but reduces the risk in an
interactive and continuous way rather than by avoidance. This increases reaction time but improves
efficiency of road passage. Under cooperative driving, all traffic participants in the area, including
infrastructures, share information through explicit communication with AVs. That way, the AV can collect
additional information beyond those collected by the vehicle sensors and can reduce uncertainty in its
decision-making process. Collaborative driving strategies hold a great promise but there is still a long way
to go for applications in mixed traffic.

Title #17: Modeling traffic conflicts for use in road safety analysis: A review of analytic methods and
future directions

Author(s): Zheng, L., Sayed, T., Mannering, F.
Year of publication: 2021

Type of publication: Research article

Journal: Analytic Methods in Accident Research

DOl/source: https://doi.org/10.1016/j.amar.2020.100142

Keywords: Road safety; Autonomous vehicles; Traffic conflicts Limitations of crash data and crash-based
methods have given rise to the study of alternate measures of safety that are not predicated on the
occurrence of a crash such as traffic conflicts. The popularity of these alternative safety measures will
likely play a prominent role in road safety analysis in the forthcoming era of connected and autonomous
vehicles because of the vast amount of real-time vehicle data that are likely to be available. While traffic
conflicts and crashes share the same failure mechanism in the driving process, which allows models of
crash frequency and severity to be applied to model conflict frequency and severity, modeling traffic
conflicts has new challenges because of their distinct characteristics. This paper provides a comprehensive
review of research studies that have used traffic conflicts as a safety measure, and to present conceptual
and methodological issues associated with these studies. It is found that although substantial progress
has been made in the modeling methodologies of traffic conflicts over the years, more research efforts
are needed.

Title #18: Generation of modular and measurable validation scenarios for autonomous vehicles using
accident data

Author(s): Goss, Q., Alrashidi, Y., Akbas, M.
Year of publication: 2021

Type of publication: Technical article
Journal: SAE International

DOI/source: https://doi.org/10.4271/12-04-01-0010

Keywords: Autonomous vehicles, Accident data; Validation scenarios

Autonomous vehicle technology is positioned to have a significant impact on various industries. Hence,
artificial intelligence powered AVs with advanced driver-assistance systems have been operated in street
networks for real-life testing. As these tests become more frequent, accidents have been inevitable and
there have been reported crashes. The data from these accidents are invaluable for generating edge case
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test scenarios and understanding accident-time behavior. This paper uses the existing AV accident data
and provides a methodology to identify the atomic blocks within each accident, which are modular and
measurable scenario units. This approach formulates each accident scenario using these atomic blocks
and defines them in the Measurable Scenario Description Language (M-SDL). It produces modular
scenario units with coverage analysis, provides a method to assist in the measurable analysis of accident-
time AV behavior, and generates accident scenarios and their cousin scenarios.

The research shows that AVs have to be test-driven hundreds of millions of kilometers to demonstrate
their reliability, which could take hundreds of years. Therefore, the identification of critical test scenarios
and reduction of scenario sample space are urgent requirements for providing safe and reliable AVs in a
time- and cost-efficient manner.

This article proposes an AV test scenario generation system that creates abstract test scenarios using
historical fatal accident data. The method processes the extensive fatal accident data to generate core
test scenarios targeting the reasoning systems of AVs. First, the human-specific factors and the redundant
scenario components are filtered out from the crash data so that the accidents can be grouped as core
abstract scenarios. The pruned scenarios are then prioritized by severity levels according to the fatality
ratio and a relative scaling factor. Finally, the functionality of the system is demonstrated by using accident
data from the National Highway Transportation Safety Administration (NHTSA). This strategy is likely to
accelerate the identification of faults in AV systems by complementing the current testing methods.

Title #19: Video observation of encounters between the automated shuttles and other traffic
participants along an approach to right-hand priority T-intersection

Author(s): Pokorny, P., Skender, B., Bjornskau, T., Hagenzieker, M.
Year of publication: 2021

Type of publication: Research article

Journal: European Transport Research Review

DOl/source: https://doi.org/10.1186/s12544-021-00518-x

Keywords: Automated shuttle; Video observation; Encounters; Risk analysis

Increasing numbers of deployment projects of automated shuttles have been taking place worldwide.
Safety is one of the main concerns for their successful implementation into a complex transport system.
Unexpected and new types of safety problems might emerge when these shuttles operate in regular
traffic and interact with other traffic participants. Therefore, it is vital to gain the knowledge about
interactions between these shuttles and other traffic participants. Given the lack of behavioural
observational studies under regular traffic conditions, the presented study applies external video
recordings to explore encounters between the shuttles approaching a T-intersection and other traffic
participants. The encounters of interest included a vulnerable road user in the bicycle lane, a pedestrian
on the zebra crossing and a road user overtaking the shuttle. The shuttles were identified from the video
by RUBA software. The study analyses the encounters using T-Analyst software together with the manual
observation of traffic participants' behaviour. From 220 h of video, 318 unique manoeuvres of the shuttle
were observed and 83 encounters with other traffic participants were identified and explored. Several
types of risks and behavioural patterns were identified, such as road users misusing the defensive style of
the shuttles or cyclists in the bicycle lane not being sure about the shuttle’s intention. Frequent hard stops
of the shuttles might be dangerous for the passengers inside and can increase the risk of rear end
accidents. The findings provide a valuable insight into the interactions between automated shuttles and
other traffic participants under regular traffic conditions on one location in Oslo, Norway. Furthermore,
the study shows that introducing automated shuttles into regular traffic can lead to the emergence of
new types of interactions between the shuttles and other traffic participants.

Title #20: Public acceptance and perception of autonomous vehicles: a comprehensive review
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Keywords: Autonomous vehicles; Safety; Accidents; Ethics; Liability and regulations; Implications on public
acceptance

Autonomous vehicles (AVs) or self-driving cars have the potential to provide many benefits such as
improving mobility and reducing the energy and emissions consumed, travel time, and vehicle ownership.
Thus, in the last few years, both research and industry have put significant efforts to develop AVs.
However, laws and regulations are not ready yet for this switch and the legal sector is unable to take the
lead but follow the development of AVs. Besides, the social acceptance is considered as a main key factor
for the success of any new technology. Despite the enthusiastic speculation of AVs, little is known about
the public acceptance and perception of the AVs technology or the factors that influence the public
acceptance. This paper reviews the previous studies that focuses on testing the public acceptance and
perception of AVs and sketches out the main trends in this area to provide some directions and
recommendations for the future. This paper focuses on the influence of safety, ethics, liability,
regulations, and the recent pandemic on the public acceptance of AVs. While AVs are often discussed in
regard to their implications, benefits, technological development, and technological challenges, less
attention has been paid to the public acceptance and perception of AVs. Thus, this paper reviews the
previous studies that focused on testing the public acceptance and perception of AVs and sketches out
the main trends in this area with the focus on implications of safety, ethics, liability, and regulations on
the public acceptance as follow:

In general, people are highly concerned about AVs, and the level of fear of AVs increase with the increase
in the number of accidents reported.

AVs faces an ethical dilemma similar to the famous trolley paradox, however, the paradox will be more
frequent for the case of AVs. The main issue is that unlike human drivers, AVs’ decision on how to crash
is pre-defined by a programmer. This dilemma has a significant influence on the public acceptance of AVs.

There is a critical issue in the liability between human driving and manufacturer that will be raised soon.
The future legislations must limit the liability of passengers, otherwise, if drivers are forced to keep
attention on the road while the car is moving, then what is the difference between AVs and conventional
vehicles?! In such a case, will people accept to buy such a vehicle?! Apparently, the legal sector is following
the development of AVs instead of taking the lead.

Previous experience with AVs has a significant influence on the public acceptance of AVs. People with
previous experience with AVs’ features are more positive towards adopting AVs. However, it must be
mentioned that previous experience might affect the public acceptance negatively as discussed in
Richardson and Davies (2018) study [204] because the public acceptance is affected by other factors such
as AVs’ accidents.

While truck drivers are expected to suffer from job loss with the introduction of AVs, rare studies focused
on the perception or the opinion of truck drivers on AVs’ technology. Nevertheless, a recent study by
Gittleman and Monaco (2020) revealed that although the risk on truck drivers is real, the projections
touted are exaggerated because companies will always need drivers as some of the driver tasks cannot
be automated. While sensors can detect safety problems, they cannot do anything about them, so fixing
these problems requires some human interaction [206].
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While the disabled are considered to be one of the early adaptors of AVs as AVs increase their accessibility,
no study surveyed this group to understand their acceptance and perception of the AV technology.
Similarly, the elders are considered one of the early adaptors of AVs as AVs will increase their accessibility.
However, surveys showed that older people are the most pessimistic towards AVs, which contradicts the
theories that the elder will benefit more from the AVs.

While willingness to pay is a key factor for the success of any new technology, especially in the initial state
where the cost of the new technology is high, previous surveys show that a small proportion of people
are willing to pay more for AVs.

Males are more positive towards AVs than females. Similarly, people with high education levels are more
positive than people with lower education levels.
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Cybersecurity & Transport Crime

Title #1: Chapter Three - Cyber security and its impact on CAV safety: Overview, policy needs and
challenges

Author(s): Christos Kathrakazas, Athanasios Theofilatos, George Papastefanatos, Jéréme Harri,
Constantinos Antonioeu

Year of publication: 2020
Type of publication: Research article
Journal: Advances in Transport Policy and Planning

DOl/Source: https://doi.org/10.1016/bs.atpp.2020.05.001

Keywords: Connected and autonomous vehicles; Road safety; Cyber security; Review; Policy

Connected and Autonomous Vehicles (CAVs) will progressively change the functionality of current
transportation systems, promising enhanced safety for all traffic participants. Furthermore, there is a
palpable connection between road safety and cyber security breaches, as malicious software could lead
to unexpected behaviour of CAVs triggering collisions and causing fatalities and injuries. Therefore,
policymakers and stakeholders need to take into account knowledge from both CAV safety and cyber
security experts, in order to develop the essential regulations. This chapter attempts to link the two
domains by reviewing recent approaches with regards to risk assessment for CAVs and cyber security, the
impacts of cyber security on road safety and the corresponding challenges. With regards to collision risk
assessment, approaches concerning road safety and robotics are mainly reviewed to keep a concise
viewpoint on the cybersecurity problem. The main outcomes of this review were that current solutions
are solely concerned either with collisions and casualties or with the prevention of cyber-attacks with
regards to both hardware and software issues. Consequently, there is still not a reported strong
correlation between cyber security breaches and the potential decrease in road safety levels. This should
be the focus of policymakers in the near future, so as to develop a holistic policy framework coupling
safety and cyber security which will assure a safe and efficient incorporation of CAVs in future
transportation systems.

Title #2: Chapter Four - Cybersecurity certification and auditing of automotive industry
Author(s): Tomas de J. Mateo Sanguino, José M. Lozano Dominguez, Patriciade Carvalho Baptista
Year of publication: 2020

Type of publication: Research article

Journal: Advances in Transport Policy and Planning

DOI/Source: https://doi.org/10.1016/bs.atpp.2020.01.002

Keywords: Auditing and certification; Cybercrime as a service; Connected autonomous vehicles; Security

Technological advances in the automotive industry provide enormous advantages for drivers and
passengers by improving the vehicle's operation and capabilities (e.g., self-driving aid systems or shared
services applied to transit or to personal transport). Such is the case of autonomous vehicles (AVs) which
has the potential to completely change the transport paradigm in the future. The deployment of such
concept typically involves a diverse number of sensors, access technologies and the Internet to
intelligently and rapidly interact with infrastructure, people and/or cloud services in a complex and
interconnected ecosystem.
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A large part of sensors and devices that connect to the Internet—or to each other—have no security nor
the possibility of adding it. This approach is widely known and exploited by cybercriminals, who seek harm
and profit indiscriminately. In this sense, connected vehicles increase their vulnerability as they are
“networks over wheels,” that are likely to become areality in the road network in a near future. Therefore,
protecting data and systems from possible external intrusions is one of the main challenges nowadays,
whose threats evolve and change further every year. So, cybersecurity should be considered as an
investment by companies and not as an expense, especially taking into account additional factors to
personal security such as the damage to reputation or trust when a data breach is suffered.

Around this context, a systematic literature review enabled understanding that certifications and audits
based on standards and regulations developed in cybersecurity for CAVs is an increasing field. From 1989
to 2018, the contribution in literature of cybersecurity in vehicles represents 7.16% of the total
publications, while those related to vehicle audit and certification represent 0.24%. Also, greater activity
on this topic has been observed in the last decade compared to the first years, coinciding with the
inclusion of several technological systems in vehicles. A higher contribution from universities (63.50%) is
found as opposed to private companies (22.28%) and other research centers (14.20%), mainly based in
North America and Europe (38.49% and 35.84%).

In face of the future challenges on cybersecurity in the automotive industry, a collaborative approach may
be required to overcome the investments in time, money and broader organizational changes. The reality
is that cybercrime as a service (CaaS) could generate millions in losses to the automotive industry,
justifying new approaches of cybersecurity applied to the automobile industry, which must be flexible and
adaptive along the production chain and the lifetime of CAVs.

Title #3: Risk analysis for forecasting cyberattacks against connected and autonomous vehicles
Author(s): Sunniva F. Meyer, Rune Elvik, Espen Johnsson

Year of publication: 2021

Type of publication: Research article

Journal: Journal of Transportation Security

DOI/Source: https://link.springer.com/article/10.1007/s12198-021-00236-4

Keywords: Cybersecurity; Forecasting crime; Vehicle crime; Standardization; Risk analysis

A security risk analysis has been conducted to identify possible cyberattacks towards a future transport
system comprising of autonomous and connected vehicles. Six scenarios were developed: Joyriding,
kidnapping, domestic abuse, autopilot manipulation, large transport accident and paralysation of
transport system. Even if it is possible to increase the difficulty of conducting such cyberattacks, it might
be impossible to eliminate such attacks entirely. Measures that limit the consequences will therefore be
necessary. Such measures include safety measures in vehicles that protect their occupants in traffic
accidents and measures that make vehicles more easy to remove in case they do not function.

Title #4: Influence of cyber-attacks on longitudinal safety of connected and automated vehicles
Author(s): Ye Li, Yu Tu, Qi Fan, Changyin Dong, Wei Wang

Year of publication: 2018

Type of publication: Research article

Journal: Accident Analysis & Prevention

DOI/Source: https://doi.org/10.1016/j.aap.2018.09.016

Keywords: Cyber-attack; Transportation; Safety; Security; Simulation; Trajectory
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Connected and automated vehicle (CAV) has been a remarkable focal point in recent years, since it is
recognized as a potential method to reduce traffic congestion, emission and accident. However, the
connectivity function makes CAVs vulnerable to cyber-attacks. An intuitive method to defend cyber-
attacks on CAVs is that if the error between expected and measured behaviors exceeds a predetermined
threshold, a security scheme should be activated. This study investigates another type of cyber-attack,
denoted as slight attacks, in which the communicated data of CAVs are randomly deviated from the actual
ones and deviations do not exceed the threshold. The primary objective is to evaluate the influence of
slight cyber-attacks on longitudinal safety of CAVs. An empirical CAV model is first utilized to describe
vehicle dynamics and generate trajectory data. A rear-end collision risk index (RCRI) derived from safe
stopping distance is used to establish relation between longitudinal safety and trajectory data. Two
attacked factors, communicated positions and speeds from preceding vehicles are tested. Extensive
simulations are conducted and parameters are also tested via sensitivity analysis. Results indicate that (1)
when one CAV is under slight cyber-attacks, it is more dangerous if communicated positions are attacked
than speeds; (2) when multi CAVs are under attacked, it is possible that a situation with more vehicles
under attack at a low severity may be more dangerous than that with fewer vehicles but under attack at
a high severity; (3) the impact of slight cyber-attacks on deceleration period is more serious compared to
acceleration period. The findings of this study provide useful suggestion for defending cyber-attacks on
CAVs and improving longitudinal safety in the future.

Title #5: Cyber Threats Facing Autonomous and Connected Vehicles: Future Challenges
Author(s): Simon Parkinson; Paul Ward; Kyle Wilson; Jonathan Miller

Year of publication: 2017

Type of publication: Research article

Journal: 1EEE Transactions on Intelligent Transportation Systems

DOI/Source: DOI: 10.1109/TITS.2017.2665968

Keywords: Connected autonomous vehicles; Cyber threats; Vulnerabilities; mitigation

Vehicles are currently being developed and sold with increasing levels of connectivity and automation. As
with all networked computing devices, increased connectivity often results in a heightened risk of a cyber
security attack. Furthermore, increased automation exacerbates any risk by increasing the opportunities
for the adversary to implement a successful attack. In this paper, a large volume of publicly accessible
literature is reviewed and compartmentalized based on the vulnerabilities identified and mitigation
techniques developed. This review highlighted that the majority of studies are reactive and vulnerabilities
are often discovered by friendly adversaries (white-hat hackers). Many gaps in the knowledge base were
identified. Priority should be given to address these knowledge gaps to minimize future cyber security
risks in the connected and autonomous vehicle sector.

Title #6: The 2018 Black Report. Decoding the minds of hackers
Author(s): C. Pogue

Year of publication: 2018

Type of publication: Report

DOI/Source: https://www.nuix.com/black-report/black-report-2018
Keywords: Hacker’s perspective; Cybersecurity

Many surveys examine the cybersecurity landscape from the point of view of vendors and their
customers; only the Nuix Black Report provides the hacker’s perspective. The Nuix Black Report includes
unique data such as:
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How long it takes hackers to breach a network
The industries that are easiest to hack
Which defensive mechanisms provide the greatest challenge for attackers.

When your organization developed its cybersecurity strategies, you may have involved IT, legal, risk, and
human resources teams but chances are you didn’t invite the bad guy who's trying to steal your critical
data. The Black Report brings this much needed perspective to the table.

Title #7: Cyber-physical risks of hacked Internet-connected vehicles
Author(s): Skanda Vivek, David Yanni, Peter J. Yunker, Jesse L. Silverberg
Year of publication: 2019

Type of publication: Research article

Journal: Physical Review E

DOI/Source: https://doi.org/10.1103/PhysRevE.100.012316

Keywords: Internet connectivity; Cybersecurity; Agent-based simulations

The integration of automotive technology with Internet-connectivity promises to both dramatically
improve transportation, while simultaneously introducing the potential for new unknown risks. Internet-
connected vehicles are like digital data because they can be targeted for malicious hacking. Unlike digital
data, however, Internet-connected vehicles are cyber-physical systems that physically interact with each
other and their environment. As such, the extension of cybersecurity concerns into the cyber-physical
domain introduces new possibilities for self-organized phenomena in traffic flow. Here, we study a
scenario envisioned by cybersecurity experts leading to a large number of Internet-connected vehicles
being suddenly and simultaneously disabled. We investigate post-hack traffic using agent-based
simulations, and discover the critical relevance of percolation for probabilistically predicting the outcomes
on a multi-lane road in the immediate aftermath of a vehicle-targeted cyber-attack. We develop an
analytic percolation-based model to rapidly assess road conditions given the density of disabled vehicles
and apply it to study the street network of Manhattan (NY, USA) revealing the city's vulnerability to this
particular cyber-physical attack.

Title #8: Kill Switch. Why connected cars can be killing machines and how to turn them off.
Author(s): Consumer Watchdog

Year of publication: 2019

Type of publication: Report

DOI/Source: https://www.consumerwatchdog.org

Keywords: Hacking; Car industry

The report offers the following road map for the industry and regulators to ensure the safety and security
of automobiles for the public. As hacked cars have the potential to kill thousands of people, the industry
must respond both immediately and in the long term to this threat. The car industry should respond
immediately with more transparency and consumer control.

Regulators should require automakers to publicly disclose the authorship, safety certifications, and testing
methodology used for all safety and security critical software, allowing for analysis by independent
regulatory and testing agencies.
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CEOs of auto manufacturers should sign personal statements and accept personal legal liability for the
cyber-security status of their cars.

The industry should agree to a general standard protocol that cars not be connected to wide-area
networks until they can be proven immune to hackers.

New car designs take three to five years to reach consumers. However, every carmaker should commit
before year’s end that:

Each one of their cars at the earliest possible date will come with an Internet kill-switch that physically
disconnects the Internet from safety-critical systems.

Future designs will completely isolate safety-critical systems from infotainment systems connected to the
Internet or other networks because connecting safety-critical systems to the Internet is inherently
dangerous design.

Title #9: Crime, transport and technology

Author(s): Andrew Newton

Year of publication: 2017

Type of publication: Book Chapter

Book title: The Routledge handbook of technology, crime and justice
Publisher: Routledge

Source: https://www.taylorfrancis.com/chapters/edit/10.4324/9781315743981-17/crime-transport-
technology-andrew-newton

Keywords: Transport technology; Criminal opportunities

This chapter examines how changes in transport technology have influenced and altered the landscape
for crime, criminal opportunity and the criminal justice system. It examines developments in transport
and technology separately, and discusses a combined definition of what transport technology is. The
chapter also examines what insights theories of transport technology can offer for considering changes to
criminal opportunity. It addresses the key question: In what ways do transport technologies influence
crime opportunities? Five mechanisms are identified for this: transport technology dependent crimes;
transport technology as an enabler of crime; transport technology as an enhancer of crime; transport
technology as a preventer of crime; and, transport technology as an influence on perceptions of crime.
The chapter focuses on the actual drivers for transport itself, and, by proxy the drivers of transport
technology. It ends by highlighting some possible future transport technology trends, and reflecting upon
their potential impact on transport related crime.

Title #10: Crime, situational prevention and technology: the nature of opportunity and how it evolves
Author(s): Paul Ekblom

Year of publication: 2016

Type of publication: Book Chapter

Book title: The Routledge handbook of technology, crime and justice

Publisher: Routledge

Source:  https://www.taylorfrancis.com/chapters/edit/10.4324/9781315743981-21/crime-situational-
prevention-technology-paul-ekblom

Keywords: Situational crime prevention; Technological change
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This chapter seeks to fill the gap — to understand what is meant by technology and to relate it to key
concepts in situational crime prevention (SCP). It considers the nature of technology. The chapter
examines how technology relates to opportunity, problems and solutions. It also examines how
technology relates to opportunity, problems and solutions. The chapter covers both traditional
frameworks of SCP and a more integrated and detailed counterpart, the Conjunction of Criminal
Opportunity. It also examines the relationship between crime and technological change, covering
adaptations and conflicts over longer timescales, viewed as arms races between offenders and preventers
and drawing on ideas from biological and cultural evolution. Co-evolution through conflict, as just
described, constitutes a powerful accelerant of technological change in both criminal and military arenas
since the two opposing sides focus sharply, consistently and persistently on countering one another's
resources and capabilities.

Title #11: A conceptual system dynamics mode for cybersecurity assessment of connected and
autonomous vehicles

Author(s): Khalis Khan, S., Shiwakoti, N., Stasinopoulos, P.
Year of publication: 2022

Type of publication: Research article

Journal: Accident Analysis & Prevention

DOl/source : https://doi.org/10.1016/j.aap.2021.106515

Keywords: Cyber-safety; Autonomous vehicle; Risk assessment; intelligent transportation system

Emerging Autonomous Vehicles technology have a ubiquitous communication framework. It poses
security challenges in the form of cyber-attacks, prompting rigorous cybersecurity measures. There is a
lack of knowledge on the anticipated cause-effect relationships and mechanisms of AVs cybersecurity and
the possible system behaviour, especially the unintended consequences. Therefore, this study aims to
develop a conceptual System Dynamics (SD) model to analyse cybersecurity in the complex, uncertain
deployment of AVs. Specifically, the SD model integrates six critical avenues and maps their respective
parameters that either trigger or mitigate cyber-attacks in the operation of AVs using a systematic
theoretical approach. These six avenues are: i) AVs communication framework, ii) secured physical access,
iii) human factors, iv) AVs penetration, v) regulatory laws and policy framework, and iv) trust—across the
AVs-industry and among the public.

Based on the conceptual model, the paper analyses various system archetypes. “Fixes that Fail”, in which
the upsurge in hacker capability is the unintended natural result of technology maturity, requires
continuous efforts to combat it. The primary mitigation steps are human behaviour analysis, knowledge
of motivations and characteristics of AVs cyber-attackers, AVs users and Original Equipment
Manufacturers education. “Shifting the burden”, where policymakers counter the perceived cyber threats
of hackers by updating legislation that also reduces AVs adaptation by imitations, indicated the need for
calculated regulatory and policy intervention. The “limits to success” triggered by AVs penetration
increase the defended hacks to establish regulatory laws, improve trust, and develop more human
analysis. However, it may also open up caveats for cyber-crimes and alert that AVs deployment to be
alignment with the intended goals for enhancing cybersecurity. The proposed model in this paper is likely
to support decision-making and training, and stimulate the roadmap towards an optimized, self-
regulating, and resilient cyber-safe AV system.

Title #12: Cybersafety approach to cybersecurity analysis and mitigation for Mobility-as-a-Service and
Internet of Vehicles

Author(s): Wei Lee, C., Madnick, S
Year of publication: 2021
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Type of publication: Research article
Journal: Recent Advances in Internet of Vehicles

DOl/source: https://doi.org/10.3390/electronics10101220

Keywords: Cybersecurity; Cybersafety; Autonomous vehicle; Risk analysis; Internet of Vehicles

Coupled with the increased levels of automation and connectivity in the new generation of autonomous
vehicles, cybersecurity is emerging as a key threat affecting these vehicles. Traditional hazard analysis
methods treat safety and security in isolation and are limited in their ability to account for interactions
among organizational, sociotechnical, human, and technical components. In response to these challenges,
the cyber-safety method was developed to meet the growing need to holistically analyse complex
sociotechnical systems. The study applied cyber-safety to co-analyse safety and security hazards, as well
as identify mitigation requirements. The results were compared with another promising method known
as Combined Harm Analysis of Safety and Security for Information Systems (CHASSIS). Both methods were
applied to the Mobility-as-a-Service (MaaS) and Internet of Vehicles (loV) use cases, focusing on over-the-
air software updates feature. Overall, cyber-safety identified additional hazards and more effective
requirements compared to CHASSIS. In particular, cyber-safety demonstrated the ability to identify
hazards due to unsecure interactions among sociotechnical components. This research also suggested
using CHASSIS methods for information lifecycle analysis to complement and generate additional
considerations for cyber-safety. Finally, results from both methods were back-tested against a past cyber
hacks on AVs in Singapore and the United States, and the study found that recommendations from the
cyber-safety method were likely to mitigate the risks of the incident. In conclusion, although inherent
cybersecurity risks will continue to exist with new features and technologies introduced to vehicles, the
study shows that it is possible to mitigate most of the risks by adopting a holistic, top-down approach, and
by considering sociotechnical interactions within the system.

Key findings:

AVs scope of analysis is bounded by accident causes and hazards identified upfront. The number of causal
scenarios and mitigation actions can expand substantially. It is therefore recommended to begin the
analysis at higher levels of abstraction and apply a top-down approach.

Analysing the interactions within the whole ecosystem can be useful —the approach takes in consideration
sociotechnical interactions beyond the technical operational aspects of the system.

Incorporating heuristics could aid the identification of unsecure interactions, as well as causal scenarios
in which such interactions may take place.

Having clear traceability between the mitigation requirements and the hazards can help developers and
testers validate the system.

Title #13: Cybersecurity for autonomous vehicles: review of attacks and defense
Author(s): Kim, K., Kim, J.S., Jeong, S., Park, J-H., Kim, H.K.

Year of publication: 2021

Type of publication: Research article

Journal: Computers & Security

DOl/source: https://doi.org/10.1016/j.cose.2020.102150

Keywords: Autonomous vehicle; Artificial intelligence; Security

This survey analysed previously conducted attack and defence studies described in 151 papers from 2008
to 2019. The paper classifies autonomous attacks into three categories of autonomous control system,
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autonomous driving systems components, and vehicle-to-everything communications. Defence against
such attacks was classified into security architecture, intrusion detection, and anomaly detection. Survey
results show that researches know that networks and protocols currently in use in AVs are insecure, and
it is difficult to respond quickly to cyberattacks. Therefore, methods of detecting attacks have been
steadily researched, and Al with big data analysis are being considered to improve AVs’ cyber resilience.
Due to the development of big data and communication technologies, techniques for detecting
abnormalities using artificial intelligence and machine learning are gradually being developed.

Title #14: Cyber resilience of autonomous mobility systems: cyber-attacks and resilience-enhancing
strategies

Author(s): Zou, B., Choobchian, P., Rozenberg, J.
Year of publication: 2021

Type of publication: Research article

Journal: Journal of Transportation Security

DOl/source: https://doi.org/10.1007/s12198-021-00230-w

Keywords: Autonomous mobility systems; Cyber resilience; Cyber-attacks

The increasing cyber connectivity of vehicles and between vehicles and infrastructure will drastically
reshape mobility in the coming decades. While the advent of connected mobility is expected to benefit
travellers and the society by smoothing traffic, improving rider convenience, and reducing accidents, the
augmented cyber components in connected and autonomous vehicles and related infrastructure also give
rise to cyber-attacks to the transportation system. And yet, little attention has been paid to transportation
cyber resilience. This paper proposes an investigation on this topic with a comprehensive literature
review. The cyber components and plausible autonomous mobility systems (AMS) operation scenarios
are discussed, before identifying possible cyber-attacks to AMS at both vehicle and system levels. Indeed,
Cyber-attackers can exploit cyber vulnerabilities of AVs at both individual vehicle (interfaces, networks)
and system (inadequate schemes for data access control, lack of coordination among cyber component
providers and manufacturers, developers not paying enough attention to cybersecurity) level. The
discussion then moves to existing practices to enhance cybersecurity, and a number of strategies are
investigated toward enhancing AMS cyber resilience. At the vebhicle level, creating layers and separation
to reduce cyber component connectivity and deploying an independent procedure for data collection and
processing are important in vehicle design and manufacturing. At the system level, recommended
strategies include keeping redundancy in transportation capacity, maintaining a separate road network,
and deploying different sub-autonomous mobility systems.

Title #15: Digital Twin Analysis to Promote Safety and Security in Autonomous Vehicles
Author(s): Almeaibed, S., Al-Rubaye, S., Tsourdos, A., Avdelidis, N.

Year of publication: 2021

Type of publication: Research article

Journal: IEEE Communications Standards

DOl/source: 10.1109/MCOMSTD.011.2100004

Keywords: Autonomous vehicle; Safety; Security

With the new industrial revolution of digital transformation, more intelligence and autonomous systems
can be adopted in the manufacturing transportation processes. Safety and security of autonomous
vehicles (AVs) have obvious advantages of reducing accidents and maintaining a cautious environment for
drivers and pedestrians. Therefore, the transformation to data-driven vehicles is associated with the
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concept of digital twin, especially within the context of AV design. The digital twin approach collects the
real-time data from sensors and correlates the acquired information with historical data that was
obtained earlier from the same vehicle. Based on this processing, the digital twin can make a decision to
alert from any unsafe environment. This also raises the need to adopt new safety designs to increase the
resiliency and security of the whole AV system. From the perspective of an AV, a digital twin refers to the
efforts placed in the design and implementation of processes needed to enhance the safety, security and
privacy of AVs. The system needs to support the flow of large amounts of data at high speeds. Any delayed
speed of data reception, analysis and response may cause car crashes. To enable secure autonomous
systems for smart manufacturing transportation in an end-to-end fashion, this article presents the main
challenges and solutions considering safety and security functions. This article aims to identify a standard
framework for vehicular digital twins that facilitate the data collection, data processing, and analytics
phases. To demonstrate the effectiveness of the proposed approach, a case study for a vehicle follower
model is analysed when radar sensor measurements are manipulated in an attempt to cause a collision.
Perceptive findings of this article can pave the way for future research aspects related to employing digital
twins in the AV industry.

Title #16: Risk analysis for forecasting cyberattacks against connected and autonomous vehicles
Author(s): Meyer, S., Elvik, R., Johnsson, E.

Year of publication: 2021

Type of publication: research article

Journal: Journal of Transportation Security

DOl/source: https://doi.org/10.1007/s12198-021-00236-4

Keywords: Cybersecurity; Forecasting crime; vehicle crime; standardisation; Risk analysis

As part of this study, a security risk analysis was conducted to identify possible cyberattacks against a
future transport system consisting of autonomous and connected vehicles. Six scenarios were developed:
joyriding, kidnapping, domestic abuse, autopilot manipulation, a large transport accident, and paralysis
of the transport system. The scenarios “playful teenagers,” “kidnapping for ransom,” and “domestic
abuse” demonstrate that it might be difficult to stop all unauthorized takeovers of autonomous vehicles,
especially by people who have access to the vehicle owner’s property. Two important prevention
measures that will either mitigate the worst consequences or make it more difficult to maliciously use the
vehicles are to make it difficult to manipulate vehicles’ speeds and to protect individual data about travel
patterns, respectively. The fourth scenario, “autopilot manipulation,” requires very little technical
knowledge and it will not be possible to remove all possibilities of autopilot manipulation. Most
environmental organizations will, fortunately, prefer to cause no deaths of or injuries to vehicles’
passengers. To ensure that autopilot manipulation does not cause deaths or injuries among passengers,
it is necessary to include safety measures in the vehicles to protect passengers’ bodies in any traffic
accident. The last two scenarios, “large traffic accident” and “paralysis of the transport system,” require
high-capacity attackers. The number of potential high-capacity attackers is much lower than the number
of low-capacity attackers and attempted attacks will therefore probably be rare. Even if it were possible
to increase the difficulty of conducting such cyberattacks, it might be impossible to eliminate such attacks
entirely. Measures increasing resilience and limiting the consequences of such attacks will therefore be
necessary. Such measures include safety measures in vehicles to protect their occupants in traffic
accidents and measures that make vehicles easier to remove in case they do not function, or the
installation of kill switches making it possible to turn off the vehicle manually, thus overriding the
autopilot. The study also concludes that, to ensure that vehicle developers invest enough to successfully
prevent most attacks, developers must have the necessary incentives and be held liable for successful
cyberattacks.

Title #17: Blockchain and Autonomous Vehicles: Recent Advances and Future Directions
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Author(s): Jain, S., Ahuja, N.J., Srikanth, P., et al.

Year of publication: 2021

Type of publication: Research article

Journal: IEEE

DOl/source: 10.1109/ACCESS.2021.3113649

Keywords: Autonomous driving; Autonomous vehicles; Blockchain; Cryptocurrency; Smart contract

Blockchain is an underlying technology for securing many real-time applications and their data. The
automobile is one such sector in which auto-manufacturers are looking forward to accepting the
advantages of distributed ledger technology in autonomous vehicles or systems and improving their
products, customer satisfaction, and other valuable experiences. This work aims to find the significance
of blockchain technology in Autonomous Vehicles, including Autonomous Electric Vehicles (AEV),
Autonomous Underwater Vehicles (AUV), Autonomous Guided Vehicles (AGV), Autonomous Aerial
Vehicles (AAeV), and Autonomous Driving. In this work, a comparative analysis of blockchain-integrated
autonomous vehicle systems is explored to identify the present scenario and futuristic challenges. In
addition to blockchain technology, the uses and importance of sensors, architectures and infrastructure
requirements, vehicle types, driving modes, vehicles target and tracking approaches, intelligent contracts,
intelligent data handling, and industry-specific use cases are also explored. This study is based on the
exploration of recent technologies and practices. As autonomous vehicles are expected to be the future
of intelligent transportation, this paper surveys recent advances in autonomous vehicles and systems and
how blockchain can help in improving user experiences and improving industry practices. Finally,
limitations of work, future research directions, and challenges associated with different autonomous
vehicles and systems are presented. Blockchain transforms autonomous systems and vehicles like other
industries (e.g., healthcare, supply chain, insurance, music, and many more). Blockchain is applied to
power AVs and improving customer retention, satisfaction, trust, and other experiences. Blockchain is
considered for secure vehicle data management, storing, transferring, and sharing in autonomous
systems. The data includes vehicle identification, its wear and tear, insurance, loans, user experiences,
mileage, and many more. The various challenges in blockchain-based autonomous vehicle systems are
briefly explained as follows:

Lack of sophisticated mobility model: wireless connectivity-based autonomous vehicle systems lack track
channel errors. These systems apply approximation approaches in specifying the characteristics of AVs.
As a result, it requires advanced time-varying channel models in conjunction with vehicle mobility to track
the evolution of the channel state as each vehicle moves.

Lack of mobility-aware efficient verification: In autonomous vehicle networks, vehicle movements are
highly mobile. Thus, issues concerning blockchain network performance arise. Therefore, there is a lack
of a blockchain technology framework for a mobile environment suitable to autonomous vehicle
networks.

Lack of specific blockchain technology solutions:, there is a lack of discussions over autonomous vehicle’s
feature-based blockchain networks to improve user experiences and infrastructure requirements.

Wide adaptability and performance concerns: there are various types of AVs. All of these vehicles have
their usages in a different set of applications.

Multi-purpose smart contract: the industry needs multiple-purpose intelligent contracts to handle
numerous financial stakeholders. Likewise, smart contracts with blockchain technology can handle
various other AVs and their infrastructure operations.

Muddle Mixture of human or robot responsibilities: r, various AV accidents and attacks over their
infrastructure are observed in recent times. In the present scenario, humans are involved in backup
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systems, which is one of the significant drawbacks. In case of accidents, responsibility has to be fixed,
which is not because it is pretty challenging to decide who is responsible, a human or machine. Thus,
regulatory moves are required with the support of blockchain technology to ensure permissible evidence.

Title #18: Handling Uncertainties of Data-Driven Models in Compliance with Safety Constraints for
Autonomous Behaviour

Author(s): Klaes, M., Adler, R., Sorokos, I., Joeckel, L., Reich,J.

Year of publication: 2021

Type of publication: Research article

Journal: IEEE

DOl/source: 10.1109/EDCC53658.2021.00021

Keywords: Computational modeling; Safety; Dynamic Risk Management

Assuring safety and security is a key challenge for market introduction of many kinds of autonomous
systems. This is especially true in cases where data-driven models (DDMs) such as deep neural networks
are used to perceive or anticipate hazardous situations. Treating failures of such models in the same way
as failures in traditional software appears insufficient, due to the less predictable nature of DDM failures.
Although existing safety standards do not yet sufficiently address this finding, research widely
acknowledges that residual uncertainty remaining in the outcome of DDMs is a fact that needs to be dealt
with. In this context, Uncertainty Wrappers constitute a model-agnostic framework to obtain dependable
and situation-aware uncertainty estimates. In contrast to many approaches, they are special in providing
explainable and statistically-safeguarded uncertainty estimates. Although these properties appear
beneficial, the question of integrating them into an effective risk management approach remains open.
This paper intends to further stimulate and contribute to this discussion by exemplifying how dependable
uncertainty estimates may become part of a dynamic risk management approach at runtime. We explore
how this can be achieved in the context of the Responsibility-Sensitive Safety model.

Title #19: Consumers’ attitudes toward information security threats against connected and autonomous
vehicles

Author(s): Maeng, K., Kim, W., Cho, Y.
Year of publication: 2021

Type of publication: Research article
Journal: Telematics and Informatics

DOl/source: https://doi.org/10.1016/j.tele.2021.101646

Keywords: Transportation security; Connected and autonomous vehicles; Cyber threats; Consumer
behaviour

Connected and autonomous vehicles (CAVs) and intelligent transport systems are transforming individual
driving behaviour and thus, the vehicle industry and transport sector. However, increasing vehicle
connectivity makes CAVs more susceptible to cyber-attacks, which is a barrier to consumers’ CAV
adoption. This study analyses the types of information security threats consumers consider to be the most
dangerous and consumer preference for the information security solution that protects their CAVs from
such information security threats. It uses stated preference data from a discrete choice experiment and a
mixed logit model to reflect consumers’ heterogeneity on information security threats and solutions.
Furthermore, it investigates the effects of experiencing privacy leakage on attitudes toward CAV
information security threats by dividing respondents into two groups. The results show that consumers
regard communication failure and the unauthorized collection of personal information as dangerous
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information security threats, which implies that confidentiality and availability are more essential to CAV
security than other factors. Moreover, convenience of use, such as having automatic updates and a
security dashboard, is also important when purchasing a CAV information security solution. The study also
finds that respondents who have experienced privacy leakage have a higher preference for protecting
CAVs from information security threats than those who have not.

Title #20: Attack Detection and Countermeasures for Autonomous Navigation
Author(s): Arafin, T., Kornegay, K.

Year of publication: 2021

Type of publication: Research paper

Journal: |EEE

DOl/source: 10.1109/CISS50987.2021.9400224

Keywords: Autonomous vehicles; Security; Harware; Navigation; Robot sensing systems

Advances in artificial intelligence, machine learning, and robotics have profoundly impacted the field of
autonomous navigation and driving. However, sensor spoofing attacks can compromise critical
components and the control mechanisms of mobile robots. Therefore, understanding vulnerabilities in
autonomous driving and developing countermeasures remains imperative for the safety of unmanned
vehicles. Hence, the study demonstrates cross-validation techniques for detecting spoofing attacks on the
sensor data in autonomous driving in this work. First, the article discusses how visual and inertial
odometry (VIO) algorithms can provide a root-of-trust during navigation. Then, it develops examples for
sensor data spoofing attacks using the open-source driving dataset. Next, the study designed an attack
detection technique using VIO algorithms that cross-validates the navigation parameters using the IMU
and the visual data. Following, it considered hardware-dependent attack survival mechanisms that
support an autonomous system during an attack. Finally, it also provided an example of spoofing survival
technique using on-board hardware oscillators. The research demonstrates the applicability of classical
mobile robotics algorithms and hardware security primitives in defending autonomous vehicles from
targeted cyber-attacks.
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APPENDIX 2: Expert surveys

e Ethical, sociocultural & gender issues — Rounds #1 and #2
e Safety — Round #1

e Safety — Round #2

e Transport crime — Round #1

e Cybersecurity — Round #1

e Transport crime & Cyber Security — Round #2
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Ethical, sociocultural and gender issues — rounds #1 and #2

Information

In the EU project 'Drive 2 the Future’ on the needs, wants and behaviours of automated vehicle users today and in
the future, we will conduct some brief expert interviews on legal, ethical and sociocultural issues related to the
further adoption of automated vehicles (AVs).

Information

You are selected as an expert in this field. Therefore, we would really appreciate your input! The survey should take
no longer than 5 minutes. Your responses will be reported completetely anonymously. To collect your responses
and anonymise them in accordance with the GDPR, we first need to have your consent:

Consent Do you agree to the processing of your input for the research purposes of thel
'Drive 2 the Future project'? If so please click the following checkbox.
+ range:"
Yes O 1
Information

First we have some guestions on your professional background

Background | Your professional bakcground

Affiliation, title, discipline: Open
Main research field (key words) related to AV in particular: Open
Thoughts about why you have been selected as an expert: Open

Challenges What do you see as the main challenges related to the introduction or
adoption of AVs?

Open
Potentials ‘What do you see as the main benefits related to AVs?

Open
Ethics In your opinion, what would be ethical issues linked to the adoption of

automated vehicles?

Open
Solution_Ethic |\ Which solutions could be adopted to manage these ethical issues?
s

Open

Socioeconomi |In your opinion, what would be socioeconomic issues linked to the adoption
L% of automated vehicles?

Open

Solution_SocE \Which solutions could be adopted to manage these socio-economical
c issues?

Open




Transparency

Which actions/policies should be adopted to ensure a fair/safe/transparent
management of data collected by AVs?

Open
HMI How would HMI strategies/training schemes/career opportunities take gender
particularities into consideration in the frame of AV adoption?
Open
Contexutal Are there particular contextual conditions in your country that will affect the
adoption of AVs?
Open
Timehorizon  (What are your thoughts about the time-horizon for Europe from todays pilots
to broader adoption towards AV mainstreaming?
+ range:"
never before 2030 2030-2040 2040-2050 after 2050 don't know
1 2 3 4 5 6
=10 % of the
vehicle fleet O O O O O 1
10-30 % of vehicle
fleet O O O O O O 2
30-50 % of vehicle
fleet O O O O O O 3
> 50 % of vehicle O o) e 0O O o) 4

fleet

Other_experts |W0u|d you suggest any other experts for this survey?

Name, country: Open
AOB |WOU|d you like to have any more comments?

Open
Information

If you have any questions about the survey, please email: lucile. mendoza@humanist-vce.eu




Safety — round #1

Information

In the EU project 'Drive 2 the Future' on the needs, wants and behaviours of automated vehicle users today and in
the future, we will conduct some brief expert interviews on ethical, sociocultural, safety/security and legal issues
related to the further adoption of automated vehicles (AVs).

Information

You are identified as an expert in this field of safety. Therefore, we would really appreciate your input! The survey
should take no longer a few minutes. Your responses will be reported completetely anonymously. To collect your
responses and anonymise them in accordance with the GDPR, we first need to have your consent:

Consent Do you agree to the processing of your input for the research purposes of the
'‘Drive 2 the Future project'? If so please click the following checkbox.

+ range:*

Yes O 1

Information

First we have some guestions on your professional background

Background  (Your professional bakcground

Affiliation, title, discipline: Open
Main research field (key words) related to AV in particular: Open
Thoughts about why you have been selected as an expert: Open
Information

In this survey safety is understood as objective public safety on macro-level — i.e., the accident and injury risks to

which the public is exposed on public roads during development, demonstration and deployment of AVs. The macro-
level system consists of the vehicle itself, its occupants, other road users and the driving environment. In other
words, safety is the overall ability of a vehicle to operate without harm to passengers or other road users within the
roadway ecosystem.

Challenges  |What do you see as the main safety challenges related to the introduction
and adoption of AVs?
Open
Proxy What safety indicators do you consider as most appropriate for evaluating
safety of AVs?
Open

Contexutal Are there particular contextual conditions in your country that will affect the
adoption of AVs?

Open

Potentials |What do you see as the main safety benefits related to AVs?

Open




Timehorizon  |What are your thoughts about the time-horizon for Europe from todays pilots
to broader adoption towards AV mainstreaming?

+ range:*
never before 2030 2030-2040 2040-2050 after 2050 don't know
1 2 3 i+ 5 6
vehic fet o ° ° © © °
% g;:tm % of vehicle o) e ®) @) @) O 2
ﬁg‘jo % of vehicle 0O @) 0 o) O (@] 3
;858? % of vehicle 0O @) e} o) O O 4

Other_experts \wOuld you suggest any other experts for this survey?

Name, country: Open

AOB | Do you have any more comments?

Open

Information

If you have any questions about the survey, please email: petr.pokorny@toi.no




Safety — round #2

Information

In the EU project 'Drive 2 the Future' on the needs, wants and behaviours of automated vehicle users today and in
the future, we conduct some brief expert interviews on ethical, sociocultural, safety/security and legal issues related
to the further adoption of automated vehicles (AVs).

Information

You are identified as an expert in this field of safety. Therefore, we would really appreciate your input! The survey
should take no longer a few minutes. Your responses will be reported completetely anonymously. To collect your
responses and anonymise them in accordance with the GDPR, we first need to have your consent:

Consent Do you agree to the processing of your input for the research purposes of the
'Drive 2 the Future project'? If so please click the following checkbox.

+ range:”

Yes O 1

Information

First we have some questions on your professional background

Background | Your professional background

Position, discipline Open
Main area of expertise Open

Information

In this survey, safety is understood as the accident and injury risks to which public and road users are exposed on
public roads during development, demonstration and deployment of AVs

HaveTested Have you been involved in testing automated driving?

+ range:*
Yes O 1
No o 2

TestCondition |What was the level of automation in the test? And what were the main
findings regarding safety?

+ filter:\HaveTested.a=1

Open

Potentials What do you see as the main safety benefits related to AVs of SAE level 4 and
higher?

Open

Challenges What do you see as the main safety challenges related to the introduction
and adoption of AVs of SAE level 4 and higher?

Open




Impacts What broader impact(s) deriving from automation do you notice at the
present and/or foresee in the future on road safety?
Open
Infrastruct How should the infrastructure and logistics practices be adapted to AVs of
SAE level 4 and higher?
Open
Training How and when do you think training will need to be adapted to take into
consideration AVs of SAE level 4 and higher? For professional drivers? And
for regular drivers? For crews at the customer loading and unloading points?
Open
Infrastructure | How should the infrastructure and logistics practices be adapted to AVs of
SAE level 4 and higher?
Open
Timeline What are your expectations with regards to the timeline for the introduction
of vehicles of SAE level 4 and higher (for different levels of market
penetration)?
+ range:*
never before 2030 2030-2040 2040-2050 after 2050 don't know
1 2 3 4 5 6
> 10 % of the
vehicle fleet O O O O O O !
10-30 % of vehicle
fleet O O O O O O 2
30-50 % of vehicle
fleet O O O O O O 3
> 50 % of vehicle
fest O O O O O O 4
SafetyRegulati | Are you aware of any safety regulation in place for driving AVs in your
on country?
Open
Proxy What safety performance indicators do you consider as more appropriate for
evaluating safety of present AVs instead of accidents?
Open
Contexutal Are there particular contextual conditions in your country that will affect the

adoption of AVs?

Open

Other_experts

Could you point us to any relevant initiatives, working groups or current
projects on safety of AVs?"

Open

AOB

|Do you have any more comments?

Open




Transport crime — round#1

Information

In the EU project 'Drive 2 the Future’ on the needs, wants and behaviours of automated vehicle users today and in
the future, we will conduct some brief expert interviews on legal, ethical and sociocultural issues related to the
further adoption of automated vehicles (AVs).

Information

You are selected as an expert in the security field. Therefore, we would really appreciate your input! The survey
should take no longer than 5 minutes. Your responses will be reported completetely anonymously. To collect your
responses and anonymise them in accordance with the GDPR, we first need to have your consent:

Consent Do you agree to the processing of your input for the research purposes of the|
'Drive 2 the Future project'? If so please click the following checkbox.
+ range:*
Yes O 1
Information

First we have some guestions on your professional background

Background | Your professional bakcground

Affiliation, title, discipline: Open
Main research field (key words) related to AV in particular: Open
Thoughts about why you have been selected as an expert: Open

Challenges What do you see as the main challenges related to the introduction or
adoption of AVs?

Open
Potentials | What do you see as the main benefits related to AVs?

Open
‘:ahicleshﬂack How can vehicle developers help preventing transport crime?

Open

Increaselncent | How can we increase incentives for vehicle developers to invest the amount
L of resources needed to prevent damage from transport crime?

Open

Contexutal Are there particular contextual conditions in your country that will affect the
adoption of AVs?

Open

Timehorizon | What are your thoughts about the time-horizon for Europe from todays pilots
to broader adoption towards AV mainstreaming?

+ range:*
never before 2030 2030-2040 2040-2050 after 2050 don't know




Timehorizon

What are your thoughts about the time-horizon for Europe from todays pilots

to broader adoption towards AV mainstreaming?

> 10 % of the
vehicle fleet

10-30 % of vehicl
fleet
30-50 % of vehicl
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= 50 % of vehicle
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Other_experts ‘Would you suggest any other experts for this survey?

Name, country:

Open

AOB

\ Do you have any other comments?

Open

Information

If you have any questions about the survey, please email: Sunniva.FrislidMeyer@toi.no




Cyber security — round#1

Information

In the EU project 'Drive 2 the Future’ on the needs, wants and behaviours of automated vehicle users today and in
the future, we will conduct some brief expert interviews on legal, ethical and sociocultural issues related to the
further adoption of automated vehicles (AVs).

Information

You are selected as an expert in the cyber-security field. Therefore, we would really appreciate your input! The
survey should take no longer than 5 minutes. Your responses will be reported completetely anonymously. To collect
your responses and anonymise them in accordance with the GDPR, we first need fo have your consent:

Consent Do you agree to the processing of your input for the research purposes of the
'Drive 2 the Future project'? If so please click the following checkbox.
+ range:”
Yes O 1
Information

First we have some questions on your professional background

Background  |Your professional bakcground

Affiliation, title, discipline: Open
Main research field (key words) related to AV in particular: Open
Thoughts about why you have been selected as an expert: Open

Challenges What do you see as the main challenges related to the introduction or
adoption of AVs?

Open
Potentials | What do you see as the main benefits related to AVs?

Open
VehiclesAttack | Do you think it is possible for vehicle developers to prevent damage from
s cyber attacks?
By high-capacity attackers? Why? Why not? Open
By low-capacity attackers? Why? Why not? Open
IncentivesAtta |Do you think vehicle developers have incentives to invest the amount of
cks resources needed to prevent damage from cyber attacks
By high-capacity attackers? Open
By low-capacity attackers? Open

Increaselncent | How can we increase incentives for vehicle developers to invest the amount
ives of resources needed to prevent damage from cyber attacks?

Open

Contexutal Are there particular contextual conditions in your country that will affect the
adoption of AVs?




Contexutal

Are there particular contextual conditions in your country that will affect the
adoption of AVs?

Open
Timehorizon  |What are your thoughts about the time-horizon for Europe from todays pilots
to broader adoption towards AV mainstreaming?
+ range:"
never before 2030 2030-2040 2040-2050 after 2050 don't know
1 2 3 4 5 6
> 10 % of the
vehicle fleet O o O O O O 1
10-30 % of vehicle
oo o © o o 0 o 2
30-50 % of vehicle
font o o o o o o 3
> 50 % of vehicle
ment o © O O 0 O 4
Other_experts |wOuId you suggest any other experts for this survey?
Name, country: Open
AOB |Do you have any other comments?
Open
Information

If you have any questions about the survey, please email: Sunniva.FrislidMeyer@toi.no




Transport crime & Cyber security — round#2

Information

In the EU project 'Drive 2 the Future’ on the needs, wants and behaviours of automated vehicle users today and in
the future, we conduct some brief expert interviews on legal, ethical and sociocultural issues related to the further
adoption of automated vehicles (AVs).

Information

You are selected as an expert in the field of data and cyber-security. Therefore, we would really appreciate your
input! The survey should take no longer than 5 minutes. Your responses will be reported completetely anonymously.
To collect your responses and anonymise them in accordance with the GDPR, we first need fo have your consent:

Consent Do you agree to the processing of your input for the research purposes of the|
'Drive 2 the Future project'? If so please click the following checkbox.

+ range:*

Yes O 1

Information

First we have some guestions on your professional background

Background | Your professional background

Paosition, discipline Open

Main area of expertise Open

Challenges What do you see as the main challenges related to the introduction or
adoption of AVs of SAE level 4 and higher?

Open

DataCollect How does your company work with data, including data collected during the
vehicle operation?

Open
PerceiveData |How do you perceive access to data for AVs of SAE level 4 and higher?
Open
Open
BeneChall What do you see as the main benefits and challenges in accessing this data,
and in collecting and processing it?
Open
Datalmpacts  |What impacts deriving from this data do you notice or expect on the
industry?
Open

CyberAttacks |Cyber-attackers can exploit various cyber vulnerabilities of AVs of SAE level
4 and higher. What do you see as the main privacy and cybersecurity
vulnerability of AVs for each level of automation?

Open




ReduceRisk  |How can vehicle and software manufacturers/end users/policy-makers
reduce cyber risks and increase privacy for AVs of SAE level 4 and higher
Open
Timeline What are your expectations with regards to the timeline for the introduction
of AVs of SAE level 4 and higher? (for different levels of market penetration)
?
* range:*
never before 2030 2030-2040 2040-2050 after 2050 don't know
1 2 3 4 5 6
> 10 % of the
vehicle fleet O O O O O O !
10-30 % of vehicle
fleet O O O O O O 2
30-50 % of vehicle
fleet O O O O O O 3
> 50 % of vehicle
flest O O O O o O 4
Initiatives Could you point us to any relevant initiatives, working groups, data and
information, as well as studies on data handling and cybersecurity issues
related to the introduction of various levels of automated vehicles?
Open
AOB Do you have any other comments?
Open
Information

If you have any questions about the survey, please email to Petr Pokorny (T@l): petr.pokorny@toi.no or Kayle
Giroud (IRU): kayle.giroud@iru.org
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