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Executive Summary

The overall goal of the Drive2theFuture project is to raise awareness and enhance acceptance for automated
vehicles (AV), by investigating key aspects of the automated driving ecosystem, from HMI concepts and training
needs, to acceptance creation measures, ethical, sociocultural, safety and security issues. Such aspects are
explored in selected pilots according to the principle of using a wide variety of tools and operational scenarios
in which drivers, passengers, operators and other users’ perspectives are possible to be evaluated.

This document report on the main findings of Drive2theFuture by delivering a concise list of guidelines and
policy recommendations as its legacy. Both guidelines and recommendations are strictly based on the analysis
of the outcomes of the project. A review of all contents produced in the Drive2theFuture lifetime (deliverables,
surveys, reports, tools) has been performed and integrated with the results of workshops and stakeholders’
consultation performed in various form.

The technical guidelines are intended to support mainly (i) vehicle and equipment developers in the design of
AVs, with a focus on HMI concepts, and (ii) training providers and regulators as well AV-related industry in
developing appropriate training material, tools and awareness creation activities for both professional and
non-professional users. Guidelines are presented in a simple way and they are intended to be self-explanatory.
However, when possible additional background information and clarifying examples are provided via links to
project deliverables and on-line sources.

Complementary to the guidelines, policy options for authorities at local, national and European level are
derived from the project experience as timely actions to facilitate the shift to automated operations for
professional users and increase the willingness to use and trust for AVs in the general public. The following
recommendations are elaborated in the document:

ENSURING APPROPRIATE SKILLS
> Offer opportunities to all current as well as new employees to participate in continuous (in-house

or external) training programs for re-skilling and training.

> Ensure that training activities for professional users are built on a flexible approach, such as lifelong
learning to help drivers adapt to requirements changing over time.

» Ensure that social partners and workers are involved in the development of training activities

> Adapt existing curricula as well as promote education in fields where there will be future demand
such as ICT and engineering, traffic control and logistics.

» Promote sector-specific cybersecurity trainings and certificates to provide AV users and transport
professionals with an understanding of the developments and limitations of the AV operating
systems, to reduce daily risks and threats of external interferences and potential disruptions of the
network

> Provide funding and training for self-employed and SMEs transport professionals

ADAPTING THE LEGISLATIVE AND REGULATORY ENVIRONMENT
> Establish an EU regulatory institution that develops and applies a high level framework for the

design, development, and operations of automated driving across Europe

> Revise the relevant EU legislations impacting the overall functioning of the road transport sector,
to adapt it to technological, behavioural and operational change and to modernise the driver’s
profession and encourage the roll out of autonomous vehicles across European roads

> Initiate and support consultation with stakeholders to ensure a standardization of internal and
external HMI to be adopted at the national and EU level, to ensure day-to-day AV operations.

> Review certification schemes for all drivers, emerging professions directly related to automation,
as well as existing professions that will be indirectly impacted by CAD deployment
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DRIVE

D8.5: Guidelines and policy recommendations -

» Develop an harmonised and strong cybersecurity and data legal framework for the full range of
product development stages from development, testing, validation up to implementation and
operation.

» Provide vehicle and equipment developers with incentives to invest in cybersecurity

ADDRESSING SOCIETAL CHALLENGES AND ACCEPTANCE

» Support the image of the transport profession.

» Promote social dialogue at the EU level on the impacts of automation on employment

» Support the development of shared AVs services which are integrated in mobility and urban
planning to meet policy and societal goals

> Promote R&D initiatives to further investigate HMI aspects affecting acceptance of AV.
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1. Introduction

1.1. Purpose of the Document

The purpose of D8.5 - Guidelines and policy recommendations is to summarise the main findings of the project
in a compact list of guidelines and recommendations as the legacy of Drive to the Future. Guidelines and
recommendations are both derived from the project deliverables selected as relevant for this task and from
projects activities like workshops and consultations which have seen the participation of stakeholders external
to the consortium.

The guidelines are designed to mainly support:

- Vehicle and equipment developers in the design of AVs with a focus on HMI concepts as a tool to meet
the user needs and enhance acceptance and safety.

- Training providers and regulators as well AV Industry in the design of appropriate training material,
tools and awareness creation activities for both professional and non-professional users. Also in the
case, the ultimate goal is to support the deployment of activities which may facilitate the shift to
automated operations for professional users and increase the willingness to use AVs for the non-
professional ones.

Guidelines are presented in a simple and concise way and they are intended to be self-explanatory. However,
when possible additional background information and clarifying examples are provided via links to project
deliverables and on-line sources.

Complementary to the technical guidelines, policy recommendations are presented in this document as well.
The aim is to provide authorities at local, national and European level, with a short list or recommendations,
derived from the project experience, as guidance to design and implement appropriate policies to increase the
social acceptance of AV technology.

1.2. Intended audience

This document is public, meaning that it will be disseminated and made accessible to Consortium partners and
the European Commission as well as external stakeholders and the wider audience. Considering the aim of this
report, the intended audience can be identified as all stakeholders interested in investigating solutions and
policies to increase the social acceptance of AVs. As already mentioned in session 1.1, the guidelines and
recommendations are specifically designed for vehicle and equipment developers, any stakeholders in charge
of delivering training activities (e.g. mobility operates, industries, research institutes) as well as decision
makers and authorities at local, national and European level.

1.3. Interrelations

The guidelines and recommendations presented in this document reflect the outcomes and the work carried
out across all project activities. However, the most significant transfers of knowledge was performed with the
following tasks:

- WP3: Benchmarking of alternative HMI principles and good practices recognition; Affective and
persuasive HMI for automated vehicles.

- WP4: Training needs, with emphasis on lifelong training; Training programmes per user cluster and
sentiment analysis; Certification requirements and impacts to employment.

- WPS5: Pilots results consolidation.

- WP6 : Impact assessment based on Pilots and Towards an ESoP extension to automation.

- WP7: Ethical, sociocultural and gender issues; Safety and security issues;

- WPS8: task 8.6 - Automation User Acceptance creation path roadmap.

[October 2022] 8
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2. Review of main project accomplishments

The guidelines and policy recommendations presented in this deliverable are based on a thorough analysis of
the outcomes of the Drive to the Future project. A review of all contents produced in the frame of the project
(deliverables, surveys, reports, tools) has been performed and integrated with the results of project workshops
and discussions which took place in several events. For the sake of clarity, the main project sources used for
the analysis are briefly presented in this section. For each source, the complete report can be found in the
dissemination section of the project website (https://www.drive2thefuture.eu/dissemination/public-
deliverables/) according to the dissemination rules of the project.

2.1. Impact Assessment of project pilots

The impact assessment of the project pilots, perfomed in WP6 - Impact assessment and correlation of
automation to Maas$, goes from defining the project research questions, verifying the hypotheses in the pilots
and analyzing their results after the pilots implementation. A series of general conclusions has been drawn for
each mode covered by Drive to the Future. Overall, such conclusions highlight a way forward to increase the
acceptance of AVs, for both professional and non-professional users, and facilitate their integration in urban
mobility. Among them:

e Acceptance, trust and willingness to use of AVs significantly raise upon hands-on experience. The
increase of trust and acceptance is considerably higher for non- experts after training and experience.

e Advanced trainings can have a reverse effect on the trainees, by emphasizing the limitations of AVs,
showing the weak points of the system, and perhaps detracting from some confidence and / or
willingness to be used. At the same time, however, when users become more aware of the limitations
of technology, they declared that they are more cautious, and they don’t reduce their attention during
the interaction with AVs.

e Acceptance of the technology depends largely on the age of the users, being easier to involve users
under 50 years of age in its use, and even easier if they are young people who are more accustomed
to being daily users of public transport.

e Based on the observations and data collection performed in the project, no clear conclusions can be
drawn regarding the gender perspective

e Cybersecurity remains the greatest concern across several pilots and modes.

e From the point of view of the acceptance of users and citizens of AVs, the presence of a dedicated
external HMI that identifies the AVs can significantly increase the users’ perceptions of safety and
confidence, make the interaction with them safer, reducing the likelihood of emergency braking or
dangerous situations, thus increasing comfort. Combining the experiences of different project pilots
where several automated road vehicles have been tested, it can be indicated that having an external
and clear signage for the identification of the AV allows users to easily learn to distinguish it, offers the
road users a greater sense of security and confidence since it allows them to anticipate the behaviour
of the vehicle

e Most passengers and other road users feel safe in a traffic situation with autonomous vehicles, or at
least as safe as in a regular traffic situation. The participants noted that their feeling of safety could
also be derived from the fact that the autonomous vehicles experienced in the pilots were traveling at
very low speed

e Low speed however is a questionable feature for road AVs. This is positive in terms of facilitating the
anticipation of the intention of the vehicle by other road users, however at the same time it becomes
frustrating, resulting in excess overtaking by other drivers, which might have negative safety
implications.

e In the maritime sector, automatic pilots have been developed since many years. As a consequence of
previous experience, the Drive to the Future pilots have shown a high predisposition to be users of this
technology at an early or intermediate stage. Also, the tested technologies have been considered
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relatively simple to use, quick to learn and the autonomous driving functions well integrated in the
system.

e Drones are more accepted when their interaction with individuals is limited or absent. However,
results on attitudes toward drones don’t seem to support this hypothesis, with concerns over privacy,
security and safety reported as non-particularly severe.

2.2. Affective persuasive, trusted and personalised HMI for AV functions

A crucial role for user acceptance of AV is played by the Human-Machine-Interface (HMI), which gives the user
the possibility to interact with an automated system or receive information about its current state. Within
Work Package 3 - HMI issues, Drive2theFuture has investigated the optimal HMI concept for different user
clusters, such as operators, drivers, riders, passengers, vulnerable road users, traffic managers, and for the
different transport modes road, rail, aviation and maritime. A benchmarking of existing HMIs and derived good
practices has been complemented with iterative user test results in the pilots, and rules for personalisation
and HMI adaptability were derived.

HMI concepts share common elements across transport modes, for instance, the display of the current system
mode. Most differences are seen in the input devices used to interact with the vehicle in low levels of
automation or after the request for manual operation, where each transport mode has its own established
good practices (e.g., steering wheel, joystick, control yoke). The results of the performed user tests for in-
vehicle and operator HMls indicate that users have a high preference for HMIs informing about status of the
automated function and being transparent about its current status. This entails LED lights that inform bus
passengers and operators about the activated automated mode, a warning light during automated docking for
ship passengers and operators, an icon or LED for TMC operators on the status of automated busses as well as
car drivers, who prefer to have information about the recognized traffic situation during an urban ride. A
positive user experience has been also registered for innovative HMI elements for AV functions such as joystick
for rail drivers serving also as a persuasive input device as compared to the established rail driver controller, a
Blind Spot Assist function for PTW riders to enhance road safety as well as additional automated functions
supporting the safe and efficient operation and piloting of drones.

The suitability of external HMI has been investigated as well mostly through studies with automated shuttles
in different urban settings and operational scenarios. The obtained results generally support the claim that
eHMI are regarded by many road users— but certainly not all — as an effective tool for communicating
awareness and intent of a vehicle to other road users, thus supporting safety of interaction with automated
vehicles.

Different user clusters have different needs in relation to the interfaces with AV, so that their functions are
clear, easily noticed, alerting, non-disturbing and not causing anxiety. This has been proved through the project
HMiI-related pilots, where the preferences of the participants have been investigated in dedicated
consultations. Such preferences can be grouped to cover the main needs of the user clusters. Applying a
personalised HMI concept that covers appropriately their targeted needs is therefore essential for the
successful implementation and acceptance of AV elements and concepts. Still, further research and thought is
needed in the near future in order to satisfy the needs on an individual level, further to the user cluster level.

The HMI best practice elements, results on HMI optimization, personalization rules and the tool for user’s
emotional state prediction have been used to create a software application (Drive2theFuture HMI
development toolkit), in which HMI concepts for different user clusters and transport modes can be developed
and prototyped together with end users.

2.3. European Statement of Principles on HMI for AV

The European Statements of Principles (ESoP) is a collection of principles on safety aspects for the design,
production and installation of AVs’ human-machine interface. Overall, they promote the introduction of well-
designed systems into the market for better safety of AVs, in (i) self-driving, (ii) automated driving and in (iii)
the transition phase among the former and the latter.

[October 2022] 10
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The first version of the European Statements of Principles (ESoP) was published in 1999 and updated in 2006.
With the development of AVs, new challenges are appearing. ADAS systems are now equipped to take the
control of the vehicle under certain conditions, and in certain scenarios, this could extend to the system
assuming control without the consent of the user. Thus, we are now facing a situation towards a co-managed
driving task under the authority of the “Human Machine System”.

In automated driving level 3, the driving task is shared between the user and the AV, this could lead to critical
situations related, e.g., to the take-over. To allow a safe automated use of the vehicle, a full situation
awareness is needed, including the identification of the environment, forecast of near future actions,
determination of future vehicle needs. In level 4, where only the vehicle will have the control, the iHMI will
have less importance, whereas the eHMI will have to take the environment into consideration for external
users to clearly identify AVs in order to understand and be able to anticipate their reactions. Still in the frame
of level 4, it is to be noticed that, only few studies are made from regular traffic and many of these studies rely
on simulation, meaning they have significant limitations. Finally, a lack of research on VRU (cyclists and
pedestrians) in urban areas does not currently allow proper development of related ESoP and more studies
will be needed on this topic before being able to extend ESoP to their specific needs.

The Drive to the Future project has delivered an analysis and update of the 2006 version of the ESoP, based on
the project results but also on other European and national projects on the topic of HMI adaptation to
transition phase and automated driving needs.

2.4. Trainings and awareness raising

The digital revolution and the introduction of higher degree of automatization in the mobility sector is likely to
result in substantial changes to job profiles: some job profiles will be discontinued while new ones will be
created. It is essential for companies to offer future opportunities to all current and new employees to
participate in training programs for re-skilling, upskilling and retraining. This will enable employees to develop
new skills and improve their employability while enabling them to keep pace with the changing work tasks.
The transition towards AVs must be based on a principle of just transition with the objective of securing both
the future of companies and employment while preventing any negative effects on employment and working
conditions. The path towards vehicle automation must take into consideration existing certification schemes
and adapt them accordingly, as they do not consider autonomous vehicles. The implementation of certification
requirements that reflect the future needs of AV will help mitigate societal challenges brought by AV
deployment and help foster the positive impact of AV advancement within the transport sector but also more
accurately meet mobility and societal needs.

Hands-on experience of the new technology increases its acceptance. Trust can be built through experience as
well, both in real-operation scenarios or on test tracks. Professional drivers see mastering a large vehicle by
themselves as a core part of their profession. If the vehicle drives autonomously, these driving skills are no
longer used. The project results point out the importance of involving employees, communicating possible
scenarios and highlighting which valuable activities remain when other tasks are replaced by technologies.

Regarding non-professional users, awareness and personal experience with AVs (whether directly or indirectly
through one’s social circle) can affect safety perceptions both positively and negatively. Therefore, it is
imperative that AV companies proceed with caution when preparing widespread testing to not expose the
public to pilot implementations with negative experience, especially those involving bad braking behaviours,
and which do not meet comfort standards.

Autonomous vehicles represent both an opportunity and a challenge, requiring all stakeholders, including
policymakers, industry, and trade unions, to collaboratively work together to enable a smooth social and
market transition. The large-scale deployment of AVs provides a space for new emerging professions as well
as the opportunity to enhance the image of the transport profession.
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2.5. Ethical, societal, safety, security and legal considerations

The adoption of AVs is strongly linked to the ethical and sociocultural dimension. In this context and based on
the extensive analysis done within WP7 — Ethical, security and legal issues , through literature reviews, experts’
interviews, and panel discussions, crucial elements affecting the users perception of AVs have been identified
and investigated. Among them, inequity of safety protection between equipped and non-equipped vehicles,
the ethical dilemmas of AVs in case of critical situations, the perception of the use of personal data by vehicles’
operators but also the challenge of coping with big volume of data produced in the AV ecosystem. Gender
issues represent a challenge in AV adoption in terms of job risks, women’s specific needs for the adoption of
AVs such as safety when using shared systems, specific design taking into account children or pregnancy, more
complex travel patterns.

It is well known that traffic safety is another important criterion for user acceptance of AVs. Users need to feel
safe — and even more safe than in a conventional vehicle — to choose AVs. How safe the current AVs are
compared to conventional vehicles is actually very difficult to estimate due to factors such as low number of
km driven by AVs or tests not covering the whole range of environmental and infrastructural conditions. In
addition to that, our safety knowledge mostly regards only SAE level 2.

Finally, the work performed in WP7 has confirmed the strong link between AVs adoption and legal and liability
issues. Regulation and homologation rules are different across countries so that technical needs in AVs might
not be the same depending in which country they are sold. In view of improving acceptance of AVs, legislations
should be clear, consistent across EU countries, and specifically address safety and liability issues in case of
accident/incident.

2.6. Automation User Acceptance creation path roadmap

This document of guidelines and recommendations is complementary to the Drive to the Future Roadmap
(D8.6:Automation User Acceptance creation path roadmap) which is based on the observation that most of
exiting roadmaps on AD examine the path towards full automation in terms of the availability of relevant
technologies and their timing to the market. However, if technologies may be there, their adoption and
acceptance are most probably not happening at the same time. The Drive2theFuture Roadmap has identified
the future milestones for the actual deployment of automation with maximum acceptance from the users, by
identifying the actions and policies that could foster and speed up this process. The roadmap is built around
three time-horizons: short-term (until 2024), mid-term (until 2035) and long-term (until 2050), following the
milestones of existing roadmaps for different transport modes.

The Drive2theFuture Roadmap roadmap is based first on the analysis of the contents of existing roadmaps
across modes of transport (road, rail, maritime and air) in order to map their timeframes of technological
availability and to extract any user acceptance considerations already taken. Second, selected project findings,
coming from the stakeholders’ consultations, pilots, guidelines, impact assessment, etc. undertaken within the
project lifetime have been analyzed, in order to include the relevant outcome in the appropriate timeframe as
measures to enhance user acceptance. Findings coming from other related and ongoing projects — mainly (but
not exclusively) the ones with which Drive2theFuture has been undertaking clustering activities throughout its
duration - are also included in this pool of measures, from Europe and beyond.
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3. Guidelines for AV developers

As the driving task is gradually delegated to the vehicle, and as shared mobility becomes increasingly common,
understanding and optimising the experience and overall satisfaction of users, particularly in terms of
inclusiveness, comfort, well-being and safety perception, through the user-centric design of future road
vehicles will be paramount for the widespread adoption of AV. Users’ trust can be increased through easy-to-
use systems, which always provide a sufficient level of control, anthropomorphic designs that communicate
politely and clear communication of current and future system states through multiple channels. Besides work
environment, design should consider the hedonic motivation of the end-user, such as the pleasure derived
from the use of the Avs, which would help make truck driver’s working conditions more attractive (Frohlich, et
al., 2018).

The Drive to the Future piltos have clearly demonstrated that HMI, both internal and external, plays a key role
for the integration of autonomous vehicles in urban mobility as it gives the user the possibility to interact with
an automated system or receive information about its current state. It is crucial that the in-vehicle and
operator HMI informs continuosly the users about the status of the automated functions (e.g., with LED lights).
The experience of different project pilots where several automated road vehicles have been tested, clearly
shows that labelling a vehicle as “automated” via an eHMI allows users and citizens to easily learn to distinguish
AVs and provides road users with a greater sense of security and confidence. It allows them to anticipate the
behaviour of the vehicle and eventually has a positive effect on the overtaking behaviour of traffic participant,
thus reducing the frequency of severe and strong braking, leading to an increased commercial shuttle speed
and a better on-board travel experience.

The guidelines presented in this chapter are the results of the Drive to the future project investigations and
pilots deployment and they are intended to be self-explanatory. However, when possible additional
background information and clarifying examples are provided via links to project deliverables and on-line
sources. They focus on the design and functions of HMI concepts to meet the users’ needs and increse
acceptance and safety of AVs. They are organised in 3 sections: first guidelines based on general principels
relevant for all types of human-machine interface, and then guidelines specifically proposed for respectively
internal and external HMls.

3.1. General principles
1. The HMI conveys transparently the automated system status at all time

Description:

The HMI, both internal and external, presents for the users the crucial interface to understand what the system
is doing. Therefore, it should constantly inform the users about its status, so that they can act accordingly if
needed. This is particularly important for systems which give control back to the user by requesting a take-
over, e.g. when reaching the end of a dedicated area of operation or when the requirements for automated
driving are no longer met as well as for other traffic participants to clearly identify the AVs and anticipate the
behaviour of the vehicle.

Examples/sources:

A continuous status representation for the automated function is already included in series vehicles in the road
sector. As an example, Figure 1 shows the Mercedes-Benz Drive Pilot, where red lighting elements on the
steering wheel are used to indicate that the automated systems is no longer available and a take-over request
is needed. Pilot results in Drive2theFuture support the positive reception of an explicit status HMI for users by
icons or LEDs. An active automated function is often conveyed by a green or blue icon and/or LED, while a red
colour indicates that a manual take-over is needed and automation is about to turn off.
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Figure 1: (left) Example of HMI concept with blue LEDs to indicate activated automation, D2F pilot; (right) Mercedes-
Benz Drive Pilot with red lighting elements on the steering wheel

- Drive to the future Project, D3.1: Affective, persuasive, trusted and personalised HMI for AV functions
https://www.drive2thefuture.eu/dissemination/public-deliverables/

- https://www.mercedes-benz.de/passengercars/technology-innovation/mercedes-benz-drive-

pilot/intro.module.htm

2. The HMI uses as much as possible internationally and/or nationally standards relating to legibility,
audibility, icons, symbols, words, acronyms and/or abbreviations.

Description:

Standards related to legibility, audibility and symbols prescribe geometrical and/or physical characteristics for
information which is displayed visually and/or aurally and are intended to maximise the likelihood of the
information being easily comprehended by the drivers in a large range of circumstances and environments.

The continuously increasing number of functions available to the vehicle user and other road users makes it
necessary to adopt the most common practice in the selection of symbols, icons, abbreviations and words for
function identification.

Examples/sources:
- Drive to the future Project, D6.4: ESoP on HMI for AVs.

https://www.drive2thefuture.eu/dissemination/public-deliverables/

3. The HMI communicates any risks or malfunctions of the system transparently.

Description:

There might be situations when a failure of system technology or other environmental factors lead to a
potentially risky situation. In these cases, the user should be informed in a transparent manner, as otherwise
the user’s trust in the system in his/her acceptance of automation can be severely impacted.

Examples/sources:

For drones, an Advanced Return-to-Home function was developed in a D2F pilot. The function was received
positively by users. It provides an alternative landing spot when the battery of the drone is low. When choosing
a landing spot in the medium risk area (yellow), the drone pilot is informed in the HMI via a text message about
the risk in failure, e.g. “Medium risk of failure in landing. 65% probability of successful landing”. He can then
alternatively select a safer landing point, if preferred.
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Figure 2 - HMI concept for drones, D2F pilot by DBL

4. The development of the HMI concept takes into account options for the personalisation on user-cluster
level and individual user level.

Description:

Personalisation of services and functions contributes significantly to the success and acceptance of new
products. To optimally address the specific needs of different user groups, personalisation should be explored
for functionalities and design of the HMI. This can affect not only user acceptance but also user behaviour,
and eventually have an impact on safety.

A key aspect is also dealing with the personalisation of the mode of dialogue, i.e. the possibility of configuring
the specificities of the dialogue between the vehicle and the driver, under any form, considering user’s needs
and preferences. Such aspect which may seem like comfort for most of the people is fundamental for the
senior users, knowing that they may have deficiencies in terms of functional abilities and that their need for
reassurance may be greater. For instance, senior users might have a significant anxiety when getting back
manual control, resulting in potential serious issues in terms of security.

Examples/sources:

Results of Drive2theFuture pilots show that, for instance, for the interaction of VRUs with an autonomous
shuttle bus, different user preferences can be clustered according to the age group, e.g. for children at least a
partially iconic visual communication is important. For car drivers, differences in acceptance of a new HMI
concept can be put down to whether they are novice or experienced users of the AV, thus personalization of
the HMI concept can support not only a better UX, but also a safer and more efficient interaction.

- Drive to the future Project, D3.1; Affective, persuasive, trusted and personalised HMI for AV functions
- Drive to the future Project, D6.4: ESoP on HMI for AVs.
https://www.drive2thefuture.eu/dissemination/public-deliverables/

5. The development of adaptive HMI solutions takes into account integrated user state prediction and
detection .

Description:

The increasing complexity of automated functions and user’s interaction with it can be reduced by adapting
the information to the user state, in order to not overwhelm the user and keep the workload at a balanced
level. This requires user state monitoring (constant monitoring of the user necessary) or a data-based user
state prediction. The prediction of user’s emotional responses can be implemented with a good accuracy by
machine learning algorithms and can help to reduce or adapt the information to be communicated to a driver
to the most crucial one in situations of high workload, e.g. during a take-over request.

Examples/sources:
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In Drive2theFuture, to understand the users’ emotional responses while interacting and experiencing AV, a
system was developed that is able to predict the stress levels and emotional responses of passengers of AV.
The algorithm was tested with three datasets and given the results in performance on all datasets, it was
concluded that the proposed framework reaches high accuracies in the prediction of the bio signals and it can
be used as an efficient tool for assessing the users’ stress levels. The algorithm therefore can serve as a valuable
tool in developing the HMI design and behaviour by taking the predicted stress level of users into account.

- Drive to the future Project, D3.1: Affective, persuasive, trusted and personalised HMI for AV
functions https://www.drive2thefuture.eu/dissemination/public-deliverables/

3.2. Internal HMI

6. The design of the iHMI ensures that the allocation of driver attention while interacting with its displays
and controls remains compatible with the attentional demand of the driving task and allows the driver to
modify and anticipate the required attentional demand of the system.

Description:

The driver has a limited and variable attentional resource and physical capacity which can be allocated
dynamically to the driving tasks. The resources activated by the driver not only depend on personal factors but
may also vary according to his/her motivation and state. All interfaces (including visual, tactile and auditory)
induce both physical and cognitive workload. The design of the system should allow the driver to modify the
required attentional demand by choosing when and how to interact.

For the same purpose, it is important that the iHMI does not distract or visually entertain the driver at all time
and especially in the transition phase to manual control.

Reference/examples:
Drive to the future Project, D6.4: ESoP on HMI for AVs.
https://www.drive2thefuture.eu/dissemination/public-deliverables/

7. The iHMI provides users with immediate support options or contact information in vehicles operating
fully autonomous

Description:

Potential users require a means of compensating for the absence of the driver as they wouldn’t feel safe
without any human supervision. Especially in the introductory phase of fully autonomous mobility solutions
with no operator or driver on-board, passengers might have questions and it is important that they can easily
contact an external supervisor (i.e. from a control room) at any moment during the ride. Furthermore,
emergency situations like a traffic accident might arise, where the passenger is unsure what to do next. In
these situations, it is important that the passenger can directly get in touch with the service provider to solve
the situation or to ask questions. Support options should be directly accessible in the HMI concept.
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Figure 3 - HMI concept for support to users by Waymo.

Examples/sources:

Options for support are e.g. via a button in the vehicle’s interior, a soft-button on the touchscreen information
display or via the app of the mobility service provider. As an example, the company Waymo (Figure 3), which
already runs self-driving cars in different parts of the United States, includes a support button in the
passenger’s main information screen in the vehicle and also offers support option in their accompanying app
(also used for ordering the vehicle).

- Drive to the future Project, D3.1: Affective, persuasive, trusted and personalised HMI for AV functions
https://www.drive2thefuture.eu/dissemination/public-deliverables/

- https://blog.waymo.com/2019/08/riding-with-waymo-one-today.html

8. The iHMI communicates effectively to the driver the need to take back control of the vehicle.

Description:

The shift from autonomous driving to manual driving requires a timely and clear communication to the driver
and should avoid messages that are too invasive or destabilizing. Users surveyed in the frame of the projects
of different age and driving experience, indicated that the iHMI informing the driver to take back control of
the vehicle had to be done firstly in a "soft" way, in order to avoid the stress of messages that are too invasive
or destabilizing, knowing that their attention will probably be focused on a side activity. However, they also
highlighted the need to increase the intrusiveness of these takeover messages gradually but systematically in
case of non-reaction on their part, given the emergency of the situation. The degree of intrusiveness of the
iHMI must be gradual over time and must be also related to the nature of the side activity conducted during
autonomous driving and detected by driver diagnostics.

The modality of the messages must be also related to the nature of the side activity conducted during
autonomous driving and detected by driver diagnostics. Key aspects to be considered in the design of the
takeover message are:
* Gradual and systematic increase of the intrusiveness of the takeover messages;
* Redundancy of messages using both with auditory, visual and haptic modes :
* Repetitive sound alert signals
* Vocal message (precise information/ attention required)
*  Pictograms and/or text messages (no time constraints)
*  Dynamic colored LED emission
* Complementary ways to address the message can include automatic opening windows, automatic
driver’s seat positioning, automatic interruption of side activity screens.
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Examples/sources:
- Drive to the future Project, D6.4: ESoP on HMI for AVs.

https://www.drive2thefuture.eu/dissemination/public-deliverables/

9. The iHMI communicate timely to the driver the need to take back control of the vehicle.

Description:

The transmission of the first message informing the need to take back control of the vehicle must be made
sufficiently in advance to allow time for a substantial preparation for the driver. In case of a planned transition
this must be a comfortable time (e.g. from 5 to 15 minutes are needed according to the AUTOCONDUCT project
to allow several tasks, i.e. the awakening, place of the seat, storage, change of glasses, etc). In the event of an
unplanned transition, the driver must be informed as soon as the cause of the transition is identified and
provide an emergency safety procedure such as an automatic parking on the side of the road in the event of
very short advance time.

To define this preparation time, it is important to consider the functional capacities of the entire future user
population, in relation to age and driving experience in particular. Neglecting the reality of this variability, by
defining criteria exclusively based on the performance of “average” drivers, i.e., experienced adults, could have
unfortunate consequences in terms of road safety

Examples/sources:
- Drive to the future Project, D3.1: Affective, persuasive, trusted and personalised HMI for AV functions

- Drive to the future Project, D6.4: ESoP on HMI for AVs.
https://www.drive2thefuture.eu/dissemination/public-deliverables/

3.3. External HMI

10. The eHMI allows all traffic participants to promptly identify the Automated Vehicle

Description:

Users consultations and observations at the pilots sites have demonstrated that having clear external
identification of AVs increase the users perceptions of safety and confidence with the AVs, make the
interaction safer, by reducing emergency braking or dangerous situations, thus increasing on-board comfort.
Several D2F road pilots have shown that automated vehicles are perceived as conservative vehicles; their low
speed and their conservative aspect can be the origin of dangerous situations with traffic participants
overtaking them when not allowed. A fast identification of AVs in a mixed traffic scenario offers users and
citizens a greater sense of security and confidence since it allows them to anticipate the behaviour of the
vehicle. This information is appreciated by all users, whether they play the role of passengers in an AV or as
road users interacting with it. The reduction of hazardous overtaking maneuvers, in turn, ca also support the
hypothesis of an increase in the travel time reliability of the shuttle.

Key aspects identified for the design of an effective eHMI are:

* the use of icons and LEDs is necessary to allow the fast identification of the AV;

* the system should provide external users and other traffic participants with continuous feedback on
its status (autopilot mode/manual driving mode);

* the eHMI should be adaptable to different user groups across age in terms of medium of presentation
and design, as its perception differs among users clusters (e.g. text messages are not suitable for
children);

* the eHMI can communicate the vehicle’s state, awareness or intent but should not explicitly advise
users what to do, as this is not in line with current traffic rules
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Examples/sources:

Several project pilots have investigate the effect of different eHMIs on informing road uses. As an example,
the pilot carried out in Oslo (Norway) has investigated how traffic participants interact with an automated
shuttle and has evaluated the efficiency of an eHMI sign containing a textual message with a graphical
illustration. The sign was developed and tested by T@I, in collaboration with Ruter, to instruct road users that
they need to keep distance from the shuttle in case they consider overtaking. Data from video recordings and
log data from the shuttles, before and after the implementation of the eHMI sign, was collected. The intensity
of braking events, obstacles detected, and distance was taken from log data which were considered an
indicator of eHMI sign efficiency. Also, roadside interviews with traffic participants were performed. There
were, in total, four shuttles operating where the eHMI sign was installed.

According to survey results, most road users (82%) recognized the sign and reported understanding its
meaning. However, when asked to describe the meaning of the sign, they generally do not describe the exact
message that was meant to communicate.

The analysis of log files and video clips indicates that when the shuttle is labelled as an AV with a clear external
sign, drivers overtook it more carefully and were detected as an obstacle by the vehicle, not causing severe
and strong braking. Overall, the frequency of “strong breaking” per km decreased and the number of
“obstacles detected” (without braking) events per km increased in the comparison between the with/without
eHMI scenarios.

g 7, Forbi? -_ ; Forbl?
7 Husk avstand!

— ‘ Husk avstand!

The eHMI sign on AV-shuttle in Oslo; photo T@I.

Figure 4 External HMI on AV-shuttle informing other road users on overtaking, D2F pilot by TOI

- Drive to the future Project, D3.1: Affective, persuasive, trusted and personalised HMI for AV functions

- Drive to the future Project, D6.4: ESoP on HMI for AVs.

- Drive to the future Project, D6.3: Impact assessment of project results.
https://www.drive2thefuture.eu/dissemination/public-deliverables/
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4. Guidelines for training providers on AV-related jobs

The digital revolution and the introduction of higher degree of automatization in the mobility sector is likely to
have a significant impact on existing job profiles across all areas and modes. The challenge is therefore to
achieve a wide user awareness and acceptance, as well as to prepare the workforce to embrace the change by
proving a smooth transition period.

Previous experiences from the transport sector show that when new technologies are implemented in close
cooperation between management and labour, based on negotiated solutions between the social partners,
can result in a range of positive effects. Companies, policy makers and authorities need to become aware of
the consequences of automatization and respond accordingly. There is a need to formulate appropriate
trainings and certification schemes that will address users’ needs. This will enable employees to develop new
skills and improve their employability while enabling them to keep pace with the changing work tasks.

The guidelines presented in this chapter are the results of the Drive to the Future project activites mostly
peformed within the WP4 - “Driver”, user and stakeholder training, from the identification of operators and
users training needs across transport modes to the develoment of training schemes and AR/VR tools suitable
for training, and wihtin WP 5 — Pilot tests, where different training material and tools have been tested and
evaluated.

1. Training is a key tool to increase the users acceptance and willingness to use AVs

Description:

Training activities are a powerful tool to increase awareness, sense of security and confidence in AVs for
professional drivers, passengers, operators and the other road users, regardless of the means of transport
used. If automation has the potential to alleviate existing challenges, the transition may be disruptive for
workers that do not receive the necessary training to work in new automated environments and networks.
The development and deployment of trainings is necessary to ensure efficient human-automation teaming,
proper understanding around the complexities that automation brings but also avoiding users’ unrealistic
expectations of what an AV can do, leading to over-trusting or under-relying on AV.

The users’ expectations of AVs are strongly influenced by experience and working context, therefore, trainings
should complement written and verbal description of the capabilities and limits of AVs with practice in real-
life experience or simulators. Appropriate training schemes are also needed to avoid the degradation of skills
which will be less used over time (e.g., manoeuvring vehicles) and to ensure that drivers are still able to
intervene in case of take-over procedures or emergencies.

Examples/sources:

In general, all users reached in the Drive2theFuture pilots, agreed on the need for training prior to the
interaction with AVs and the majority of them, even though involved in very different operational scenarios,
have confirmed that once they had experienced the AV and learned how to interact with them, their level of
acceptance and trust has increased. Therefore, there is a need to offer training systems that allow all types of
users to familiarize with AV to support their acceptance. When this cannot be accommodated in real-life
experience, a virtual simulated environment is a scenario considered positively by the users in the project, as
they have stated to feel comfortable during their experience and in adapting to the virtual environment.

As an example, the evaluation of the VR-based training activities performed in the Drive to the Future pilot in
Karlsruhe has obtained satisfying results for user acceptance with a significant increase in the acceptance
levels; 70% of the respondents agreed or strongly agreed that “training has increased their acceptance of the
system”. The feedback from the respondents in terms of increased usability and enhancement of their
experience with AV was positive as well, indicating the participants are more likely to accept the system. In
addition, the trust levels of the participants increased and hence their confidence about the autonomous
system.
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- Drive to the future Project, D6.3: Impact assessment of project results.
- Drive to the future Project, D7.1: Ethical, socio-cultural, gender, safety, security and legal issues
https://www.drive2thefuture.eu/dissemination/public-deliverables/

2. Training activities must be tailored to the needs and characteristics of different users clusters

Description:

Training must be adapted to the profiles of the participants, distinguishing first between non-professional
users, professionals with experience in AVs and professionals without experience. The age of the users is also
a key factor affecting the acceptance of the technology, thus training in older user groups will be more
necessary than in younger user groups who are closer and more accustomed to interacting with technology.

Examples/sources:

In the D2F pilots, when both “basic” and “advanced” trainings have been provided in the same pilot, the users
assessment shows that the advanced training modules can have a reverse effect on the trainees, by
emphasizing the limitations of AVs, showing the weak points of the system, and perhaps detracting from some
confidence and / or willingness to be used. At the same time, however, when users become more aware of the
limitations of technology, they declared that they are more cautious, and they don’t reduce their attention
during the interaction with AVs (increased monitoring of the roadway).

Overall, while a basic training on the functioning of the AV can be sufficient, drivers appreciate the importance
of being reminded of the potential effects, especially risk, of automation by an advanced training. The risk
aversion and awareness induced by this information, can be helpful for the calibration of trust and prudence
in the early stages of AV use. Furthermore, this effect could be mitigated by additional practical training to
help drivers learn how to cope with unexpected situations while automated driving.

Regarding the age factors, the users’ consultation performed in several pilot sites shows that users under 50
years of age are more willing to use or interact with AVs at an early stage and this tendency is even more
evident if they are young people who are daily users of public transport.

- Drive to the future Project, Deliverable D5.2: Pilots results consolidation
- Drive to the future Project, D6.3: Impact assessment of project results.
https://www.drive2thefuture.eu/dissemination/public-deliverables/

3. Ensure appropriate training of operators/users for new HMI concepts of AV functions

Description:

New HMI systems might not be self-explanatory with regard to the user role and require users to familiarize
themselves with new systems. User should know about the limitations of automated functions and be skilled
in their usage, especially given the variety of different systems and corresponding HMI concepts from different
manufacturers. Training creates the basis for system trust and safe operation.

Examples/sources:
Training programmes in the different transport modes should be part of the vocational training that
professional operators go through, for instance:

- the shuttle provider Navya includes in the deployment of a self-driving shuttles a training step of the

operating team of the shuttle https://navya.tech/en/solutions/moving-people/self-driving-shuttle-

for-passenger-transportation

- the shuttle provider Easymile offers different training programmes targeted at stakeholders, such as
an operations training programme or supervision training programme
https://easymile.com/services/training
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- Drive to the future Project, D3.1: Affective, persuasive, trusted and personalised HMI for AV functions
https://www.drive2thefuture.eu/dissemination/public-deliverables/

4. Adequate training should be given on information system of AV, especially regarding the transition phase
from autonomous to manual control.

Description:

Drivers are influenced in their use of in-vehicle information and communication systems according to their
knowledge about the system and their appreciation of the risks of use. In order to promote risk-aware driving,
and hence contribute to safety, drivers need to be well-informed about the systems they have to use. If no
sufficient information and guidance is provided to the driver, he/she may be unable to complete the takeover
task. This requires a clear identification of which information systems drivers need to use and the need for the
system to be fully explained to them. It also requires some assessment of whether, in practice, each user can
undertake the dual task of system use and safe control takeover, which is based on the physical and cognitive
abilities of drivers.

Key aspects identified to make sure that the useris fully informed on the information systems of the AVs, are:

- employers should ensure that a copy of the manufacturer’s instructions for AV use during
transition phase is available in every equipped vehicle.

- in addition to user experience and the manufacturer’s instructions, drivers should be able to
obtain information from their point of rental of the vehicle.

- Vehicle hire personnel should have adequate knowledge concerning AV systems and they should
be able to give instructions on their safe use, especially regarding the transition phase from
autonomous to manual control.

Examples/sources:
- Drive to the future Project, D6.4: ESoP on HMI for AVs.

https://www.drive2thefuture.eu/dissemination/public-deliverables/

5. Developing training activities in virtual reality environment

Description:

VR technology can be successfully adopted to make possible for users to experience specific future scenarios
which are not yet existing or cannot be developed in real word scenarios, e.g. for technical or regulatory
constraints. The project experience shows that when trainings are organized in a virtual reality environment
the users opinion on its usefulness is very high. Trainings in VR can be used as learning systems in parallel or
prior to the experience in real environments, and they seem to positively affect user acceptance, trust and the
willingness to use AVs in real life. However, when haptic systems have been tested, users have expressed the
need for the vehicle's reactions to be better conveyed to the user and therefore the resemblance to the real
environment improved.

Examples/sources:

In several project pilots (e.g. in Karlsruhe, Germany) , VR scenarios have been developed as part of training
activities to increase the users’ awareness on AVs and educate them in specific situations, e.g., how pedestrian
can have a safe interaction with automated and non-automated vehicles, or how drivers can have a safe and
efficient docking at bus stop in the case of a partly automated bus.

According to the ex-post evaluation performed, overall, the vast majority of participants have declared that
the training sessions developed in a VR environment have helped them to increase their confidence and trust
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in the AVs. This tendency decreases in the expert user participants, mostly because of their previous
experience with AV systems and the level of confidence previously acquired.
- Drive to the future Project, D6.3: Impact assessment of project results.

https://www.drive2thefuture.eu/dissemination/public-deliverables/

Figure 5 — Tests in the VR-Cave, D2F pilot in Karlsruhe by FZI

6. Developing on-line training activities

Description:

The project experience shows that a significant improvement in the user experience can be achieved also via
the participation to online trainings. In online training, the recommendation is to cover all possible use cases
and situations that can be contemplated in the real operation of an AV. For this purpose, it is suggested to
include video tutorials as well as the interlocution with experienced professionals to solve any doubts that may
arise during the training. Also, self-evaluation quizzes are a powerful tool to explore both learners’ acceptance
of the produced knowledge and the e-learning platform’s adequacy to deliver said knowledge.

Examples/sources:

The D2F project has developed e-learning modules for all transport modes contemplated in the project (Figure
6). The content feeding the e-learning modules derives from the training schemes produced within WP4 -
“Driver”, user and stakeholder training. Contents have been adapted to the e-learning scenario by selecting
the necessary visual material, setting up a timeline span, giving graphic elements their appropriate time on
screen, animating - when necessary - stationary elements and synchronising text blocks with the timeline, as
if being narrated. When finalised, the e-learning tool has been made available for the participants of several
project pilots and evaluated accordingly.
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Figure 6 —e-learning module on drones developed by D2F

7. Using videos in training activities

Description:
The evaluation of the training activities performed in the project has shown that pedagogical videos are an
efficient and useful tool for educational purposes.

Examples/sources:

In the project pilot performed in Linkdping (Sweden), for example, pedagogical video clips were produced and
used for training and education of train drivers and train dispatchers. The video clips were recorded in a train
simulator developed by VTI (Figure 7). Overall the tool was considered flexible, efficient, useful, and to have a
good potential to help train dispatchers in the future. Notwithstanding the simplicity of the video clips used in
training, the acceptance of the tool and the education method was quite high, and the opinions were generally
positive.

Also, since the pilots deployment was affected by the restrictions due to covid pandemic, videos were
successfully used in some pilots as a way for the pilots participants to experience VR/AR scenarios.

Figure 7 — The train simulator by VTI used for recording the pedagogical video clips
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5. Policy recommendations on public acceptance for authorities

5.1. Ensuring appropriate skills

The transition towards AVs must be based on a principle of just transition for the professional users with the
objective of securing both the future of companies and employment while preventing any negative effects on
employment and working conditions.

New technologies have the potential to create labour, replace labour, intensify labour or, change labour,
facilitate labour and re-organise labour (UITP, ETF 2021). Measures and policies aimed to ensure the
acceptability of the new technologies among the professional users are therefore key. In the transportation
sector, automated driving and operations directly impact the largest staff group, which are the drivers. Job
profiles are expected to change significantly with new tasks and occupational profiles emerging, making it
crucial to invest in the adjustment of skills and competences. Mobility companies and policy makers need to
consider that a shift from driver to mobility operator requires workers to become more adept in IT, monitoring
and intervention skills but also, in some cases, a shift in responsibilities towards more customer related tasks.

The reskilling and training of professions other than drivers is equally important as the ICT systems and
infrastructure will become increasingly complex and interconnected with the intensification of AV deployment.
If a wide range of professionals will be impacted by automation, they will also play a crucial role in ensuring
the system’s safety by avoiding external threats that could disrupt the network and transportation chains.
Consultations with workers unions have further highlighted the importance of taking into consideration all
transport workforces within new training protocols. If technical skills will be in higher demand and required to
ensure proper AV deployment, soft skills such as effective communication of new safety rules with passengers
should not be overlooked.

Recommendation

Offer opportunities to all current as well as new employees to participate in continuous (in-house or
external) training programs for re-skilling and training.

> Reskilling and training of drivers require to adapt and modernise training contents and teaching
methods to the new operational, social and technological realities, to include both AV operating
system and soft skills necessary to ensure the safety and drivers’ acceptance of vehicle
automation.

> Reskilling and training of other transport professionals requires to extend the use of relevant
training contents and teaching methods, for the support of AV operation, to the whole transport
and logistic workforce.

> Policy makers will also need to consider the retraining of drivers (especially in freight transport)
into other professions (e.g. logistical experts, traffic managers) with the introduction of fully
autonomous vehicles (SAE level 5 and for freight in some cases level 4) possibly phasing out many
drivers.

The deployment of AV is a dynamic process, which will take place over a long time period, and will be based
on a gradual automatization of the tasks as well as a gradual change in the composition of the overall vehicles
fleet, resulting in different impacts over time (e.g. traditional driver skills becoming gradually less relevant) and
shaping the process as a transition pathway.

Recommendation

Ensure that training activities for professional users are built on a flexible approach, such as lifelong
learning to help drivers adapt to requirements changing over time.

> Theintroduction of an intensive and more flexible training should provide a solid basis to workers
and facilitate their upskilling, now and in the future.

[October 2022] 25




DRIVE2

THE FUTURE

D8.5: Guidelines and policy recommendations

—

——

» Additional courses consisting of small learning units could be offered to workers to be able to
adapt to their schedules. These should provide a clear introduction to autonomous vehicles and
how they work, as well as providing an overview of the changes in the labour sector, to assist the
workforce in the transition and provide clarity regarding qualifications, needs and learning
outcomes.

» On-the-job training will also ensure that skills which will be less used over time (e.g., manoeuvring
vehicles) do not depreciate and that drivers are still able to intervene during emergencies (which
will be relevant for up to SAE level 4)

The consultation of workers’ unions performed in the frame of the Drive to the Future project highlighted the
importance of including workers feedback and experience in the design (user interface and content) and
development of training content. Both employers and employees within the sector should have the
opportunity to engage in the development of training and certification schemes.

Recommendation
Ensure that social partners and workers are involved in the development of training activities.

» The involvement of workers in the development of training is expected to lead to higher
understanding and completion of the training.

> Consultation with social partners and industry stakeholders is needed to make sure that the needs
of the future transport labour market are efficiently addressed, through flexible and
comprehensive training (methods and contents) and certifications schemes.

The mass entry of automation in the road transport sector is expected to coincide with the increase in driver
age and the intensification of driver shortage currently experienced across Europe (Ecorys, 2020). With average
age of slightly below 50 (47%) for the trucking sector in Europe and generally above 50 and increasing for the
bus and coach sector, a large majority of the professional drivers in Europe are expected to be approaching
retirement age in 2030-2035. New transport professionals to be recruited and trained in the years to come
will already need to fit new profiles expected to become predominant under automation.

Recommendation

Adapt existing curricula as well as promote education in fields where there will be future demand such
as ICT and engineering, traffic control and logistics.

» Decision makers and authorities together with educational institutions, social partners and
mobility operators should engage in the longer-term planning and adapting of existing curricula
(or create new ones) for a future transport workforce.

> Curricula should be as much as possible harmonized and consistent across European countries.

» Updated curricula are needed for drivers as well as technical staff, since workers such as
mechanics will require additional skills to deal with the electronics and software included in
automated vehicles.

> Besides driver and technical staff, there are also emerging job profiles due to the expected
increased need of steward in public transport, traffic controllers and mobility operators that can
carry out their task from on-board or from remote. The exact roles of stewards, mobility operators
and traffic controllers will depend on the situation and the type of mobility service, therefore
living labs testing CAD technologies might be able to provide additional information required in
establishing proper curricula.
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As increasingly complex information flows are produced, analysed, and exchanged within transport systems,
the scope of vulnerabilities and threats also increases. The safety of the transport sector and citizens rests on
the ability to protect sensitive information and minimise potential unauthorised access to the transport’s ICT
components. Research conducted by the European Union Agency for Cybersecurity shows that basic
cybersecurity training on software updates and patching can greatly reduce cyber risks (ENISA, 2016). In
addition, adequate cyber security training and information security awareness should be conducted regularly,
to take care of password policies and avoid human based mistakes that could open the network to external
cyber threats and potentially disrupt the system.

The deployment of AV simulations and trainings, destined to both transport professionals and public users,
can provide a safe and effective way to develop familiarity with AV vehicles within a controlled and confined
environment, to support safe technological AV innovation, as well as familiarity with vehicles and their
operations. This will play animportant role in generating dialogue, public acceptance and trust in view of large-
scale AV deployment.

Recommendation

Promote sector-specific cybersecurity trainings and certificates to provide AV users and transport
professionals with an understanding of the developments and limitations of the AV operating systems,
to reduce daily risks and threats of external interferences and potential disruptions of the network.

> To ensure the safety of the transport network itself as well as all the passengers and goods
involved, cybersecurity training should be included in all ICT and transport certification aspects,
to meet security requirements. Specific training should be organised to include hands-on training
with realistic cyber exercise scenarios that cover different levels of interactions and triggers in
information technology (IT), operational technology (OT) environments to help transport
professionals identify, prevent and handle threats in daily activities (Pyykko, 2020).

Training should support all workers by pre-emptively addressing the changes in the labour market, helping
transport professionals adapt to the large-scale AV deployment and assist the promotion of skills that will be
required in the sector, to ensure both workers and the industry are prepared and able to adapt to new needs.
While large goods transport companies or public transport companies may be in a financial position to provide
specialised training to their employees or move displaced employees to new tasks, other approaches and tools
will be needed to support the majority of displaced workers who are self-employed or work for small and
medium companies (SMEs) with limited upskilling opportunities (Ecorys, 2020).

Recommendation
Provide funding and training for self-employed and SMEs transport professionals

> Provide national and European funding to support specialised training and upskilling of self-
employed and SMEs transport workers, as well as schemes supported by the European Social Fund
to assist transport professionals displaced by automation.

> Incentives such as personal training budgets and personal time allowances for employees could
be implemented at the national and EU level to provide transport workers the means and
necessary incentives to participate in training courses.

5.2. Adapting the legislative and regulatory environment

Legislation and regulations at EU level will inevitably need to be revised to take into account technological
advances in the transport sector, ensuring public trust and reliability of the transport system. Legislation plays
a key role in promoting and at the same time controlling elements which emerge from higher automation
levels. In general terms, the harmonization of legislation at the EU level should allow for a seamless transport
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operation across borders of EU Member States. This means that vehicles which enable an autonomous driving
function in a particular EU Member State should be allowed to continue driving autonomously when a border
is crossed.

Recommendation

Establish an EU regulatory institution that develops and applies a high level framework for the design,
development, and operations of automated driving across Europe

> There is the need to translate the many research and development efforts on AV into a coherent
mobility system, as a starting point for sufficient standardization across countries. Specifically:

o Common principles for using different automated driving systems are needed for users
to understand and safely use them.

o Common principles for the interactions between different vehicle, road infrastructure,
and existing road users need to be defined.

o Common principles and standards for human computer interfaces.

o Establish Europe-wide competence centers for AV that can bring together members
states, public, OEMs to develop converging standards for automated driving.

Driving and rest time rules will change as the driver might not need to actively drive the vehicle, but will be
required to stay behind the wheel until complete automation of the vehicle is achieved. While the driver could
be expected to focus on other work instead of solely driving, the use of the tachograph might also change.
Recording driving and rest time should be done according to the SAE automation level. Questions regarding
driving and rest times are sensitive ones and they are important to answer as current legislations might not be
fit for purpose once automation progresses.

Driving licenses are strongly interlinked to training. As the rollout of autonomous vehicles become more
prominent, requirements and criteria will need to be adapted. This includes adapting driving competences
contained in Directive 2006/12/EC. Knowledge about technical aspects of the autonomous vehicle as well as
knowledge of road traffic regulations, once they include provisions on autonomous vehicles, should be
mandatory. Moreover, EU Driver Training Directive should progressively be adapted and modernized, to better
reflect the specificity and the dynamic nature of the transport profession, such as bus, coach and truck drivers,
and prepare for the challenges of the future (digitalisation, automation, alternative powertrains, specific
subsectors, specific local needs, etc.).

Recommendation

Revise the relevant EU legislation impacting the overall functioning of the road transport sector, to adapt
it to technological, behavioural and operational change and to modernise the driver’s profession and
encourage the roll out of autonomous vehicles across European roads.

> In the case of commercial road transport, the following relevant legislations have been identified
for adaptation:
o Regulation (EC) 561/2006 on driving and rest time periods
Regulation (EU) 165/2014 on the tachograph
Directive 2002/15/EC on hours of work in road transport
Directive 2003/59/EC on qualification and periodic training of certain road vehicle
Directive 2006/126/EC on driving licences

O O O O

Overall, standardized HMI design principles largely lack so far for all user groups and transport modes. In the
maritime sector, for instance, the currently approved standards on HMI for autonomous vessels do not reflect
the current technological developments in the field, and the latest guides published by major classification
societies make reference to old standards and regulations. In the rail sector, standards are not yet available
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for driverless and unattended trains (GoA3, GoA4), where the HMI for the train operation in event of
disruptions or obstacles poses new challenges. Human-centered design of remote operating HMlIs for the
railway sector are therefore subject of current research. In the road sector, the project pilots have
demonstrated the usability of visual signs and lighting to constantly inform the users about the status of the
vehicle (autonomous vs non-autonomous mode). While the meaning of the colours can be learnt fast, it could
be difficult for example for tourists to understand the lights without an explanation; thus common lighting
standards on international level.

could be a solution.

Recommendation

Initiate and support consultation with stakeholders to ensure a standardization of internal and external
HMI to be adopted at the national and EU level, to ensure day-to-day AV operations.

» Standardisation should apply to design and information principles: legibility, audibility, icons,
symbols, words, acronyms and/or abbreviations.

> Internationally and/or nationally agreed standards are expected to maximise the likelihood of
information being easily comprehended by users in a large range of circumstances and
environments.

> Standards should be also developed to educate transport professionals, as well as the general
public, on the fall-back and take-over procedures in case of internal or external systems failures.

The Drive to the Future project has also performed state-of-the-art analysis of main EU certification schemes
in vigour across the transport sector, looking - among others - at the EU Driving license (CDC), Certificate of
Professional Competence (CPC) for professional drivers, certification for train drivers, signallers, pilot and
aircrew certification, Unmanned Aircraft Systems, seafarer’s and professional qualifications in inland
navigation certificates, to identify main common requirements. Overall, existing transport certification
characteristics mainly focus on the type of vehicle and on the basic physical and mental conditions necessary
for drivers to safely drive across the various environments. As the share of vehicle automation becomes higher
and technology continues to progress, the responsibility of driving tasks will increasingly shift from the human
driver to the vehicle itself, making it crucial to start considering ways to complete current driving requirements
and certificates for drivers with new characteristics of the operating system.

In the rail sector, for instance, the process of harmonisation of certifications at European level has centred
mainly on train drivers so that they can fulfil a minimum set of requirements to be capable of driving in rail
networks from other countries. Currently, the framework created by the EU for the harmonisation of
certification schemes does not include specific contents related to automation and it is unclear if additional
steps will be taken in this direction, despite the introduction of a trans-European signalling and control traffic
system and backbone of the strategies for high GoA, which has facilitated a certain level of harmonisation for
drivers.

If elements of automated functionalities are already present within EU frameworks (e.g. Regulation (EU)
2019/947 for Unmanned Aircraft System (UAS)), the adaptation and development of regulatory framework
able to integrate and keep pace with rapidly evolving technological AV developments is needed.

Recommendation

Review certification schemes for all drivers, emerging professions directly related to automation, as well
as existing professions that will be indirectly impacted by CAD deployment

> Previous research activities have identified several certification gaps with regards to automation
and remote controlling across different transport modes. New training protocols and
requirements should consider the totality of the workforce, including professions such as
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supporting personnel, payload operator or flight dispatcher, with potential implications on the
safety of the automated transport system as a whole.

An harmonized approach, including data security, cybersecurity and data privacy requirements at European
level is needed to further develop AV technologies and can help to reduce market fragmentation, currently
hindering EU companies to fully benefit and exploit new mobility business cases. In the stakeholders
consultations performed in the project, several privacy and cybersecurity vulnerabilities of AVs have been
identified, such as communication interfaces, telecommunications networks (for the question of the integrity
and confidentiality of information circulating on the networks), connections, unauthorized access to financial
data as well as other private users’ information and data. Multiple respondents brought forward vulnerabilities
dealing with the visual hacking of camera perception and picture interpretation, which is a threat currently
being underestimated that can lead to severe problems.

Re